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Abstract
A packet analyzer  is a computer program or a piece of computer 
hardware that can intercept and log traffic passing over a digital 
network or part of a network. In this paper we have deployed a 
new-fangled packet analyzer with an utility of transmitting user-
defined packets to  sensor  nodes  for  debugging  the  sensor  
network  system remotely. This system facilitates the basis for 
advanced debugging methods which is appropriate for the wireless 
communication standard for sensor networks; it is compatible with 
IEEE 802.15.4 and is available for remote control by adopting a 
server-client scheme based on the Ethernet interface.
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I. Introduction
 A Ubiquitous Sensor Network (USN) is a means for realizing the 
collection and utilization of real time information anytime and 
anywhere. Features include easy implementation and maintenance, 
as well as ample flexibility. It introduces the elemental technologies 
of sensor network systems, as well as provides examples of 
solutions for the facility status monitoring system, quality control 
and instrumentation systems for the manufacturing and inspection 
processes, temperature and humidity monitoring systems for 
warehouses, as well as building management system. USNs 
have applications in both civilian and military fields. For civilian 
applications, these include environment and habitat monitoring, 
healthcare, home automation and intelligent transport systems. 
The main components of a USN, as described in fig. 1, are:

A. Sensor Network
Comprising sensors and independent power source (e.g., battery, 
solar power). The sensors can then be used for collecting and 
transmitting information about their surrounding environment.

Fig. 1: Schematic Layers of a Ubiquitous Sensor Networks

USN Access Network: Intermediary or “sink nodes” collecting 
information from a group of sensors and facilitating communication 
with a control centre or with external entities;

B. Network Infrastructure
likely to be based on a Next-Generation Network (NGN);

C. USN Middleware
Software for the collection and processing of large volumes of 
data;

D. USN Applications Platform
A technology platform to enable the effective use of a USN in a 
Particular industrial sector or application.
The nodes may vary enormously in size and in cost and complexity. 
The medium that nodes use to communicate with the sink would 
vary according to the characteristics of the application. Depending 
on the sensor type, the links between sensors may be provided 
by either wired or wireless communication. The transmission of 
sensor data using radio frequency might be used, for instance, in 
the tracking of goods in supply chain management.
The packet analyzer is a tool that has some functions to analyze 
wireless packets. By using this tool, developers can easily obtain 
the information of the packet, such as structures, types, sizes, and 
data. Consequently, developers will find and correct errors quickly 
and conveniently. However,  conventional  packet  analyzers  do  
not  support remote  control  because  they  require  a  Universal  
Serial  Bus (USB) interface between the hardware board  and  a 
personal computer for running the software. Therefore, developers 
who use these packet analyzers must visit the deployed sensor   
network area whenever in order to debug and test the system. In 
this paper, we proposed a new packet analyzer that has an Ethernet 
interface instead of a USB interface and is capable of remote access 
and control. This helps developers to access the packet analyzer 
remotely and monitor the information of packets.

II. Structure Of WPAN Packet
WPAN stands for wireless personal area network. The IEEE 
standard for WPAN is 802.15.4.IEEE 802.15.4 is a standard 
that defines wireless Medium Access Control (MAC) and the 
Physical Layer (PHY) for low-rate wireless personal area networks 
(LR-WPANs). This standard allows transfer rates of 20 Kbps, 
40 Kbps, and 250 Kbps, and uses two network topologies of 
star and peer-to-peer. In addition, it is suitable for low cost, low 
energy consumption, and low complexity among sensor devices. 
The packet structure of IEEE 802.15.4 is separated into the PHY 
layer and its sub-layer named MAC layer. The PHY Protocol Data 
Unit (PPDU) of the PHY layer is composed of several elements, 
including a preamble sequence, Start of Frame Delimiter (SFD), 
PHY header, and PHY Service Data Unit (PSDU). They are shown 
in fig. 2.

An Efficient Approach for Debugging the WPAN 
using Packet Analyzer

1J. Venkata Rao, 2S. Harinadh Babu, 3T. Satish Kumar, 4K. JayaRam, 5K. Siva Naga Babu
1,2,3,4Dept. of CSE, KL University, Vaddeswaram, Guntur, AP, India



IJCST Vol. 3, ISSue 1, Jan. - MarCh 2012ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m InternatIonal Journal of Computer SCIenCe and teChnology 571

Preamble 
sequence

Start of 
Frame 
Delimiter

Frame 
Length

MAC 
Protocol 
data unit
(MPDU)

Synch          PHY            PHY Service Data unit 
 Header       Header                  (PSDU)

                    PHY protocol data Unit

Fig. 2: Structure of the Packet of WPAN

The preamble sequence is used for synchronizing messages from 
an RF transceiver. The SFD is used for indicating the starting point 
of the packet. The PHY header contains the length of the PSDU, 
which can have variable-length data.
The packet structure may be classified into certain types according 
to the MAC Mrotocol Data Unit (MPDU) of the MAC layer which 
is referred to as the PSDU in fig. 2. We introduce two typical 
packets, an Acknowledgement (ACK) packet and a data packet 
in fig. 3 and fig. 4, respectively.
The MPDU consists of a MAC Header (MHR), MAC payload,   
and  MAC Footer (MFR). They have specific information for the 
MAC protocol. The MHR is a field involving the frame control, 
sequence number, and address information. The  MAC  payload 
contains data that has a variable length according to the frame 
type. The MFR represents Frame Checksum (FCS) for error 
correction.
As mentioned above, the structure of the packet has useful 
information for developers. However, it is not easy to obtain the 
information of a packet and identify its structure without a packet 
analyzer, because the received raw packet is simply a string of 
bits. Therefore, a packet analyzer is necessary for developing the 
sensor network system. In the next section, we will introduce the 
implemented packet analyzer.
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Fig. 3: Structure of the ACK Packet of IEEE 802.15
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Fig. 4: Structure of the Data Packet of IEEE 802.15.4

III. Overview Of The System

A. Server-Client Scheme
The scheme of the packet analyzer is represented in fig. 4. The 
packet analyzer that is located in a sensor network area can receive 
packets from its neighborhood sensor nodes. Then, the packet 
analyzer displays the information and structure of the packet in 
real time.

   
Fig. 5: The Sensor Network Scheme with Packet Analyzer

Fig. 6, shows the conceptual scheme of the proposed packet 
analyzer. Developers can remotely access the packet analyzer 
via the Ethernet network because the hardware board of the 
proposed packet analyzer has an Ethernet interface. Therefore, 
they can remotely display the result of packet analysis on their 
PC and control the functions of the packet analyzer. To develop 
the proposed system, we have adopted   a server-client scheme 
as shown in fig. 7.

The server program runs on the embedded Linux evaluation board 
based on Intel PXA 270. The evaluation board has peripherals, 
including an Ethernet controller and a CC2420 RF transceiver   
manufactured by TI. By using the Ethernet controller and the 
CC2420 RF transceiver, the server program can communicate 
with the client and receive packets from the sensor nodes.
The client program operates on a remote PC based on Windows.  
This  program  supports  access  to  the  server  and graphically  
shows  analyzed  the  packet  information  to  the developers

Fig. 6: Conceptual Scheme of Proposed System

Fig. 7: Server and Client Relationship

B. Server Program
The server program can be divided into an application program 
part and device driver parts. The application program uses the 
functions provided by the drivers of each hardware device as 
shown in fig. 8.
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The Ethernet device driver is used for controlling   the Ethernet 
device. We use the default Ethernet device driver provided by the 
evaluation board. Based on this device driver, we have coded a 
socket program to meet the specification of our system.
The CC2420 device driver provides several functions for handling 
the CC2420 transceiver. In this research, we have designed the 
device driver based on Linux kernel 2.6.x for satisfying many   
requirements of our system. The main functions of the device 
driver are shown in Table 1.

Fig. 8: Conceptual Scheme of Server program

Table 1:  Functions of CC2420 Device Driver
              NAME               Function

               Open Open the device file of 
CC240

               Read Read the data from CC240
               Write Send the data to CC240

    CC2420_SET_INFO Changing the Setting values 
of the packet analyzer

    CC2420_GET_INFO Get the setting value of the 
packet analyzer

CC2420_SET_CHANNEL         
Changing the channel 
value

C.   Client Program
For the user’s convenience, the client program provides a Graphical 
User Interface (GUI) and has been developed by using Microsoft 
Visual C++. Similar to conventional packet analyzers, the client 
program can graphically show the analyzed results of the packets 
to the user. For this purpose, the client program performs the 
functions for classifying and analyzing packets. In addition, the 
client can request the server to execute some commands and 
receive the response to a command from the server
  

Fig. 9: GUI of Client Program

IV. New Algorithm
The main contribution of this paper is a framework for the detection 
of software errors in distributed sensor networks. Our work is built 
upon the progress in recent years on sensor network prototyping, 
error detection, and recovery. This paper presents a new approach 
for efficient, prompt, and accurate detection of errors in sensor 
networks without specialized nodes. H-SEND inserts code at 
appropriate granularity to detect erroneous behavior and verifies 
the invariants in a resource conserving manner.

A. Distributed Algorithms for Organization
Sensor networks are distributed systems. Many distributed 
algorithms have been studied . Sensor networks have stringent 
resource constraints, including energy, storage, and computation 
capability. To conserve energy, some routing protocols use 
hierarchies among sensor nodes. Sensor nodes are divided into 
clusters and a special node in each cluster relays messages between 
clusters. This special node, called the cluster head, can be chosen 
in several ways. If sensor nodes are heterogeneous, the nodes that 
have more resources (battery capacity, faster processor, long-
range antenna, etc) are selected as cluster heads. If all nodes are 
the same, they take turns playing the role of a leader through a 
leader election protocol.

B. Error Detection and Recovery
Error detection in sensor networks has been studied by many 
researchers. The predominant technique is local observation 
whereby nodes oversee traffic passing through the neighbor nodes 
Existing work does not separate the network into a payload and 
an observation system. Each node can potentially play a role in 
both systems. Previous work uses local observation to build trust 
relationships among nodes detect attacks or discover routes with 
certain properties, such as a node becoming disconnected. We 
analyze the capabilities and the limitations of local observation 
as a primitive in sensor networks. The paper also presents a 
method to enable neighbor observation in resource constrained 
environments and to lay out the fundamental structures and the 
state to be maintained at each node. 
Local observation detects deviations from correct behavior at 
a local level. Correlation-based detection systems have been 
proposed for wired networks, without considering the resource 
constraints. Some studies provide solutions for detecting problems 
in specific Ad-Hoc network protocols’-SEND is more flexible and 
efficient because it uses a hierarchical approach. If an invariant can 
be checked by an individual node, this node checks the invariant 
without sending any network messages. Some invariants are 
checked within a group of nodes (or cluster), or at the base station, 
where a global view of the whole system is available.
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Fig.10: Overview of Framework for Error Detection and 
Propagation, Diagnosis and Repair

V. New Techniques for Error Detection, Diagnosis, and 
Repair

A. Overview
Our system determines the health of sensor networks by detecting 
software errors, propagating the information to the base station, 
assisting a programmer to diagnose the errors, and then distributing 
correct software after the programmer fixes the errors. Our approach 
addresses five issues: “Who performs the observation?”, “What 
is observed?”, “How is a failure detected?”, and “What actions 
are taken when an error is detected?”

A. Who Performs Observation
There has been substantial work on observing run-time behavior 
in software and in hardware in the wired domain. In most cases, 
the observed node and the observer form separate sub-systems. 
The observer has several advantageous characteristics: it may be 
a monolithic entity with perfect knowledge of the observed, it 
may be failure proof or may only fail in constrained ways, such as 
fail-silence, or it may not have any resource constraints. Our target 
environment contains no central authority to perform observation. 
Rather, as much behavior as possible is observed locally. Hence, 
in H-SEND observation is performed in a distributed manner 
across all nodes. Nodes in the network play a dual role of observer 
and observe concurrently. It is feasible to design an observation 
framework in stages of increasing complexity. The first option 
sends all incoming and outgoing events to the base station. This 
has the entire rule base for the network and verifies the events 
according to the rule base. The communication path as well as 
the base station is failure free. This design is not attractive due to 
large overhead. In the next stage, the observer system is placed in 
the vicinity of the observed system, such as a configuration where 
nearby nodes form a group, called a cluster. Each cluster has an 
observer performing the detection according to a rule base for the 
cluster. This assumes that the observers are specialized, failure 
free and the communication between the observed system and 
the observer is also failure free. To relieve the individual nodes 
in the observed system from the responsibility of pro-actively 
forwarding packets to the observer system, the observer passively 
listens to the messages on the wireless channels. However, this 
interferes with sleep protocols that are designed to put nodes in 
a low power mode when they are not actively transmitting or 
receiving packets. In H-SEND, the end points of communication 
are the only possible entities that may verify a behavior manifested 
through the communication. A cluster head may learn through a 
message received from a node in its cluster that the node’s network 
distance from the head is too far. The conditions to be observed are 

classified as (a) local conditions and (b) remote conditions. Local 
conditions are based on program variables, which are available at 
the same node. Remote conditions are based on variables collected 
from remote nodes (henceforth referred to as remote variables), 
corresponding to variables at the end point of the communication, 
either directly or transitively. Thus, if communication takes 
place from node A to B and from node B to C, a behavior of 
node A may be checked at node A (local Condition checking) 
or at nodes B or C (remote condition checking). These points to 
architecture for each node having a local observation component 
and a global observation component. The former is responsible for 
observing the internal state changes within the node in response 
to different events; the latter is responsible for observing behavior 
communicated through a network message.

B. What is Observed and When
Two types of invariants are checked: local invariants and remote 
invariants. The first is formed from variables resident on the same 
node (henceforth referred to as local variables, not to be confused 
with local variables within a function) only and the second from 
a mix of local and non-local variables. The local invariants can 
be checked at any point where the constituent variables are in 
scope, while the remote invariants can be checked when the set of 
network messages carrying all the non-local variables have been 
successfully received and the local variables are in scope. There 
exists another dimension to classify invariants:
Stateless invariants and stateful invariants. For the invariants on 
a single node, stateless invariants are always true for the node, 
irrespective of the node’s operation states. In contrast, stateful 
invariants are true only when the node is in a particular execution 
state. Naturally stateful invariants put a further constraint when 
the invariants can be verified. An example of stateless invariants is 
“A node belongs to at most one cluster at any moment.” A stateful 
invariant is “A node can send a message to its cluster head only 
after a head has acknowledged the node’s join message.” A third 
dimension of invariants is single node invariants and multi-node 
invariants. The former includes invariants which involve variables 
from a single node. The latter combines variables from multiple 
nodes before the invariants can be verified. An example of single-
node invariants is that a node must be within a threshold h hops 
away from its cluster head. An example of multi-node invariants 
is that the received signal strengths at a cluster head must not have 
a variance greater than another threshold.

C. How is a Failure Detected
A failure is detected when one or multiple invariants are violated. 
The verification of a local invariant involves some computation 
without additional communication. The verification of a remote 
invariant involves additional communication an optimization is 
to piggyback the variables required for remote checking with a 
payload message. Sensor networks are energy bound so nodes are 
often put to sleep for conserving energy. After a period of sleeping, 
nodes wake up, sense data, forward the data to the cluster head, 
and then return to sleep. Furthermore, some nodes may have only 
portions of hardware awake, such as their wireless receivers. Thus, 
sending debug information separately can be costly in terms of 
energy. An alternative is to piggy-back debugging information 
onto data messages that contain sensed data. This reduces the cost 
of communication the fixed cost is amortized. Additionally, this 
removes interference with any existing node sleep-awake protocol. 
However, this implies that the error can be detected only when a 
data message is generated. 
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D. What Actions are Taken When an Error is Detected
Errors can be classified into multiple degrees of severity. The 
most severe errors, once detected, will be sent to the base station 
through the cluster heads immediately. Less severe errors are 
sent to cluster heads for future diagnosis. The least severe errors 
may be stored in a local buffer of the node and sent to the cluster 
head or the base station upon request. In the current design of 
HSEND, the errors are examined by a human programmer to 
diagnose the cause. 

VI. Conclusion
In this paper we have deployed a new-fangled packet analyzer with 
an utility of transmitting user-defined packets to  sensor  nodes  for  
debugging  the  sensor  network  system remotely. We ascertained 
algorithm and new techniques for error detection, diagnosis and 
repair. We determined various drawbacks on contemporarily 
existing packet analyzers and we persistently working to overcome 
those drawbacks.
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