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Abstract
Today, the internet is the most powerful tools throughout the world. 
But the explosive growth of unsolicited emails has prompted the 
development of numerous spam filtering techniques It needlessly 
obstruct the entire system. Spammers are creating  new ways 
against  anti-spam technology. By the end of 2006, the nature of 
spam had totally shifted. The newest of which is the image-based 
spam. Traditional techniques are not sufficient to deal with these 
image spam. Combating with the image spam is a serious issue 
for the entire world. Image spam has become the main form of 
spam, it is a problem crying out for solutions to effectively filter 
such spam nowadays. In this paper a maximum likelihood method 
has been proposed for the classification of spam images.
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I. Introduction
With the increase in  use of email for the communication , the 
number of unwanted ‘spam’ is also increasing [1]. For example, 
there’s the occasional joke sent in mass from friend to friends 
and back again, or that all-important virus alert, or the occasional 
inspiration, etc [2]. Large amount of time is spent while detecting 
such messages [3].There is also cost related to server which 
manages the large amount of emails related to the system. When 
large number of messages are sent in bulk by the spammers, it 
badly affects the performance of the system. With the increase in 
unwanted messages users have to pay long distance connection 
charges. Most of the spammers send the emails in fraudulent way, 
by using the software which hides the identity [2]. Spammers 
uses various ways to get the email addresses of the users. They 
collect it from various companies and pay for that, acquire email 
addresses and sometimes they also hack the account. Image Spam 
is an e-mail solicitation that uses graphical images of text to avoid 
filters [4]. Before one year, fewer than five out of 100 e-mails were 
image spam. Today, up to 40 percent are the image spam . It is 
expected to keep rising. The use of images in spam is well known, 
and has been going on for as long as it has been possible to send 
images in email messages. There are various aims of  using images 
in email, from simply making the email more attractive, or adding 
a look of professionalism, to attempting to evade text based spam 
filters and signatures. The use of remote images in particular has 
been steadily increasing over the last 16 months. 
Currently, the surest known countermeasure for image spam is to 
discard all messages containing images which do not appear to 
come from an already white listed E-mail address.

Fig. 1: Spam  Survey

However, this has the disadvantage that valid messages containing 
images from new correspondents must either be silently discarded, 
or that bogus “backscatter” bounce messages must necessarily 
be generated to the reply-to addresses in junk mail messages, 
enabling denial-of-service attacks by spammers, as well as a 
directory harvesting attack. Another common technique for 
image spam detection is to analyze what percentage of the email 
is actually an image, as image spam often contains very little 
text content. The remainder of this paper is organized as follows. 
Section II, describe about image spam detection, section III, 
explains about the related work, section IV, deals with the overall 
system architecture , section V, describes the expected result and 
section VI, concludes the paper.

II. Image Spam Detection
Image spam is junk email that replaces text with images as 
means of fooling spam filters. If the recipient’s email program 
downloads the image automatically, the image appears when the 
message is opened. The image itself may be a picture or drawing 
of alphanumeric characters that appears as text to the viewer, 
although it is processed as an image by the user’s computer. The 
increase in more complex email spam attacks has caused spam 
capture rates across the email security industry to decline, resulting 
in wasted productivity and end-user frustration as more spam 
gets delivered to their inboxes. The root cause behind this sharp 
increase in spam volume is money. The more messages that are 
delivered to inboxes, the better the chances recipients take action 
on the messages, resulting in more income for spammers.
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Fig. 2 :  Natural Images

          
Fig. 3 : Spam  Images

Various anti spam technologies are proposed  in filtering text 
based spam emails which usually compare the contents of emails 
against specific keywords. The latest image spam is not possible 
to detect by the most anti spam software. Consequently, variety of 
methodology has been implemented in current anti spam system 
to filter the image spam.

Fig. 4: Classification of Image Spam Detection

III. Related Work
 Congfu Xu et. al [5], proposed  approach based on Base64 encoding 
of image files and n-gram technique for feature extraction. It 
transformed normal images into Base64 presentation, and then it 
used n-gram technique to extract the feature. Using SVM, spam 
images were detected from legitimate images. This approach 
shows time efficient performance.
Tzong-Jye Liu et. al [6], came up with a three-layer image-spam 
filtering system by analyzing both the mail header and image. 
The first layer of the system deals with the mail header and the 
second and third layers analyze the high level feature and low–
level feature of images. Pattarapom Klangpraphant et. al [7], verity  

image with content-bases image retrieval. It also considers the 
partial similarity of e-mail spam from the normal e-mail. Jen-Hao 
Hsia et. al., [8] proposes  method extracts topics in image to train 
classifier for detecting spam images, and achieves more accuracy 
than traditional filters. A detection cascade is provided to further 
reduce the overhead of the spam filter. Cheng et. al., [9], gives a 
framework called Binary Filtering with Multi-Label Classification 
(BFMLC) and considers both spam image filtering and user 
preferences into account. A file based on the BFMLC framework 
cannot only discriminate spam image from non spam images but 
also classifies spam image as several predefined topics.

IV. System Architecture
The objective of this paper  is to develop a classifier that can 
differentiate  legitimate from spam. The system consist of 
maximum likelihood classifier. Image spam can be classified 
based on their text properties, based on the content and based on 
the color histogram [3]. Here, we consider a global image feature 
for classification.

Fig. 5: System Architecture

A. Image Data Set
The spam archive images are taken from the website provided 
by Giorgio Fumera’s Group. The natural images are taken from 
flickr’s website.

B. Feature selection
 Two features , color and gradient orientation histograms, are taken 
into consideration  for classification [10]. In image processing 
and photography, a color histogram is a representation of the 
distribution of colors in an image. For digital images, a color 
histogram represents the number of pixels that have colors in 
each of a fixed list of color ranges, that span the image’s color 
space, the set of all possible colors. The color histogram can 
be built for any kind of color space, although the term is more 
often used for three-dimensional spaces like RGB or HSV. For 
monochromatic images, the term intensity histogram may be used 
instead. For multi-spectral images , where each pixel is represented 
by an arbitrary number of measurements (for example, beyond 
the three measurements in RGB), the color. The color space is 
divided  and for each group the number of pixels with particular 
colors are counted, which gives  the corresponding occurrences 
of various colors.
The essential thought behind the Histogram of Oriented Gradient 
descriptors is that local object appearance and shape within an 
image can be described by the distribution of intensity gradients 
or edge direction. Specifically, we extract two N dimensional 



IJCST Vol. 3, ISSue 1, Jan. - MarCh 2012ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m InternatIonal Journal of Computer SCIenCe and teChnology 463

feature vectors, color vector  Vh = {Vh1, Vh2, ….,Vhn} and 
gradient orientation histogram vector  Vg = {Vg1, Vg2, ….,Vgn} 
for each image.

C. Maximum Likelihood Classification
The Maximum Likelihood Classification tool is based on two 
principles viz., the cells in each class sample in the multidimensional 
space are normally distributed and Bayes theorem of decision 
making. The Maximum Likelihood Classification tool considers 
both the variances and covariance of the class signatures when 
assigning each cell to one of the classes represented in the signature 
file. With the assumption that the distribution of a class sample 
is normal, a class can be characterized by the mean vector and 
the covariance matrix. Given these two characteristics for each 
cell value, the statistical probability is computed for each class to 
determine the membership of the cells to the class. 
 It makes use of prior information about the expected distribution 
of classes in a final classification map in several different models 
to improve classification accuracies. Prior information is provided 
through the use of prior probabilities, i.e., probabilities of 
occurrence of classes which are based on separate, independent 
knowledge about the data to be classified. The  classes are weighted 
probability according to their expected distribution in the output 
dataset by shifting decision space boundaries to produce larger 
volumes in measurement space for classes that are expected to 
be large and smaller volumes for classes expected to be small.  
The maximum likelihood classifier is considered to give more  
accurate results. The idea behind maximum likelihood parameter 
estimation is to determine the parameters that maximize the 
probability (likelihood) of the sample data. From a statistical point 
of view, the method of maximum likelihood is considered to be 
more robust and yields estimators with good statistical properties. 
In other words, MLE methods are versatile and apply to most 
models and to different types of data. In addition, they provide 
efficient methods for quantifying uncertainty through confidence 
bounds. The methodology for maximum likelihood estimation 
is simple.

D. System Performance
The system performance is measured  in terms of accuracy. The 
Accuracy tells  the ratio of the number of spam which are identified 
accurately  to the total number of images in the database. The 
objective is to reduce the false positive rate of the classifier and 
to classify the images correctly into the actual class.

V. Expected Results
Table 1:  Classification Results

The aim is to develop a classifier that can distinguish legitimate 
from spam. The idea is to develop a method to filter spam based 
on image content, rather than text content. Color histogram feature 
will be exploited. Finally the focus is to reduce the false positive 
rate of the classifier i.e. if an image is spam, it should be detected 
as spam.

VI. Conclusion
The spam images are growing continuously. They  waste the 
storage on the network , also consumes the bandwidth. There is 
need for employing efficient method for differentiating spam and 
natural images.. In this paper we have presented  classification  of 
image spam based on maximum likelihood technique. The system 
is based on color histogram for classification.
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