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Abstract
Onion routing provides anonymous connections that are strongly 
resistant to both eavesdropping and traffic analysis. Internet 
applications can use these anonymous connections by means of 
proxies. The proxies may also make communication anonymous 
by removing identifying information from the data stream. Onion 
Routing program is made up of projects researching, designing, 
building, and analyzing anonymous communications systems. 
Onion Routing prevents the transport medium from knowing 
who is communicating with whom .the network knows only that 
communication is taking place. Though it is the strong enough for 
the successful anonymous communication, there are few weakness 
in it which leads to attacks on anonymity. In this paper, I discuss 
about onion routing protocol and anonymous networks (ex: TOR) 
and various types of attacks in them.
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I. Introduction

Fig. 1:

Onion routing is a technique for anonymous communication over 
a computer network. Messages are repeatedly encrypted and then 
sent through several network nodes called onion routers. Like 
someone unpeeling an onion [3], each onion router removes a 
layer of encryption to uncover routing instructions, and sends the 
message to the next router where this is repeated. This prevents 
these intermediary nodes from knowing the origin, destination, 
and contents of the message. The protection of Onion Routing is 
independent of whether the identity of the initiator of a connection 
(the sender) is hidden from the responder of the connection, or 
vice versa. The sender and receiver may wish to identify and even 
authenticate to each other, but do not wish others to know that 
they are communicating. The sender may wish to be hidden from 
the responder. There are many ways that a web server can deduce 
the identity of a client who visits it; several test sites can be used 
to demonstrate this. A filtering proxy can be used to reduce the 
threat of identifying information from a client reaching a server. 
Onion Routing currently makes use of the Privoxy filter [5], for 
this purpose.

Fig. 2: Onion

II. Overview
Onion routing is a method of disguising the identity of a message 
sender by clever routing of information.  Onion routing is designed 
to work against eavesdroppers using traffic analysis and is designed 
to work even in the event of compromise of one or more routers 
in the path.Unlike other anonymity methods, onion routing is 
designed to be near real-time and bidirectional [6].  Additionally, 
onion routing would like to support as many existing applications 
as possible without requiring any changes to these applications.

Fig. 3: Functionality of Anonymous Network

Onion routing works by having initiating computers make 
connections through a sequence of machines, called onion routers, 
instead of making direct connections to responding machines. 
Routers are connected by long-standing connections. For an 
anonymous connection, the sequence of routers is defined at 
connection setup (similar to source routing). Each router can 
identify only the previous and next hop on the route.  Data passing 
along the anonymous connections appear different at each onion 
router so that data cannot be tracked en route.Proxies are used 
to relay information between applications and the onion routing 
network. Each proxy defines a route through the onion routing 
network by constructing a layered data-structure called an onion.  
Each onion router “peels off a layer” and forwards the traffic. The 
last onion router forwards data to the responder. The onions also 
carry key seed material from which keys are generated.Before 
sending data over an anonymous connection, initiating router 
adds a layer of encryption for each onion router in the route. As 
data moves through the network, each onion removes one layer of 
encryption. The anonymous connection is as strong as it’s strongest 
link and only one honest node is needed to preserve anonymity.
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III. Web Services
Web services and other services are subject to Distributed Denial 
of Service and even potential physical attack. But if the logical 
and physical location of a service is hidden, then it can resist 
such attacks, even from those with authorized access to the 
service. Providing hidden services and rendezvous points have 
been part of Onion Routing since the beginning. See the papers 
“Hiding Routing Information”, and “Protocols using Anonymous 
Connections: Mobile Applications” [2], as well as these slides. 
The Tor design includes an improved approach to rendezvous 
points and hidden services. (See “Tor: The Second-Generation 
Onion Router” or these slides for a description of how they work.) 
Hidden services have been deployed for the first time using Tor 
network. The hidden wiki includes a list of some hidden services 
and related information. (A running Tor client and a proxy like 
Privacy is necessary to access the hidden wiki.) Analysis of the 
security of hidden servers, including both design improvements 
to more robustly hide services and the first published intersection 
attack actually conducted on a deployed anonymity network, is 
described in “Locating Hidden Servers”. Design suggestions to 
improve QoS and DoS-resistance of Hidden Services are described 
in “Valet Services: Improving Hidden Servers with a Personal 
Touch”.

A. How TOR Works
Step 1: Client obtains a list of TOR nodes from the directory 
server

Fig. 4: 

Step 2: TOR client picks a random path to destination server. 
Green links are encrypted, red links are In the clear.

Fig. 5:

Step 3: User selects second random path and again, green links 
are encrypted. red links are clear.

Fig. 6:

IV. Weaknesses in Onion Routing Protocol

A. Timing Analysis
Incoming and outgoing messages passing through a relatively 
under-loaded node can be linked by observing how close 
together in time they are received and resent. However, this 
weakness can be overcome by buffering several messages and 
then transmitting them using a pseudorandom timing algorithm. 

Fig. 7: A Path PI with an Initiator I (leftmost) Communicating with 
a Responder (Rightmost). MI1 and MIh, the first and Last Mixes 
on the Poriginating at I, are Controlled by Attackers

The essence of a timing attack is to _nd a correlation between the 
timings of packets seen by MI1 and those seen by an end point 
MJh . The stronger this correlation, the more likely I = J and MJh 
is actually MIh. Attacker success also depends on the relative 
correlations between the timings at which distinct initiators I and 
J emit packets. That is, if MI1 and MJ1 happen to see exactly
the same timings of packets, then it is not be possible to determine 
whether the packet stream seen at MJh is a match for MI1 or 
MJ1 .To study the timing correlations, the most intuitive random 
variable for the attacker is the difference, i, between the arrival 
time of a packet i and the arrival time of its successor packet. If 
the two attacker mixes are on the same path P I ,there should be a 
correlation between the values seen at the two mixes; for example, 
if  MLi is relatively large at MI1 , then the _i at MIh is more likely 
to be larger than average. The correlation does not need to be 
strong, as long as it is stronger than the correlations that would 
occur between MI1 and MJh , for two different initiators I and 
J.Unfortunately, this random variable is highly sensitive to dropped 
packets. A dropped packet that occurs between MI1 and MIh will 
cause later timings to be  one by one. As a result, the correlation will 
be calculated between packets that are not matched an otherwise 
perfect correlation will appear to be a mismatch. Therefore, we 
extract a new random variable from the data that is less sensitive 
to packet drops. We use no overlapping and adjacent windows of 
time W. Within instance k of this window, mix M maintains a count 
XI k of the number of packet arrivals on each path, P I, in which 
M participates. Our analysis then works by cross correlating XIk 
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and XJk at the two different mixes.To enhance the timing analysis, 
the attacker can employ a more active approach. Specifically, the 
attacker can drop packets at MI1 intentionally. These drops and 
the gaps they create will propagate to MIh and should enhance 
the correlation between the two mixes. Additionally, a careful 
placement of packet drops can effectively reduce the correlation 
between MI1 and MJ1 for I 6= J.

1. Intersection Attacks
Nodes periodically fail or leave the network; any chain that remains 
functioning cannot have been routed through either the nodes that 
left or the nodes that recently joined the network, increasing the 
chances of a successful traffic analysis.

Fig. 4: Attacker Model for Intersection Attacks

2. Predecessor Attacks
A compromised node can keep track of a session as it occurs over 
multiple chain reformations (chains are periodically torn down 
and rebuilt). If the same session is observed over the course of 
enough reformations, the compromised node tends to connect 
with the particular sender more frequently than any [other] node, 
increasing the chances of a successful traffic analysis.

Fig. 5: Idealized Model Showing Node i Appearing as the 
Predecessor of an Attacker Node (Which Occurs with Probability 
bi)
we introduce a model for anonymous communication that is 
independent of specific protocols proposed and allows for a general 
analysis of the predecessor attack. We assume that the anonymity 
system is composed of a fixed set of nodes and that each node is 
uniquely identifiable (e.g., the IP address of each node will serve 
as their identity). The attacker controls (e.g., operates) a fixed set 
of attacker nodes, A. The remainder of the nodes in the system are 
honest, and are denoted by the set N. Let n = jNj and c = jAj be the 
number of honest and attacker nodes in each set, respectively (the 
total number of nodes in the system is n+c). A subset of the honest 
nodes, I _ N, communicates anonymously with a fixed destination 
D outside the system. From the perspective of an initiator, all 
nodes in the system (honest and attackers) behave exactly the same 

and are indistinguishable. We assume all nodes in I communicate 
repeatedly and indefinitely with D. The goal of the attacker is to 
identify the members of I. Note that honest nodes may also be 
communicating anonymously with destinations different from D. 
However, we assume the attacker is only interested in revealing the 
identity of the nodes that are communicating with D. Of course, 
the attacker may also launch an attack to determine the set of 
initiators that are communicating with some other destination D0, 
but this would be completely orthogonal. In order to communicate 
anonymously with a destination, the initiator first constructs a path 
through a sequence of nodes in the system that terminates at the 
intended destination. The path construction mechanism installs 
state in each intermediary node along the path such that subsequent 
messages and responses can be sent through this bidirectional path. 
Each node on the path knows the identity (e.g., IP address) of its 
immediate predecessor and successor nodes and these identities 
cannot be forged, as direct communication between them will 
take place. After some time, the initiator destroys the existing path 
to the destination and constructs a new one in order to continue 
communication. 
Attacker nodes are passive, never generating messages into the 
system, and fully-compliant with the anonymous protocol. They 
simply wait to be selected by some initiator to be on an anonymous 
path. Thus, each path constructed by an initiator can have zero, 
one, or more attacker nodes. We assume that the attacker can 
detect if more than one of their nodes lies on the same path. This 
assumption is reasonable and has been shown to be feasible [7].
 We also assume that the attacker can observe the address of the 
intended destination when an attacker node is chosen to be on 
a path. Note that this information must appear in plain text (at 
least to the last node on the path) in order for the destination to be 
contacted. The predecessor attack works as follows. The attacker 
nodes collectively maintain a single predecessor counter for each 
honest node in the system. Initially, all counters are set to zero. 
When an attacker node is selected to be on a new anonymous 
path, it first verifies if this path is intended for destination D. If 
so, the attacker increments the shared counter for its predecessor 
node in this path. These counters represent the number of times 
that each node in the system was observed as a predecessor to an 
attacker node on paths toward destination D. The attacker will 
then use the value of the predecessor counters to determine the 
set of nodes that are initiators.

3. Exit Node Sniffing
An exit node (the last node in a chain) has complete access to the 
content being transmitted from the sender to the recipient; Dan 
Egested, a Swedish researcher, used such an attack to collect the 
passwords of over 100 email accounts related to foreign embassies. 
However, this weakness can be overcome by employing end-to-
end encryption (that is, encryption between the sender and the 
recipient), such as SSL [10].
To gain knowledge about the relayed traffic and the servers talked 
to, we set up exit nodes running for a while and dumping all the 
traffic. As a TOR node, it is optional to act as an exit node. The 
exit node is the last hop in each TOR connection. On these special 
nodes, each packet from the TOR client is decrypted and sent to the 
destination server. To the destination server and other parties (who 
may eavesdrop on the network) it looks like the exit node were 
the source of the connection. Suddenly, it looks as if a provider 
of a TOR exit node were downloading child porn, sending junk 
mails, uploading illegal archives containing music or movies or 
attacking various services. Our traffic analysis shows that a big part 



IJCST Vol. 3, ISSue 1, Jan. - MarCh 2012 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m592    InternatIonal Journal of Computer SCIenCe and teChnology 

of the sniffed data contains illegal or unethical activities including 
SPAM, brute force attacks on logins, porn and more. 
Since TOR does not provide end-to-end encryption, it is possible 
to sniff unencrypted protocols such as HTTP, POP or SMTP on 
TOR exit nodes. Obviously many users are still not aware of the 
fact that TOR does not make a connection more secure, but “only” 
provides a certain level of anonymity. We were also able to find a 
few passwords but too few to real logins to complain about that. 
Most login attempts look like someone is brute forcing accounts. 
As an exit node it is also possible to inject arbitrary content. The 
client is not able to check the integrity of protocols like HTTP 
and therefore cannot detect an injected part of a website. From the 
traffic gathered, we are now able to roughly tell what protocols 
are relayed, for what purpose it is used for and where the traffic 
goes to.

V. Conclusion
Anonymity continues to be an elusive and challenging problem. 
several results that show the inability of protocols to maintain high 
degrees of anonymity with low overhead in the face of persistent 
attackers. for Onion Routing and Mix-Nets on the time required 
for attackers to degrade the anonymity of a particular initiator 
with high probability. as long as attackers are selected uniformly 
at random to be a part of active set and sessions can be identified 
across path reformations, the degree of anonymity of any sender 
will degrade under attack. This allows us to understand why some 
protocols have a better defence against the predecessor attack than 
others. For example, because the data is encrypted into layers 
so that only the final node on the path can determine to which 
stream the packet belongs, Onion Routing holds its defence against 
attackers longer than Crowds. Some weaknesses in the protocol 
that might prevent it from being usable in practice. Finally, we 
identified set-up attacks as a new threat to protocols that allow 
participants to choose part or all of the active set. Detecting when a 
node is the victim of a setup attack is difficult and is a fundamental 
problem for Crowds, Onion Routing and Mix-Nets.
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