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Abstract
The major issue is to provide security on the data which is 
travelling on the communication link. Here data encryption is 
the primary solution between any pair of node to protect the data 
confidentially and integrity. In this article we propose a Partial 
Encryption Algorithm with Random Number Generator which 
encrypt the data partially but the condition is that when we apply 
this algorithm on the data, the order of bits should be determined 
randomly. Once encryption is done, the encrypted data is sent along 
with remaining original part of the message. The encrypted data 
cannot be decrypt until and unless the order of encrypted bits is 
not identified. In this paper we use the concept of symmetric key 
cryptosystem. For a network main constraints are computational 
resources. The issue in traditional cryptosystem in wireless and 
mobile networks is energy consumption for encryption of the 
large volume multimedia data. So we are dealing with a partial 
encryption algorithm. 
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I. Introduction
There are a number of security concern in a dynamic and agile 
context, especially data confidentiality is regarded as on of the 
most fundamental issues.There are various cryptosystem dominate 
the area of information security and one of them is symmetric 
key algorithm. In this symmetric key algorithm,same secret key 
is used for encryption & decryption which is known by sender 
and receiver of exchanged message and keep confidential to other 
irrelevant entities [5].
At present various encryption algorithms have been proposed & 
widely used such as DES, IDEA, RSA, AES etc.  Most of which 
are used for text & binary data. It is difficult to apply them directly 
on multimedia data as multimedia data are often of large size & 
require real time operation such as display, mute, pause, bit rate 
control or recompression, therefore new encryption algorithm 
need to be studied in order to satisfy these requirements. The 
secrecy of the message will be protected well when key is kept 
confidential. Since wireless devices is equipped with battery as 
their power supply, they have limited computational capabilities 
and one of them main concern is energy saving . But it can not be 
achieved if the encryption & decryption is applied on the complete 
message. As a result an efficient partial encryption algorithm is 
the potential solution to save power for wireless devices and at the 
same time to sufficiently protect the data. In this article we mainly 
study two issues–How to generate random number to select the 
message partially as it is selective approach to conserve time of 
data transmission and energy of network. To achieve the encryption 
algorithm to cipher the selected part of the original message. 
Through applying this method our proposed scheme enhances the 
features of selective encryption and avoid the relevance between 
different messages [6]. Thus we present the solution for the issue 
of applying traditional symmetric key algorithm along with RNG 
for data protection in dynamic environment, such as MANET, 
WANET etc. 

The Rest of this paper is organized in the following ways: In 
Section II,we discuss the features of symmetric key algorithm.
Section III, we present a Selective encryption scheme along with 
the issues in selection of message partially, In Section IV, we gives 
solution approach by our proposed partial encryption algorithm.
The functional diagram of proposed algorithm is given in Section 
V, and Section VI, includes expected result of our algorithm,at 
last   in Section VII, finally we draw the Conclusion.

II. Symmetric Key Algorithms
Symmetric key algorithms have served as a traditional approach 
to data protection for a long time, as they can protect a message 
in a convenient way. The sender and receiver of the message 
only need a shared key to encrypt and decrypt the message. Here, 
symmetric keys are often referred to as secret keys [5]. According 
to the functions of symmetric keys, they are also sometimes used 
as group keys or session keys. A secure communication channel 
is required to be established between the communicating parties 
in advance to securely distribute their symmetric key.

Fig. 1: Scheme Diagram of Symmetric Key Algorithm

Though there are many favorable strengths about symmetric 
keys, one of their crucial imperfections is the short length of the 
key, which leads to concerns about security. Thus, we think a 
symmetric key algorithm should be used along with other security 
mechanisms to enhance its security.

III. Selective Encryption Algorithm
The purpose of selective encryption is just to encrypt a certain 
portion of messages with less overhead consumption but at the same 
time data should be encrypted in order to secure data sufficiently [2]. 
In this concept no need to encrypt entire data, only the segments are 
encrypted. The data should be segmented in a standard pattern which 
involves sufficient uncertainty. The  more uncertainty is involved, 
more effective is the cryptosystem. Multimedia communications, 
often requires real-time data transmission.So tremendous audio 
and video data need to be transferred securely. Given that all 
multimedia data are encrypted, this will consume a great deal of 
overhead, so that multimedia data is difficult to transmit timely 
and the quality of communication cannot be guaranteed. As such, 
in a Wireless network, each device uses battery as its power supply 
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and thereby has constrained computational ability, so a sensor 
cannot spend too much computational cost on data encryption 
and decryption [3]. Under such circumstances, the design of a 
selective encryption algorithm with less processing time but with 
relatively high security level is extremely significant.

A. Issues in Selecting the Part of Data from Original 
Message
To apply selective encryption firstly we have to select the part of the 
messages and then encrypt the selected segment. For segmenting 
the message there is a fixed sequence. The fixed sequence of 
even bit position and odd bit positions are selected [1]. In this 
concept of even-odd bit position selection firstly even bit positions 
are selected and in second round odd bit positions are selected 
sequentially and vice-versa.

Fig. 2: Selection and Encryption of Data

In this case decryption may be easier if the first and second 
sequence is predicted. So because of the fixed sequencing of 
bit positions data transmission is not enough secure as already 
complete messages is not encrypted. Fig. 2, shows the message 
segmentation for randomly selecting the part of a message.

IV. Proposed Approach
In this section, we will present a design of partial encryption 
algorithm step by step, which not only reflects the idea of partial 
selection of multimedia message but also uses symmetric key 
cryptography. Our propose algorithm aims to involve sufficient 
uncertainty into the encryption process, while providing satisfactory 
security of the message. In order to select the message randomly it 
uses the concept of RNG [8] and assures that every wireless node 
has enough computational energy to finish this operation.

A. A Partial Selective Encryption Algorithm 
Here we propose a partial encryption algorithm which uses the 
advantages of randomization method aiming to obtain sufficient 
uncertainties in the selection of the bit positions of a multimedia 
message. During the process of sending messages, the sender 
will randomly select the bit positions of the multimedia message 
after conversion of the message in binary form [8]. The bits on 
selected positions will be encrypted and transmitted along with 
the remaining bits over the transmission channels to the receiver. 
Moreover this proposed partial encryption algorithm is comprised 
of following steps –

The sender of communicating party ‘S’ will first find out the 1. 
length of the original message i.e. OL.
RNG randomly obtain some bit positions among the original 2. 
messages.

The number of bit positions is represented as ‘SBP’.3. 
The generated bit positions should be higher than the 70% 4. 
of the determined OL. Given by: SBP>=70%(OL) otherwise 
message will not be encrypted.
Determine the respective bits on the Selected Bit Positions 5. 
(SBP) and encypt it.
Transmit the encrypted bits along with the remaining original 6. 
bit.

V. Funcitonal Diagram
In this Section we are representing the complete flow of proposed 
algorithm diagrammatically.
                       

Fig. 3: The Complete Function of Proposed Partial Encrypion 
Algorithm

VI. Expected Result
The proposed result of our partial encryption algorithm will be 
like images given below in fig. 4, here is the original image which 
is to be transmitted over the network so partial encryption will be 
done on the randomly selected part of the image and then selected 
part will be encrypted.

            (a)
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       (b)

             (c)
Fig. 4: Partially Encrypted Image, (a). Is the Original Multimedia 
data(image), (b). Selection of the Image Partially, (c). Partially 
Encrypted Image

VII. Conclusion
In this paper we explore the issues of data confidentiality and 
integrity in low cost, specially when the data is of large volumes 
like multimedia message and to be transmitted on wireless 
environment. We make two fold contribution to achieve data 
protection in less time to consume computational energy. On 
one hand  the application of Random  number Generator, which 
provides rendom segmentation of multimedia data by  reducing 
the encrypted data volumes. On the other hand we take the 
advantage of symmetric key algorithm to reduce the complexity 
of the operation and protect the data in a reasonable computational 
cost. Therefore, our propose system has a better performance 
and it provides a feasible solution for secure communication. Its 
hardware implementation will be further studied in future work.

References
[1] F. Bao, R. H. Deng,“Light-Weight Encryption Schemes for 

Multimedia Data and High-Speed Networks”, Proceedings of 
IEEE Global Telecommunications Conference, pp. 271–350, 
2007.

[2] Yonglin Ren, A. Boukerche, L. Mokdad,“Performance 
Analysis of a Selective Encryption Algorithm for Wireless 
Ad-Hoc Networks”, Proceedings of IEEE Wireless 
communications and networking conference, pp. 1038-
1043,2011.

[3] M. Aikawa, K. Takaragi, Eds.,“A Lightweight Encryption 
Method Suitable for Copyright Protection”, IEEE Transactions 
on Consumer Electronics, Vol. 44, pp. 902–910, 1998.

[4] A.Massoudi, F. Lefebvre, C. De Vleeschouwer, Eds., 
“Secure and Low Cost Selective Encryption for JPEG2000”, 
Proceedings of 10th IEEE International Symposium on 
Multimedia, pp. 31–38, 2008.

[5] Y.Ren, A. Boukerche, R.W.N.Pazzi,“Performance Analysis of 
a Hybrid Cryptosystem  with Authentication for Wireless Ad-
Hoc Networks”, Global Telecommunications Conference, 
pp. 1-5, 2010.

[6] L. Jun, L. Zou, C. Xie, Eds.,“A two-way selective encryption 
algorithm for MPEG video”, Proceedings of International 
Workshop on Networking, Architecture, and Storages, 
2006.

[7] S. Lian, Z. Liu, Z. Ren, Eds.,“Secure advanced video coding 
based on selective encryption algorithms”, IEEE Transactions 
on Consumer Electronics, Vol. 52, pp. 621–629, 2006.

[8] N. M. Thamrin, G. Witjaksono, A. Nuruddin, Eds.,“An 
Enhanced Hardware-based Hybrid Random Number 
Generator for Cryptosystem”, Proceedings of International 
Conference on Information Management and Engineering, 
pp. 152–156, 2009.

[9] A.J. Prakash, V. R. Uthariaraj,“Multicrypt: A Provably 
Secure Encryption Scheme for Multicast Communication”, 
Proceedings of 1st Int’l Conference on Networks and 
Communications, pp. 246–253, 2009.

[10] X. Yi, C. Tan, C. Siew, S. Rahman,“Fast encryption for 
multimedia,” IEEE Transactions on Consumer Electronics, 
Feb. 2001, Vol. 47, No. 1, pp. 101 – 107.

[11] L. Tang,“Methods for encrypting and decrypting MPEG 
video data efficiently”, In Proceedings of the Fourth ACM 
International Multimedia Conference (ACM Multimedia’96), 
pp. 219-230, Boston, MA, November 1996.

[12] C. Shi, B. Bhargava,“A fast MPEG video encryption 
algorithm”, In Proceedings of the 6th ACM International 
Multimedia Conference, Bristol, UK, pages 81-88, September, 
1998.

[13] C. Wu, C. Jay Kuo,“Efficient multimedia encryption via 
entropy codec design”, In SPIE International Symposium on 
Electronic Imaging 2001 (San Jose, CA, USA), Proceedings 
of SPIE Vol. 4314, pp. 128-138, Jan. 2001.

[14] M.Podesser, H. Schmidt, A. Uhl,“Selective bitplane 
encryption for secure transmission of image data in mobile 
environments”, In CD-ROM Proceedings of the 5th IEEE 
Nordic Signal Processing Symposium (NORSIG 2002), 
Tromso-Trondheim, Norway, October 2002.

[15] Q. Zheng, X. Hong, Eds.,“A Secure Data Transmission 
Scheme for Mobile Ad-Hoc Networks”, Proceedings of 
the Global Communications Conference, pp. 1006–1010, 
2007.

[16] T. Jamil,“The Rijndael algorithm”, IEEE Potentials, Vol. 23, 
pp. 36–38, 2004.



IJCST Vol. 3, ISSue 1, Jan. - MarCh 2012 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m470    InternatIonal Journal of Computer SCIenCe and teChnology 

Priyanka Agrawal was born in 
Bhilai,Chhattisgarh India in 1984. She 
Received B.E. degree In computer 
science and Engineering from RUNGTA 
Engineering College, RSU University, 
RAIPUR  in  2009. Currently She is pursuing 
M.Tech-final year ComputerScience and 
Engineering with the specialization of 
Software Engineering from CSVTU.
Bhilai.Her special fields of interest are 

computer networks and network security.

Manisha Rajpoot was born in 
Bhilai,Chhattisgarh India in 1984.She 
Received B.E. degree In computer 
science and Engineering from RUNGTA 
Engineering College, RSU University, 
RAIPUR in 2006 and M.Tech degree in 
Computer Science and Engineering from 
CSVTU.Bhilai in 2008. Her employment 
experience included Asst.Proffesor in 
the Department of Computer Science 
and Engineering in RCET,Bhilai with 

five years experience. Her special fields of interest are computer 
networks,network security and data mining.


