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Abstract
Information Technology has grown tremendously during the last 
two decades and became the main source of knowledge. The latest 
information and the current technology are available through the 
Internet making it the most valuable source of information to 
almost all people from the novice to the expert in all fields of 
knowledge. Yet with usefulness and the important of the internet, 
the misuse and cybercrime are more evident. Web threats pose a 
broad range of risks, including financial damages, identity theft, 
loss of confidential information/data, theft of network resources, 
damaged brand/personal reputation, and erosion of consumer 
confidence in e-commerce and online banking. It is a type of 
threat related to Information Technology (IT). Many conventional 
methods fail to protect against these threats and describes the 
characteristics of a new approach required to ensure security, 
regulatory compliance, and business continuity. So, we propose 
a system which is used to solve these problems by identifying 
and security threats in websites and block that webpage by using 
algorithm before reaching to the client.
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I. Introduction
Web threats are any threat that uses the Web to facilitate cyber 
crime. They are sophisticated in their methods, using multiple 
types of malware and fraud, all of which utilize HTTP or HTTPS 
protocols, but can also employ other protocols as components of 
the attack, such as links in email or IM, or malware in attachments 
or on servers that access the Web. The creators of such threats 
frequently update Web site content, variants, and malware types in 
order to evade detection and achieve greater success. Web threats 
based on malware are hidden within Web pages and victims are 
infected when they visit the page. Fraudulent sites mimic legitimate 
business Web sites and use social engineering to request visitors 
to disclose confidential information.
Individuals once characterized as hackers, virus writers, spammers, 
and spyware makers are now simply known as cyber criminals 
with financial profit their primary aim. Analyzing and modelling 
the potential threats that an application faces is an important step 
in the process of designing a secure application. Some of these 
threats are by nature very specific to the application, and one can 
only give quite general guidelines on how to identify such threats. 
But other threats are directly or indirectly related to the underlying 
platforms, technologies or programming languages. Hence, it 
makes sense to identify and document these technology-specific 
threats, and to provide guidelines to software vendors on how to 
mitigate the associated risks.
In the literature survey section A point out the description about the 
threats and the web threats. In section B mechanism of malicious 
script in the web sites. In section C describe the various method 
for detecting and preventing threats in the websites.and last is 
proposed system to solve the threat problem in the websites.

II. Literature Survey

A. Threat [2]
A threat to a computer system is defined as any potential occurrence, 
either accidental or malicious, that can have an undesirable effect 
on the assets and resources of the organization. The most common 
threats to an individual or organization involving the Internet or 
Web include the following:

Virus• 
Trojan Horse• 
Worm• 
Scams• 
Malware [2]• 

1. Web Threat [1]
Web threat is any threat that uses the internet to facilitate cybercrime. 
Web threats use multiple types of malware and fraud, all of which 
utilize HTTP or HTTPS protocols, but may also employ other 
protocols and components, such as links in email or IM, or malware 
attachments or on servers that access the Web.

Phishing• 
Web browser exploit• 
Third party add-ons• 
Download• 
Hybrid Attack• 

B. Mechanisms in Malicious Websites [3]
The victims who visit the malicious websites will be redirected 
and exploited by the Web-based Trojans, implemented in scripting 
languages including JavaScript.

1. Strategies for Redirecting Visitors to Web-based 
Trojans
To redirect the visitors to the actual Web-based Trojan, attackers 
are typically using one of the following three categories of 
strategies.

2. Embedded HTML Tags
Embedded HTML tags such as iframe, frame, and others, are 
used to embed the Web-based Trojan into the source code of the 
website. The aim of this HTML element is to create an inline frame 
that displays another document. When that page is opened, the 
included document is displayed in the inline frame. Thus attackers 
take advantage of this to include the Web-based Trojan directly, 
setting the iframe to be invisible by setting the height or width of 
the iframe to zero or a very small value, for example:
<iframe src=”URL to Trojan” width=”0” height=”0” 
frameborder=”0”></iframe>

3. Trojan Horse
Trojan horse attacks are accomplished by inserting malicious 
code into other people’s programs. When the user executes their 
program, they unintentionally execute the Trojan horse program. 
Many current web sites insert a small piece of code like a cookie 
into your browser file, which may contain a Trojan horse.
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4. Malicious Scripts
The second category uses the script tag to include Web-based 
Trojan scripting or redirector scripting, which are often XSS 
(Cross-Site Scripting) vulnerabilities.

5. Embedded Objects
The third category of strategies is based on the embedded object 
tag for activating third-party applications like Flash or Baofeng 
media player or Browser Helper Objects to display the embedded 
object. When vulnerabilities in these applications and BHOs are 
found, attackers then use this strategy to inject the objects to the 
vulnerable applications, which exploit them in order to remotely 
execute code on the victim’s machine.

6. ARP Spoofing
This is another advanced strategy to build malicious website 
when the attackers cannot gain control of the target website. The 
attacker uses ARP spoofing in order to act as a Man-in-the-Middle, 
and hijacks all of the traffic from and to the victims in the same 
Ethernet subnet. The attacker then injects malicious code into the 
HTML responses from the target website, or all of the web traffic, 
to achieve virtual malicious websites.

C. Security Methods For Detect and Prevent Threat in 
Websites
Dwen-Ren Tsai and Allen Y. Chang propose a method which 
are used to prevent threats in social networking websites for ex.  
Facebook. 

1. Real-Time Webpage Scanning Services for Detect and 
Prevent Threat in Websites [4]
Dwen-Ren Tsai and Allen Y. Chang paper proposes a concept of 
real-time webpage security scan module by using cloud computing. 
The infrastructure shown in Figure.1 uses proxy to collect many 
online anti-virus and online webpage security scanning services. In 
addition it combines webpage scanning software to simultaneously 
scan the webpage security of which user is about to browse. If 
the webpage threatening the scanning result is stored in the black 
list.Whenever the user wants to browse the webpage in the list 
the blacklist used to raise warning.

(i). Service Process

Fig. 1: Represents the Process of the Entire Service [4]

It consists of five steps:
User use browser to request for visiting webpage.• 
Instead of crawling the desired webpage, browser redirect • 
the request to the proxy.
Proxy sends the URL to online webpage analysis service • 
[which will then download the web content for security 
scan.
Relate online webpage service and local scanning result. Store • 
the comparative analysis result into the database. Add the 
URL to blacklist and respond warning message to the user, 

if it potential threat exists.
When any user request to browse the same webpage later • 
on, proxy will send warning message to the user directly 
according the black list.

Fig. 2: Flowchart of Real-Time Webpage Security Tool [4]

2. Detecting Websites by using CANTINA [5]
Yue Zhang  had two observations that led us to believe that 
Robust Hyperlinks could be effective for detecting phishing 
scams. The first is that criminals often create phishing sites by 
copying and modifying web page ofa legitimate site’s so that 
personal information is redirected to the criminals rather than to 
the legitimate site. For example, fig. 3, shows a phishing page 
impersonating eBay, which is identical to the real eBay log-in page 
shown in fig. 4. Yue Zhang reasoned that if a criminal copied a web 
page and made minimal modifications, then Robust Hyperlinks 
could be used to find the original log-in page.

Fig. 3: This Phishing Site Presents an Exact Copy of eBay’s Actual 
Login Page, Except that Username and Password Information is 
Sent to the Scam Site Instead of eBay. The Only Visual Cue that 
this is not eBay is the URL.

Fig. 4: The Real eBay Log-in Page [5]
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The second observation is that phishing sites often contain brand 
names and other terms that are common on a given web page but 
relatively rare across the web, leading us to hypothesize that, 
again, Robust Hyperlinks could be applied to find the owner of 
those brands.

(i). Age of Domain
This heuristic checks the age of the domain name. Many phishing 
sites have domains that are registered only a few days before 
phishing emails are sent out. We use a WHOIS search to implement 
this heuristic. This heuristic measures the number of months from 
when the domain name was first registered. If the page has been 
registered longer than 12 months, the heuristic will return +1, 
deeming it as legitimate, and otherwise returns -1, deeming it 
as phishing.

Fig. 5: The Lexical Signature Generated by the Web Pages Shown 
in fig. 1 and fig. 2, is: eBay, user, sign, help, forgot. This screenshot 
shows search results using Google. The domain name shown of 
fig. 4, matches the first search result, so it is deemed legitimate. 
The domain name in fig. 3, does not match any of the top results, 
so it is deemed phishing [5].

If the WHOIS server cannot find the domain, the heuristic will 
simply return -1, deeming it as a phishing page

(ii).  Known Images
This heuristic checks whether a page contains inconsistent well-
known logos. For example, if a page contains eBay logos but is 
not on an eBay domain, then this heuristic labels the site as a 
probable phishing page.

(iii). Suspicious URL
This heuristic checks if a page’s URL contains an “at” (@) or a 
dash (-) in the domain name. An @ symbol in a URL causes the 
string to the left to be disregarded, with the string on the right 
treated as the actual URL for retrieving the page. Combined with 
the limited size of the browser address bar, this makes it possible 
to write URLs that appear legitimate within the address bar, but 
actually cause the browser to retrieve a different page

(iv). Suspicious Links
This heuristic applies the URL check above to all the links on the 
page. If any link on a page fails this URL check, then the page is 
labeled as a possible phishing scam. 

(v). IP Address
This heuristic checks if a page’s domain name is an IP address. 
This heuristic is also used in PILFER .

(vi). Dots in URL
This heuristic checks the number of dots in a page’s URL. We 
found that phishing pages tend to use many dots in their URLs 
but legitimate sites usually do not. Currently, this heuristic labels 
a page as phish if there are 5 or .0

(vii). Forms
This heuristic checks if a page contains any HTML text entry 
forms asking for personal data from people, such as password 
and credit card number. We scan the HTML for <input> tags 
that accept text and are accompanied by labels such as “credit 
card” and “password”. Most phishing pages contain such forms 
asking for personal data, otherwise the criminals risk not getting 
the personal information they want [5].

3. Algorithm for Detecting Phishing in Web Browser [6]
Aanchal Jain and Prof. Vineet Richariya experimented with link 
related feature:

(i). visible_links
the total number of links in an emails. 

(ii). invisible_links
total number of invisible links. This feature is calculated by an 
algorithm according to vision standard provided by W3C. In 
particular, if the color deference between the background and 
font of link in an email is less than 500, the link is considered as 
a invisible link. 

(iii). Unmatching_urls
A binary value to show whether the visible url is as the same as 
the hidden url. 
If find the value for “invisible_links” and “unmatching_urls” to be 
nonzero then we consider the given email as a possible phishing 
attack.
Aanchal Jain and  Prof. Vineet Richariya proposed the  algorithm 
which are used for Detect phishing in web browser can be 
summarized as follows: 
(a). User opens the web browser and opens the email on the web 
browser. 
(b). The email before opening will be scanned by the backend 
phishing detection engine. 
(c). The “visible_links” will be extracted from the email body. 
(d). The “invisible_links” will be extracted from the email 
body. 
(e). The “Unmatching_urls” will be extracted from the email 
body. 
(f). If the count of “Unmatching_urls” or “invisible_links” is 
greater than 0. 

Prompt the user that this could be a a phishing attack. • 
(g). Advise him to delete the mail. 
(h). Else if 

Open the email normally. • 
The status bar shows that the mail is marked as safe by our • 
proposed phishing detection engine. 
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4. Secure Browser for Web Privacy Attack [7]     
Sanket Baviskar and Dr. P. Santhi Thilagam propose a generic 
approach is proposed which will filter the access to the browser’s 
objects through the script code. 

(i). Algorithm
User type an URL in the browser address bar and press enter to • 
send the request to the web server for a particular web site. 
The response from the web server contains the requested • 
web page content. 
Before the web page gets rendered into the browser and • 
displayed to the user, stop it. 
Parse the JavaScript page to extract all the calls made to the • 
browser objects and the object properties. 
Prepare a black list containing the object and its respective • 
property which should not be accessible by the JavaScript, 
which can leak certain information which will help the attacker 
to create identity of the user or get some personal data. 
If the objects and properties extracted from the page source, • 
contains any object with its property which match with that 
in the black list prepared, block the access by returning null 
value or false value for object property accessed. 

(ii). Web Bug Detection Algorithm [7]
Extract all the image tags, and extract their sources. • 
Compare the source with the domain name of the URL the • 
user entered. 
If there is a mismatch in the domain name, add the source of • 
the image into the list of possible web bug threats. 
Replace the source of the image tag with blank, so that when • 
the web page is rendered into the browser, the request will not 
go to the web server where the web bugs are hosted. 
Display the entire list of web bugs to the user and give • 
privilege to the user allowing or stopping him/her to display 
the images depending on which advertisement the user is 
interested in. 
As a awareness measure, the user can be notified to delete • 
the cookies after he/she allows for a particular image to be 
displayed in his/her browser, so that the image hosting server 
which will add cookies in the user’s browser, will not be able 
to track user’s browser. 
Rewrite the JavaScript by writing the false values or null values • 
as return value for the blocked objects and web bugs. 
Render the web page with the new JavaScript code and display • 
it to the user. 

III. Proposed System
In our proposed System we design the user interface in which 
user enter the URL then we check In the URL list that URL is 
in our Black List or  in the white if it is in the white list, we are 
proceed that web site in the browser if it in the black list then,  
we  block that websites because it is considered as a malicious 
websites but if it is not present in the black list also so we will 
perform operation on this websites and detect the threats in the 
web page of websites if the threat is found  then block that web 
page, if threat not found unblock the web page.

A. Modules
User interface To create a user friendly GUI interface this 1. 
is used to  interact with our provided a algorithms and end 
user.
Analyze the technical Background of web sites. Determine 2. 

which technologies are used for creating a web sites. 
Giving the rising threat posed by malicious web page. So 3. 
those analyze the feature of  HTML pages of the embedded 
JavaScript code and of the associated URL  using the 
algorithm. 
Implement a algorithm first for detect the threat in the web 4. 
page.
Second algorithm for prevent a threat by blocking the web 5. 
page.

IV. Conclusion
In present internet computing environment one or the other form 
of security has become a requirement for all web applications.In 
literature survey we study the threats in the websites and methods 
to solve these problems. Many conventional methods fail to protect 
against these threats and describes the characteristics of a new 
approach required to ensure security, regulatory compliance, and 
business continuity. In our proposed system we are solve the web 
threat problems.
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