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Abstract
A simple smart card reader system is a system consisting of 
a reader & card/s, where the information stored in the card is 
retrieved & decoded by the reader & further can be processed as 
per need of application. A Smart Card is a standard credit card-
sized plastic intelligent token in which a microchip, including 
microcontroller and memory, has been embedded within its 
body and which makes it ‘smart’.  It provides not only memory 
capacity, but computational capability as well and thus the chip 
is capable of processing data. There are contact & contact –less 
type smart cards. New information and applications can be added 
depending on the chip capabilities. In this paper, a general reader 
design is presented which works in synchronism with a smart 
card hardware. The code is described in VHDL at RTL level. 
This HDL design is implemented on Spartan-3E FPGA & its 
performance is verified.
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I. Introduction
Compared to conventional data transmission devices such as 
magnetic-stripe cards, smart cards offer enhanced security, 
convenience and economic benefits. In addition, smart card-
based systems are highly configurable to suit individual needs. 
There exists number of smart card readers specifically built 
for an application. The reader which we have constructed is a 
general reader of which the functional code is written in VHDL 
& initially, the functionality is tested using simulation results. 
After verifying the simulation results, the code was implemented 
on FPGA. To test this reader, a smart card was needed, which 
was constructed by using a microcontroller & an EEPROM for 
storing the information.

II.System Development

A. Block Diagram
Fig. 1, shows the general block diagram of the reader system. The 
core logic is built & downloaded in the FPGA of Xilinx starter 
board. The rotary switch on the board is used as an input device 
& the LCD is used for displaying some information of data to be 
transmitted & received. Smart card hardware is constructed on a 
separate PCB with its own controller & memory device then it is 
connected to the FPGA through RS-232 interface of the board.

Fig. 1: General Block Diagram of Smart Card Reader

B. Smart Card
A smart card is an electronic data storage system, possibly with 
additional computing capacity (microprocessor card). Smart cards 
are grouped according to the type of connection and chip implanted 
in the card with its capabilities. One of the primary advantages 
of the smart card is the data stored on it can be protected against 
undesired access and manipulation. Smart cards make all services 
that relate to information or financial transactions simpler, safer 
and cheaper.
The contact-based smart card has a disadvantage of is the 
susceptibility of the contacts to wear, corrosion and dirt [1]. Still 
for ease of working, a contact-based smart card is used in the 
present system.
Fig. 2, shows the block diagram of the card-hardware. The card 
is constructed on a separate PCB which contains EEPROM & 
a PIC microcontroller along with external power supply for its 
operation. Generally the smart cards consume very less power & 
can be operated on the power given by the reader itself. Here, the 
FPGA is not capable of driving such a big hardware with EEPROM 
& a controller, so a separate supply is provided.

Fig. 2: Block Diagram of SC Card

The design code for card is developed in C- language. This code 
contains 2 parts- one part is for PIC controller (15f877A), & 
another part is for storing information in external EEPROM. Use 
of EEPROM (24LC256) gives an advantage of storing & updating 
the stored information. The card hardware is connected to the 
FPGA-board through RS-232 interface.

C. Smart card Reader
In the current system, a contact type card reader is realized. Fig. 3 
shows its communication with the smart card. Each signal is used 
for a specific purpose & they exist as it is in the code.

Fig. 3: Smart Card Reader
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The overall logic of the reader is embedded in FPGA (XC3S500E). 
A starter board from Xilinx is used to act as a reader which also 
has some peripherals like LCD, RS-232 interfacing ports, rotary 
switches, LEDs etc., [2].

III. System Operation
The actual operation of card is explained here with the help of 
flow chart, shown in fig. 4. First a memory map is created to 
store particular information in EEPROM. All information is in 
the form of ASKII codes. The EEPROM contains 256 Kbytes 
free memory. The EEPROM chip is mounted on one PCB which 
is interfaced with PIC 16F877A using connector ports. When the 
chip gets connected successfully LED on card will glow. When 
connection is established all data in EEPROM gets transferred to 
PIC & PIC performs necessary operations to transfer the data to 
reader hardware. PIC also performs error detection & correction 
in stored data if required.
One chip of RS232 is used for interfacing card to reader serially. 
For the communication between Card & Reader, the code for 
UART is developed in VHDL.

Fig. 4: Operation of Card

When the card is inserted(a small PCB on which only a EEPROM 
is connected), the connector LED will glow which shows the card 
is interfaced with FPGA board (using RS 232cable).Then it needs 
a command to be given to card using PC or FPGA. According 
to this command, UART will receive this information through 
control logic. After receiving this information, it will be converted 
to serial form. Then data is transmitted to card via RS232 and 
according to this data card will transmit information stored in 
it. After transmitting this information UART will receive this 
information and convert it from serial to parallel form and finally 
data will be transmitted to LCD for display [2]. All these functions 
are controlled through the control logic implemented on FPGA.

IV. Results

A. Simulation Result of Overall System
Here the waveforms at various stages can be observed. Initially, 
Rst signal is low. At that time, the system is in idle state as shown 
in fig. 5. Data transfer starts as soon as Rst signal goes high. Then 
system switches to ‘Shift State’. When Shift signal is High, data 
is received continuously & Tx goes low during this time.

Fig. 5: Simulation Results of the System

B. Information Read by Reader:
The hyper-terminal window shows information stored in the card. 
This information can be displayed only when the input commands 
are given using switches on the FPGA board. This is shown in 
fig. 6.

Fig.6: Output Window-Information Read by the Reader

C. Experimental Set-up
Following image shows the experimental set-up. It includes, a 
Spartan-3E starter board (Acting as a reader) & the Smart-card 
hardware (EEPROM & PIC assembly), along with the connecting 
chords, transformer etc.
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Fig. 8: Experimental Set-up

V. Conclusion
A preliminary design of smart card reader & its implementation 
groundwork is tried to present here by attempting to build a 
prototype of a smart card reader system. To do so, a FPGA  (Spartan 
3E – xc3s500e)is used as a core part which includes the UART & 
Control Logic. The rotary switch, LCD, RS232, & LEDs on the 
Spartan 3E-trainer are used as peripherals. The smart-card circuit 
is constructed using EEPROM (24LC256) & PIC16F877A. This 
smart card can be used as Electronic Benefit Transfer (EBT) which 
enhances the security and transparency of transactions. It also 
provides convenience to the people especially in the rural area. 
The functionality of smart card-reader is first verified by the 
behavioral simulation of the VHDL-code. For simulation, synthesis 
& implementation purpose, the Xilinx software (ISE 8.1) along 
with the Spartan 3E starter board are used. Smart Cards can hold a 
large amount of personal information, from medical/health history 
to personal banking and personal preferences. They can carry all 
necessary functions and information on the card. Instead of using 
24LC256 EEPROM, a more advanced EEPROM can be used 
to have larger storage capacity. A camera can also be connected 
near the card reader which can capture the image of person and 
provide the same image afterwards. The same system can be 
used for different applications with slight application specific 
modifications. For ease of use & bulk production, miniaturization 
of the system is needed.
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