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Abstract
Sensor network are used in various applications like in medical, 
environmental, household and many more.  In all these applications, 
energy usage is the determining factor in the performance of 
Wireless sensor networks. There are various protocols used for 
transferring and routing of data between the sensor nodes. In 
this paper, we consider the gossiping protocols that are useful 
for disseminating information and different types of Gossiping 
protocols on the basis of energy consumption. Date dissemination 
is a process by which queries or data routes in the sensor network. 
We will be concentrating on the Gossiping techniques of Data 
dissemination. In the described techniques there are some 
drawbacks we have tried to find out some solutions to them.
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I. Introduction
The emerging field of wireless sensor networks combines sensing, 
computation, and communication into a single tiny device. By the 
use of advanced mesh networking protocols, these devices form a 
sea of connectivity that extends the reach of the physical world. 
Seek out and exploit any possible communication path by hopping 
data from node to node in search of its destination. While the 
capabilities of any single device are minimal, the composition of 
hundreds of devices offers radical new technological possibilities. 
The power of Wireless sensor networks lies in the ability to deploy 
large numbers of tiny nodes that assemble and configure themselves. 
Usage of these devices range from real-time tracking, to monitoring 
of environmental conditions, to computing environments. The 
well known application of wireless sensor network technology 
is to monitor remote environments for low frequency data trends. 
Current wireless systems only scratch the surface of possibilities 
emerging from the integration of low-power communication, 
sensing, energy storage, and computation. Critical to any wireless 
sensor network deployment is the expected lifetime. The goal 
of both the environmental monitoring and security application 
scenarios is to have nodes placed out in the field, unattended, for 
months or years. The primary limiting factor for the lifetime of a 
sensor network is the energy supply. Each node must be designed 
to manage its local supply of energy in order to maximize total 
network lifetime. There are two well known techniques of data 
dissemination, Flooding and Gossiping. 

II. Flooding v/s Gossiping
An old and simple strategy to disseminate information into a 
network or to reach a node at an unknown location is to Flood the 
entire network. A sender node broadcasts packets to its immediate 
neighbours, which will repeat this process by rebroadcasting the 
packets to their own neighbours until all nodes have received 
the packets. This causes unnecessary retransmissions increasing 
the number of collisions, together depriving sensors of valuable 
battery power. Therefore, flooding algorithms may not be suitable 
in the context of dense networks like wireless sensor networks. 
The main advantage of flooding is its simplicity while the main 
disadvantage is that it causes heavy traffic. Therefore, measures 

should be taken to ensure that packet do not travel through the 
network indefinitely. Flooding face number of challenges:

Implosion: a situation where duplicated messages are sent to 1. 
the same node. For example, if node A has n neighbors that 
are also the neighbors of node B, node B receives N copies 
of the same packet sent by node A.
Resource Blindness: The flooding protocol does not take into 2. 
account the available resources at the node or links.
Reduced Network Lifetime.3. 

A variation of flooding is Gossiping; a node does not necessarily 
broadcast data. Gossiping addresses some critical problems of 
flooding overhead. The goal of gossip protocols is to reduce the 
number of retransmissions by making some of the nodes discard 
the message instead of forwarding it. Gossip protocols exhibit both 
nondeterministic and probabilistic behaviour. Nondeterminism 
arises as they deal with distributed networks in which the 
activities of individual nodes occur nondeterministically. As to 
the probabilistic behaviour, nodes are required to forward packets 
with a pre-specified gossip probability Pgsp. When a node receives 
a message, rather than immediately retransmitting it as in flooding, 
it relies on the probability Pgsp to determine whether or not to 
retransmit. The main benefit is that when Pgsp is sufficiently 
large, the entire network receives the broadcast message with very 
high probability, even though only a nondeterministic subset of 
nodes has forwarded the message. It uses probabilistic approach. 
Probabilistic broadcast approaches, broadly called gossip, offer 
a simpler alternative to flooding. With gossiping, nodes in the 
network are required to forward packets with a pre-specified 
probability.  The main advantage of gossiping protocol is that 
it is easy to implement and maintenance and low overhead than 
flooding. But there are some disadvantages also need a long 
time for a message to propagate throughout the network, does 
not guarantee that all nodes will receive a message. Gossiping 
consumes less energy than Flooding. It suffers from latency; 
information propagates slowly, one node at each step. Despite 
the simplicity and inefficiency of Flooding and Gossiping, they 
could be used for specific functions.

III Classification of Gossiping Protocol
In order to improve the performance of the gossiping we will 
study various gossiping techniques in this section followed by 
their drawbacks with the proposed solutions.

A. FLossiping Protocol
It is the combination of flooding and gossiping protocol. The 
node randomly selects the neighbor to which the packet has to be 
forwarded. The node sends the packet in the gossiping mode. At 
the same time the other nodes generate a random number which is 
compared with the threshold value generated by the sender node. 
If the threshold value is greater than the random generated value 
than that node will flood the packet else will discard the packet. 
The process continues till the packet reaches the sink.
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Fig. 1: FLossiping Routing

It improves the packet delay and power consumption to some 
extends as compared to Flooding. There are many other solutions 
to Flooding and Gossiping.

B. LGossiping
Here L stands for Location and is locations based gossiping. The 
node sets a transmission radius and selects its neighbor within that 
radius. The selected neighbor then sends this event to the node 
selected by it within the predefined radius. The process continues 
till the event reaches the sink. This protocol uses no flooding and 
in turn helps nodes in consuming less energy. The main issue with 
this protocol is that it requires an extra hardware for determining 
the location of each node.

Fig. 2: LGossiping Routing

C. Efficient EL Gossiping
This protocol consists of three phases namely:-

1. Network Initialization
In this phase the base station broadcasts “HELLO” packets to its 
neighbours just to tell its presence .The “HELLO” packets contains 
the following information: the base station address and the hop 
count which is variable. The hop count is basically used to store 
the distance of each node from the base station. Thus hop count 
acts as a gradient and always stores the minimum value.

Fig. 3(a): Network Initialization Phase

Fig. 3(b): Network Initialization Phase (contd)

2. Data Fetching Phase
Once the hop count is obtained for each node a transmission radius 
of 40m is set and the nodes then sends the information through 
the nodes having small distance to the sink.

3. Routing Phase
All the nodes are assumed to have full energy with their hop 
counts. The neighbouring nodes to be compared and the node 
with least hop count and maximum residual energy is chosen as 
the next transmission node.

Fig. 4: Routing Phase

IV. Disadvantages and Their Proposed Solution
The network initialization phase starts after the base station 
broadcasts a “HELLO” message to its neighbors. It may be 
possible that an intruder by an active attack can create HELLO 
message flood attack.

Fig. 5: Hello Message Flood Attack

A. Solutions Against Hello Message Flood Attack
Hello flood attack can be counteracted by using “identity 
verification protocol”. This protocol verifies the bi-directionality 
of a link with encrypted echo-back mechanism, before taking 
meaningful action based on a message received over that link. This 
defense mechanism becomes in effective when an attacker has a 
highly sensitive receiver and a powerful transmitter. If an attacker 
compromises a node before the feedback message, it can block 
all its downstream nodes by simply dropping feedback messages. 
Thus, such an attacker can easily create a wormhole to every node 
within range. Since the links between these nodes and attacker 
are bidirectional, the above approach will unlikely being able to 
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locally detect or prevent a “hello flood”. Considering the scarcity 
of energy resources of sensor nodes, the authors have proposed 
in a probabilistic based approach, which forces few randomly 
selected nodes to report to base station about hello requests. 
The base station then further analyzes the request authenticity. 
A cryptographic technique is used to prevent the hello flood 
attack. Any two sensors share the same secret key. Every new 
encryption key is generated on fly during the communication. 
This phenomenon ensures that only reachable nodes can decrypt 
and verify the message and hence prevent the adversary from 
attacking the network. But the main drawback of this approach is 
that any attacker can spoof its identity and then generate attacks. 
A security solution framework tailored to the base station for 
defending against DoS attack. After initial DoS detection, base 
station challenges clients with cryptographic puzzles to protect it 
from different types of attacks. Compared with traditional puzzle 
schemes, a novel reputation based client puzzles introduced, which 
applies a dynamic policy to adjust the puzzle difficulty for each 
node in terms of node’s reputation value. Hence the punishment 
for malicious nodes becomes more and more pressing without 
introducing extra unnecessary burden to most normal nodes.
A security mechanism based on signal strength and geographical 
information for detecting malicious nodes that launching hello flood 
and wormhole attack. The idea is to compare the signal strength of 
a reception with its expected value, calculated using geographical 
information and the pre-defined transceiver specification. The 
detection rate of the solution depends on different parameters such 
as network density, transmission power multiplier of the malicious 
node, message checking probability etc., Second problem is that 
Distance of the neighbor node may vary.

B. Solution Against Distance of the Neighbor Nodes
In Wireless Sensor Networks (WSNs), location information plays 
an important role in many fundamental services which includes 
geographic routing, target tracking, location-based coverage, 
topology control, and others. One promising approach in sensor 
network localization is the determination of location based on hop 
counts. A critical priori of this approach that directly influences the 
accuracy of location estimation is the hop-distance relationship. 
However, most of the related works on the hop distance relationship 
assume the Unit-disk Graph (UDG) model.
The hop-distance relationship for quasi-UDG model in WSNs 
where sensor nodes are randomly and independently deployed 
in a circular region based on a Poisson point process. Different 
from the UDG model, quasi-UDG model has the non-uniformity 
property for connectivity. Third problem, selecting a node for 
packet to be forwarded is time consuming.

C. Solution Against Node Selection in Less Time
A grid-based Working Node (WN) selection approach for wireless 
sensor networks. The basic idea of this solution approach is to 
represent the coverage of the sensors by a number of sample 
points, i.e., the intersection points of the established grid. A simple 
approximation algorithm and a linear programming method are 
employed to select as few Sensors as possible to cover all sample 
points. In order to reduce the computational time, clusters are 
formed and WN selection is performed within each cluster. The 
performance of the proposed WN selection schemes is quantified 
and the tradeoff among accuracy, communication overhead and 
computational time is evaluated via analyses and simulations.

V. Conclusion 
In this paper we compared some basic gossiping techniques and 
found that most of them are able to retain the energy of nodes 
and faster transmission. The efficient EL protocol provided the 
most optimized solution but still holds some major drawbacks as 
discussed above. So we have seen that though these protocols are 
fairly efficient but still there’s a need to develop a more efficient 
protocol which removes all the flaws described above.
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