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Abstract
Now days Information Security is the prime concern of technocrats.  
The rapid growth and widespread use of electronic data processing 
and electronic business conducted through the Internet, along with 
numerous occurrences of international terrorism, fueled the need 
for better methods of protecting the computers and the information 
they store, process and transmit. The academic disciplines of 
computer security, information security and information assurance 
emerged along with numerous professional organizations – all 
sharing the common goals of ensuring the security and reliability 
of information systems. In this paper we are carrying out the 
comparative study of different digital signature based security 
mechanism proposed earlier and come up with the conclusion 
that the latest digital signature scheme based on Iterated Function 
System (IFS) is better in security and other aspects.
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I. Introduction
Digital signature is a type of the asymmetric cryptography which 
is used for electronic verification of the message using public 
key cryptography. A digital signature or digital signature scheme 
is a mathematical scheme for demonstrating the authenticity 
of a digital message or document. Digital signature provides a 
verification mechanism which uses the public-key scheme to prove 
the message authenticity. The digital signature scheme is used 
to provide a guarantee that the original content of a message is 
unchanged by unauthorized party, which is known as the data 
integrity. The signature process is composed of few steps i.e. key 
generation, signing and verification which actually generate the 
digital signature [1].

II. Earlier Works
Digital signature was first introduced by Whitfield Diffie and 
Martin Hellman in 1976. Subsequently in 1978, Rivest, Shamir, 
and Adleman invented the first digital signature scheme which 
is today known as RSA digital signature algorithm [15]. Fractals 
have been introduced in digital signature because they need very 
little information to be stored and they it in recursive or iterative 
manner to generate the whole key. These kinds of keys are very safe 
and robust to attacks because a little variation in the information 
will result a drastic change in the structure of the key and they 
are also resistant to brute force attack [17].

A. Digital Signature Based on the Mandelbrot and Julia 
Fractal Sets
As per the earlier work as given in [10], fractal based digital 
signature scheme is possible due to the strong connection 
between theMandelbrot and Julia fractal sets which is used  for  
the  conversion of  the private key  to  the public key. Here two 
special functions, Mandelfnand  Juliafn functions [13], are used to 

generate  the corresponding private and the public keys. Mandelfn 
function takes the chosen private key as the input parameter and 
generates the corresponding public-key. Juliafn function then used 
to sign the message with receiver’s public key and verify the 
received message based on the receiver’s private key. We can 
describe in brief Mandelbrot function “Mandelfn (see Equation 
1) and Julia function Juliafn (see Equation 2) [11] as follows: 
zn = c × f ( z n - 1 ); z (0) = c ; c , z∈C ; n∈Z (1) 
zn = c × f ( z n - 1 ); z (0) = y ; y , c , z∈C ; n∈Z (2) 
The full explanation related to this topic can be found in [10]. The  
propose  scheme was  resistant  against  attacks,  utilizes  small  
key  size  and  performs comparatively  faster  than  the  existing 
DSA, RSA  digital  signature  scheme.  Fractal digital signature 
scheme was an attractive alternative to the traditional number 
theory digital signature scheme. One limitation of such approach 
is that, when sender creates a message, the message can only be 
verified by a specific individual i.e. receiver.

B. Generalized Scheme of Fractal Based Digital 
Signature
In the earlier work as described above the verification process was 
limited to the specific person which is mostly the receiver of the 
message. Then a new variation to this scheme was proposed in 
which the verification is not limited to a specific individual but it 
can be made by any member of the public instead. In this work, the 
idea of the generalized fractal public-key digital signature scheme 
based on fractal set, by using Mandelbrot function “Mandelfn and 
Julia function Juliafn [11], has been discussed. This work suggest 
the possibility of establishing a fractal based digital signature with  
public verification, derived from the logical connection between 
the Mandelbrot and Julia fractal sets. The security protection of 
the proposed generalized fractal digital signature depends on the 
changes of the public keys values which are affected by the signer’s 
private keys. The GFDS presents the possibility of verifying the 
message by any member of the public which is enhancement over 
the previous fractal digital signature, where the signature can only 
be verified by a specific verifier. The further explanation related 
to this topic can be found in [9].

C. Embedding Elliptic Curve in Fractal Based Digital 
Signature Scheme
Elliptic curve was first introduced in cryptography by Lenstra’s 
elliptic curve factorization algorithm [4]. Later on in Mid 1980s, 
Koblitz [14] and Miller [20], independently introduced the elliptic 
curve public key cryptography system, a method based on the 
discrete logarithmic problem over the points on an elliptic curve. 
The security in elliptic curve schemes is based on the complexity 
of the elliptic curve discrete logarithm problem. 
Recently, a digital signature scheme have been proposed having 
properties of fractal based and elliptic curve based digital signature 
scheme simultaneously to sign and verify the corresponding 
message. In this scheme sender and receiver must agree and use 
the public domain value c (a complex number) and a sequence of 
elliptic curves defined over complex numbers. The Elliptic Curve 
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Cryptosystem (ECC) provides the highest strength-per-bit of any 
cryptosystem known today.  Elliptic Curve Cryptosystems (ECCs) 
are becoming more popular because of the reduced number of key 
bits required in comparison to other cryptosystems.  More details 
could be found in [6].

III. Proposed Scheme
In this scheme we have proposed a new signature scheme which is 
based on Iterated Function System (IFS) which is the basic concept 
behind this new digital signature scheme. An IFS is a standard 
way to model natural objects. The intuitive key for deriving IFS 
that models any given object is self-tiling (similarity). One can 
always view an object as the union of several sub-objects. Let 
the sub-objects be actually scaled-down copies of the original 
object. Each of these subjects is called a tile. In particular, each 
sub-object is obtained by applying an affine transformation to the 
entire object. In this section we present an overview of the major 
concepts and results of (IFS) and their application. A more detailed 
review of the topics in this section was given in [5].
Definition 1. A metric space (X,d) is complete if and only if every 
Cauchy sequence converges in X with respect to the metric d [1]. 
Moreover if  S  X. Then S is compact if and only if it is closed 
and totally bounded.
Definition 2. Given an IFS (X, w), a set-valued mapping W can 
be associated with (X, w) by setting 

 X
Any finite union of nonempty compact sets is a nonempty compact 
set, so W can be regarded as an operator on H(X). Moreover, it is a 
contraction of the contractivity factor (W) = maxi=1,….N with 
respect to the metric h. The mapping W is usually referred to as the 
Hutchinson operator. As the Hutchinson operator is a contraction 
mapping on the complete metric space(H(X),h), by the Banach 
fixed-point theorem the operator possesses the only fixed point A

H(X) that is A = W(A) and moreover   
for any E  H(X). Such a unique set is called the attractor of the 
IFS which the operator W is associated with [8].

A. Definition: Iterated Function System (IFS)
A hyperbolic IFS {X;w1,w2, ...,wn} consists of a complete metric 
space (X, d)and a finite set of strictly contractive transformation 
wn : X → X with contractivity factors sn, for n =1, ...,N. The 
maximum s among s1, ..., sN is called a contractivity factor for 
the IFS. The unique fixed point in H(X) of the transformation W 
is called the attractor of the IFS.

B. Definition: Digital signature
A digital signature scheme is a set of three algorithms [2]:   
1. Key generation   
2. Signing
3. Verification

Fig 1: Digital Signature Process

IV. Definition: Hash Function
The algorithm that transforms a message of any length to a 
string of a fixed length is called the message digest. A message-
digest algorithm is a cryptographic hash algorithm (also known 
as a message digest algorithms, a one-way function, or simply 
a hash function). It is computationally not feasible to find two 
messages with the same signature or to find the signature of a 
given message without knowledge of the private key [17]. The 
reasons for applying a digital signature in cryptosystems are to 
satisfy the Authentication and Integrity.
Definition: Authentication: Although messages may often include 
information about the entity sending a message, that information 
may not be accurate. Digital signatures can be used to authenticate 
the source of messages. When ownership of a digital signature 
secret key is bound to a specific user, a valid signature shows that 
the message was sent by that user.
Definition: Integrity: In many scenarios, the sender and receiver 
of a message may need to be confident that the message has not 
been altered during transmission.

V. A New Digital Signature scheme Based on IFS
The use of fractal has an advantage as only a few parameters would 
have to be stored. When used it as an encryption key it will be very 
robust to attacks. Even if the attacker managed to obtain parts of 
the key (or almost the entire key), but a small digit is missing or is 
incorrect, the fractal image is changed dramatically. In this case the 
attacker has no way to extrapolate the rest of the key. The second 
reason, the brute force attack will not work since a fractal key is time 
consuming to generate especially at high zoon levels [20]. There 
are many previous works in fractal cryptography. Most of these 
protocols were designed in symmetric approaches. In the proposed 
scheme [12], fractal is used to design digital signature system 
based on IFS transformations. The proposed protocol consists 
of, initialization, signing, extraction, and verification parts. The 
typical implementation of digital signature involves a message-
digest algorithm and a public-key algorithm for encrypting the 
message digest through a message-digest encryption algorithm.

A. The Methodology
Consider an IFS consisting of the maps, [12] as given in Equation 
1 below:

Instead of writing them as above, they can be written in a matrix 
form, (Equation 2)

Here, we are have four fractal generated using IFS of four ane 
transformation (w1, w2, w3, w4) to explain our method because 
this will help in the consideration of any generalized case. To 
ensure satisfaction of the semi-group property, we have to convert 
fractals generated by ane transformation of the following given 
form as in Equation 3:
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Affine transformation as metric: when 2-dimensional matrices are 
not enough to represent an affine transformation by itself, because 
it cannot represent translation. The trick is to add a dummy Z 
coordinate, which always has the value 1, and then we can structure 
it into 3 by 3 matrix as, (Equation 4)

Then the 4-affine transformations in (3) can be arranged in 4 by 
4 matrixes as :( Equation 5)

Calculate the Hutchinson operator W = w4 w3 w2 w1, and arrange 
as (Equation 4) we have,

B. The Proposed Algorithm
In this algorithm, a shared key is needed for the value of fractal 
attractor during the transmission process and this key is only known 
to sender and receiver.  Here a DH (Diffie Hellman) key agreement 
protocol is used for generating the number of iterations to create 
the fractal attractor, which is used to generate the public key and 
encrypt the message. This digital signature scheme algorithm is 
divided in to three parts.
1. Key generation; 
2. Signing of the message
3. Verification of the message

1. Key generation
In key generation part, the signer and the receiver must be agree 
upon the parameters (matrix H, g,p) where, g Z, and p is prime 
number. For signing a message using IFS transformation, it is 
important to generate the attractor of IFS. This can be achieved 
by generating the number of iterations secretly between them. The 
Diffie Hellman (DH) key exchange protocol is used to generate 
this shared key n that represents the number of iterations. Now 
the steps includes in the process are
(a). In the beginning, we generate receiver, and signer’s private 
keys as (x, y, s), (x’, y’, r) , where x, y, x’, y’  R, and r, s  Z.
(b) Now we calculate the receiver, and signer’s public key as Fs 
= gs (mod p), Fr = gr (mod p).
(c). Then we exchange Fs and Fr.
(d). Now, the receiver after receiving Fr, calculates a private shared 
key n = (Fs)

r (mod p), the number of iteration for the IFS, and 
generates the fractal attractor Wn that is used in calculating the 

public key and the signature in the cryptosystem,

and 

(e) Here,  the receiver and sender public key (u,v,1)= Wn (x,y,1),  
and (u’,v’,1)= Wn (x’,y’,1) are calculated and exchange by using 
Wn, where,

2.  Encryption or Signing of the Message
(a). Determine  the  message  to  be  encrypt  and  represent  it  
as  pairs M = (m1,m2). 
(b). For obtaining the integrity of the message M, we use a one-
way hash function which is easy to calculate but is impossible to 
invert using fundamental information theory. 
(c). Here, a SHA-1 Hash algorithm to find HM =(Hm1,Hm2) 
=SHA(M)
(d). The sender uses fractal attractor Wn with his private key (x’, 
y’), to find the cipher text Z, such that Z=(z1,z2)=Wn(m1ux’, m2vy’, 
1). 
(e). Send the cipher text (Z,,(u’, v’)) or (S, M )to the receiver.

3. Decryption or Verification of the Message
Choosing  the  matrix  H  as  in  (Equation 5)  ensures  that  Wn  
is  commutation  under composition,  so  due  to  this  semi-group  
property,  if  Z=Wn M,  it  follows  that M=W-nZ. 
(a). On receiver side after receiving (S, M), the receiver use SHA-1 
to find HM =(Hm1 ,Hm2)= SHA(M).
(b). After  receiving  (Z,(u’,v’)),  the  receiver  uses  his  private  
key  (x,y)  and the fractal attractor Wn, the message M=(m1,m2) 
is recovered using,

(c). If HM = M, then we can said that the message is verified.

VI. Security Analysis of Digital Signature Schemes
Although these schemes are very helpful to protect the digital 
documents, they are not very much secure from attack. Therefore 
it is advised to talk about the various security analyses of these 
schemes. 
As described in signature scheme Based on Mandelbrot and Julia 
Fractal Sets [10], It is not easy to mount an attack on  the  proposed 
scheme because of the iteration k and the variation constant e, 
which are unknown to the public [10]. Therefore the hard problem 
for the proposed fractal digital signature is through the chaos 
property of  the fractal function which in this case depends on  
the private key selection. It was verified that the generated public  
keys (znd  and  zke) produced by Mandelfn depends on  the number 
of iterations, n, as  well as the variation constant, d and e, which  
makes the Mandelfn values jump path chaotically. This  will  
prevent  attack on  the  private  values,  given  that  d  and  e  are  
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being represented  appropriately. But it was also said that in case 
of brute force attack the choice of the key size becomes essential. 
The  security  protection  of  the proposed  fractal digital signature 
depends  partially  on the  number  of iterations needed  to  convert  
the  initial value c in the Mandelbrot fractal equation to the starting 
value of z in Julia fractal  equation.  Adding the  key e and  d  during 
the  iteration of  Mandelbrot and  Julia  functions will establish  
the  needed complexity  of  the  proposed scheme. As a result,  
the  proposed  signature  scheme requires  small  key  size  and  
performs  faster  when compared to RSA and DSA.
In Generalized Scheme of Fractal Based Digital Signature [9], 
the problem of key exchange was solved and it was secure also as 
there were no possibility of alteration of message content because 
in this scheme, the sender generates his private and public keys 
and then sends the public keys together with the signed message 
through the mechanisms of communication to the public. Thus, 
any receiver could verify the validity of the message if there is no 
changing in the content. The chaotic nature of the fractal functions 
ensures the security of the proposed GFDS scheme is similar to 
the first digital signature scheme based on fractal Mandelbrot 
and Julia sets, but in case of Brute force attack the choice of key 
size becomes very important for security. The key space in fractal 
digital signature depends on the size of the key. For example in 
128 bits key, there are 2128 possible key values, as is the case in 
the symmetric scheme. RSA and DSA keys are basically different 
from fractal keys, where the choice of key is influence by the 
prime number which exist sparsely   in a given finite field. The 
Correlation coefficient analysis used correlation result (r) between 
two adjacent points for distributed signature values as given in 
Equation 8 of [7]. If the correlation between the two adjacent 
points for original message signature and the changed message 
signature is very close to zero, it represents a non-correlation and 
can be defined as uncorrelated. The uncorrelated result highlights 
the difficulty of attacking the signature by changing the message 
content. 
The Fractal Based Digital Signature Scheme which includes 
Elliptic Curve ensures the high security due to unknown iteration 
values which are not known the public. In this scheme, Calculation 
of the points zke, znd from zn, zk by Mandelbrot function depends 
upon the number of iterations n, k as well as the variation constant, 
d and e, which makes the Mandel function values jump path 
chaotically. It is very difficult to mount an attack on the proposed 
scheme because of the iteration which is unknown to the public. 
Hence, we can identify that the hard problem for the proposed 
fractal digital signature is through the chaos property of the fractal 
function which in this case depends on the private key selection.  
Our process completely prevents the attack on the private values 
[6]. 
The signature scheme based on Iterated function system provides 
better security from different types of attacks. Mainly two types 
of attacks are very common i.e. Active and Passive attacks. 
A passive attack is one in which the attacker is only able to 
monitor the communications channel. This attack is threatens 
confidentiality. The signature scheme based on Iterated function 
system provides the security in different types of passive attacks 
as follows: [18]
In cipher text attacks, the attacker attempt to deduce the plaintext 
from only the cipher text. (The attacker gets a cipher text all of 
them have been encrypted using the same encryption function, 
and tries to find the corresponding plaintext). It has Low chance 
of succeeding against strong encryption. In FDSA the possibility 
of encrypting using the same encryption function is unpredictable, 

since the possibility of obtaining similar n is infeasible, while 
the number of bits in the encrypted data is varying with respect 
to n.
In known plain text attacks, the attacker has access to a collection 
of plain-text messages and their corresponding cipher text (the 
attacker has some plaintext and its matching cipher text. The 
task is to find a key corresponding to this match). If same key is 
used to encrypt multiple blocks, frequency analysis is possible. 
But in FDSA it’s impossible to generate the same key to encrypt 
multiple blocks.
In chosen cipher text attacks, the attacker choose cipher text and 
sees the corresponding plaintext. (Chosen-plaintext attack, here, 
the attacker selects a plaintext and ciphers it using the crypt-
technique he attacks. The plaintext may be chosen to ease the 
task of key finding). The attacker iteratively chooses cipher text 
and sees the corresponding plaintext.
In each of these four attacks, the objective is to determine the key, 
k  K,or one of its equivalent forms, that was used in encryption/
decryption. In FDSA the public keys (u, v, u’,v’ ) is calculated 
using the system of four equations, and to find the private keys we 
need to solve this system with respect to five variables (x, y, x’ ,y’ 
,n). The number of variable is more than the number of equations, 
so it is impossible to find a unique solution. 

An active attack is defined as the attack in which the attacker 
attempts to add, delete, or modify messages. This type of attack 
is threatens both confidentiality and data integrity. Examples on 
active attacks, with their preventive measures are as follows:
In Man-in-the-Middle Attacks, a person who is able to listen to 
and potentially add, delete, or change messages being sent over 
an open channel. This attack follows the following scenario if 
the sender wishes to send a message to receiver. He asks the 
receiver for his encryption public key, when the receiver returns 
key, that key is intercepted by the attacker who substitutes this key. 
The sender encrypts message using this bogus key and returns it. 
Since the attacker is the owner of this bogus key, the attacker is 
now able to intercept and decrypt secret messages from sender to 
receiver. These ideas can be expressed in mathematical notation 
as follows:

Build a table of keys.• 
Compute f(k, m) for every key. If f is an encryption function, • 
mis a known message.
Eavesdrop a value f(k’ ,m)• 
If f(k’ ,m)= f(k, m), then there is a good chance k’ = k.• 

In FDSA if we receive the signature (s1,s2) which can be 
calculated using S = (s1, s2) =Wn (Hm1ux’ ,Hm2vy’), then to 
find the corresponding plaintext, we use the following system 
of equations:

This FDSA (Fractal Digital Signature Algorithm) provides security 
from brute-force attack. A brute-force attack is a method of 
breaking a cipher by exhaustively searching all possible keys. 
The feasibility of a brute-force attack on a cipher depends on the 
key space size K of the cipher and on the amount of computational 
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power available to the attacker. As an example, imagine a system 
which only allows 4 digit PIN codes. This means that there are a 
maximum of 10,000 possible PIN trials. The difficulty of a brute 
force attack depends on several factors, such as: how long can 
the key be? How many possible values can each component of 
the key have? How long will it take to attempt each key? Is there 
a mechanism which will lock the attacker out after a number of 
failed attempts? However, brute force attacks against systems 
with sufficiently long key sizes may require billions of years to 
complete [2,16].
In FDSA (Fractal Digital Signature Algorithm), the system is 
formalized based on function over infinite space (0,1), which is 
considered as open key space, then Brute-Force attack trails is 
infeasible, and has new problem which is the error that is attached 
with applying the algorithm when we want to solve nonlinear 
equations using numerical methods which is called “cumulative 
and truncation error”.

VII. Conclusion
Based on above study we can conclude that the problem in other 
cryptosystems is the size of the key, it became here doubled, the 
size of the key and the type of the key. Cryptosystem is formalized 
based on nonlinear fractal functions over (0,1). Fractal algorithm 
possesses sufficient security to resist some known attacks, 
applicable on finite field cryptosystems such as, cipher text only 
attack, known plaintext attack, chosen plaintext attack, and chosen 
cipher text attack. The aforementioned attacks are considered as 
time consuming to be involved in solving non-linear systems 
numerically over the defined infinite subfield. As an example, 
a brute force attack strategy is based on explores all elements 
of the field in finding the secret values might be infeasible, and 
fail to break the system with open key space. Hence, some trial 
and error methods become impossible, and the adversary cannot 
recover the private key. The security of our protocol depends not 
only on the security of fractal attractor, but also on the security of 
Hash function and DH system. The authenticated values, (Hash 
function values) are a one way value. The one way property 
helps to ensure that the message cannot be recovered from the 
authenticated value easily.
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