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Abstract

Mobile Adhoc network is an on the fly network with a dynamic
topology where the node association changes frequently. Such
a network is vulnerable to different types of attacks as there is
no centralized mechanism for providing the security and due to
the fact that the network uses 802.11 based MAC layer which
is considered to be a very weak in terms of security and data
integrity. Packet injection is one of the most severe attack types in
such a network. A Packet injection is type of attack where by any
unauthenticated node injects malicious packets along with the valid
data or control packet. Detection of such injections are difficult and
requires huge processing which drains limited battery resources of
MANET. Therefore in this paper we propose a unique technique
for minimizing packet injection attack with the help of traffic
splitting and fair resource reservation policy for the neighbors.
The method is compared with conventional cryptosystem based
transmission and it is shown that the performance of the proposed
system is way better in preserving network lifetime while ensuring
better protection against packet injection attacks.
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l. Introduction

A. Mobile Ad-Hoc Network

A Mobile Ad-Hoc Network (MANET) is a self-configuring
network of mobile routers (and associated hosts) connected by
wireless links—the union of which form an arbitrary topology.
The routers are free to move randomly and organize themselves
arbitrarily; thus, the network’s wireless topology may change
rapidly and unpredictably. MANETs are usually set up in situations
of emergency for temporary operations or simply if there are no
resources to set up elaborate networks. These types of networks
operate in the absence of any fixed infrastructure, which makes
them easy to deploy, at the same time however, due to the
absence of any fixed infrastructure, it becomes difficult to make
use of the existing routing techniques for network services, and
this poses a number of challenges in ensuring the security of
the communication, something that is not easily done as many
of the demands of such network conflict with the challenges,
mainly due to the nature of the mobile devices (e.g. low power
consumption, low processing load). The ad hoc routing protocols
should address location awareness, cooperation fairness and power
of the nodes in order to provide QOS. In this paper we propose a
Position based routing collaborated with cross layer information
exchange of MAC and network layer about the received power
of the packets.
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B. Packet Injection

As wireless packets are broadcasted in the open air, it is impossible
to secure the transmission with certainty and confidence equivalent
to that of wired network. Consider fig. 2, that demonstrate a
simple transmission of packets from node 1 to node 4 through an
intermediate node 3. The transmission is also propagated to node
2. The attack can come in different form. Node 2 may find out that
node 3 is routing the packets from 1 to 4 and can flood node 3’s
interface with subsequent control packets blocking the bandwidth
and network interface of 3 which raises a route error and 2 takes
control of the next route and injects malicious packets along with
the packets that are coming from source node i.e. node 1.

. 5 /':@

Fig. 2: A Sanapshot of Network Topology with Node 2 Injecting
Probe Packets to 3 and 4

On the other hand node 3 might also decide to inject malicious
packets ( for example a raw ICMP packet) along with the
transmitted packet from the source. Injected packets may also
be probe packets which are responded with network information
like MAC address, bandwidth, frame control version etc. A simple
format of injected packet is presented in fig. 3.

Hence the effect of injected packets can be minimized substantially
if a adopts following precautions:

e Limit the flow from a particular node

*  Limit Response to probe packets

e Periodically switch to Listen Only mode to obtain the
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neighbor’s activity *  Blacklist the nodes with huge volume of probe packets.

*  Maintain a history of type of packets ( data, audio, video, The solution must also take into account that the preventive
files) generated from particular nodes and compare with the measure must not affect the performance of the network.
type of packets being received.

loid ¥ CreatePachket|

DOT11_MGMT_SUBTYPE subtype,
PUCHAR Source,

PUCHAR Dest,

PUCHAR Bssid,

ULOMNG packetsize

}

PDOT11_MGMT_HEADER pMgmtHeader = MULL:
PDOT11 PROBE_REQUEST pProbeRequest=MNLULL;
PDOT11_INFO_ELEMENT pInfoElement = MULL:
POOT11_BASIC_RATE pBasicRate = MULL:
POOT11_EXT RATE pExtRate = MULL;

PVOID DataBuffer = NULL;

iflSource == MULL | | Dest ==MULL | | Bssid == NULL}
printf{"CreatePacket === null mac address yn"}:
return DataBuffer;

H
DataBuffer = malloc[packetsize);

pMgmtHeader = [PDOT11_MGMT_HEADERNPUCHAR)DataBuffer:
pMegmtHeader-=FrameControl. Version = 0;

pMegmtHeader-=FrameControl. Type = OT11_FRAME_TYPE_MAMNAGEMENT:
pMegmtHeader-=FrameControl.5ubtype = subtype;

S ffirmware can handle rest of framecontrol
pMegmtHeader-=FrameControl. ToDSs = 0;
pMegmtHeader-=FrameControl. FromDs = 0;
pMgmtHeader-=FrameControl. MoreFrag =0;
pMegmtHeader-=FrameControl. Retry =0;
pMegmtHeader-=FrameControl. Pwriigt = 0;
pMgmtHeader-=FrameControl. MoreData = 0}
pMgmtHeader-=FrameControl. WEP = 0;
pMegmtHeader-=FrameControl.Order = 0;

f /o specific duration was required to send
pMegmtHeader-=DurationID =3 14;

memcpy|pMgmtHeader->DA, Dest, MAC_ADDR_LEM);
memcpy{pMgmtHeader->8A, Source, MAC_ADDR_LEN]):
memcpy{pMgmtHeader->B5510, Bssid, MAC_ADDR_LEN):

pMegmtHeader-=5equenceControl. FragmentMumber = 0;
pMegmtHeader-=5equenceContral.5equenceflumber = 0;

switch [subtype)
i
case DOT11_MGMT_SUBTYPE_PROBE_REQUEST: //0
pachetsize = sizeof{DOT11_MGMT_HEADER |+
sizeofOT11_MGMT_SUBTYPE_PROBE_RECQUEST]+1;
pProbeRequest ={PDOT11_PROBE_REQUEST)
{{PUCHAR}pMzmtHeader + sizeof{ OT11_MGMT_HEADER |):

pProbeRequest-=ssid.ElementlD =0; f/fssid frame
pProbeRequest-=ssid.Length = 0}

J/the number of rates is up to the user
pProbeRequest--rateframe.ieheader.Element|D = 1;/ frate frame
pProbeRequest-zrateframe.ieheader.Length=1;  //1 rate object
pProbeRequest-=rateframe.rate[0] =

[USHORT}O=22://mandatory, /f 1mbps

break;

default:
break:

H

return pMegmtHeader:

Fig. 3: Injected Packet Format (Using Windows 7 Drivers for Generating and Injecting Probe Packet in the Interface)
If any Node is Aware of Neighbor Devices ( or Device Interfaces) than the Packets can be Injected with a Simple Format as Presented
in fig. 4.

960  InTernATIONAL JOURNAL OF ComPUTER SCIENCE AND TECHNOLOGY www.ijcst.com



ISSN : 0976-8491 (Online) | ISSN : 2229-4333 (Print)

Il. Related Work

[1] present the analysis of current WLAN fingerprinting
techniques. [2] proposes an approach based on Gaussian mixture
models, building RSS profiles for spoofing detection and shown
that the proposed approach is robust against antenna diversity
and significantly outperforms existing approaches. [3] propose
an attack detector for wireless spoofing that utilizes K-means
cluster analysis. Integrated attack detector into a realtime indoor
localization system, which is also capable of localizing the positions
of the attackers. Also shown that the positions of the attackers can
be localized using either area-based or point-based localization
algorithms. [4] proposed an algorithm to enhance the performance
of'the correlation of two WIDTs in detecting MAC spoofing Denial
of Service (DoS) attacks. The two techniques are the Received
Signal Strength Detection Technique (RSSDT) and Round Trip
Time Detection Technique (RTTDT) [4-5], investigates the current
security issues in MANET and examined different routing attacks,
such as flooding, blackhole, link spoofing, wormhole, and colluding
misrelay attacks, as well as existing solutions to protect MANET
protocols. Wide variety of methods exists for detecting spoofed
packets which include both active and passive host-based methods
as well as routing based methods[6]. The exploitation of Internet
elements and protocols of the purpose of covertly communicating
identity information, armed with simple cryptography is proposed
as a solution for preventing spoofing attack [7].

A method of spoof detection using signal strength analysis
where currently no fielded method exists today is proposed [8].
[9] proposes a new framework of intrusion detection systems
exclusively for wireless mesh networks which will serve as a
baseline guide for investigating intrusion detection systems for
large scale multi-hop wireless broadband networks.

DeviceHandle = OpenHandle{pPacketuioDevice);
I0Request|{DeviceHandle , IOCTL_PACKET11_GET_MAC, NULL, 0, Source, MAC_ADDR_LEN);
PacketLength = sizeofDOT11_MGMT_HEADER )+ sizeof{DOT11_PROBE_REQUEST)+1;

pMgmtFrame = CreatePacket{DOT11_MGMT_SUBTYPE_PROBE_REQUEST Source,
BroadCast,BroadCast, PacketLength);

IORequest{DeviceHandle , IOCTL_PACKET11_INSERT PACKET,
(PUCHAR]}pMgmtFrame, PacketLength, NULL, 0);

CloseHandle{DeviceHandle);

Fig. 4: Sample Code Snippet for Injecting the Packets to Particular
Device

[10] proposes an algorithm to detect spoofing by leveraging the
sequence number held in the link-layer header of IEEE 802.11
frames, and demonstrates how it can detect various spoofing
without modifying the APs or wireless stations. An overview of
attacks according to the protocols stacks, and to security attributes,
mechanisms, preventive approaches following the order of the
layered protocol stacks is presented [11] and also an overview of
MANET Intrusion Detection Systems (IDS), which are reactive
approaches to thwart attacks and used as a second line of defense

[11].

Ill. Problem Formation

Packet Injection is a means by which an unauthenticated or
malicious node injects packets in the network. For example a
malicious node broadcast RREQ packet and keep broadcasting
them which keeps the other nodes responding to RREQ and thus
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causing denial of service. In another form of packet injection,
a malicious node upon receiving RREQ packets may falsely
generate RREP packet which causes all the data packets being
routed through this node rather than the legitimate path. Another
form of packet injection includes false generation of RERR packets
which causes the source node to drop the current route and start a
new route request. As there is no centralized authorization protocol
in MANET, such attacks are easy to device and can be used
effectively for denial of service. Adopting an authorization scheme
effectively means changing the firmware at the link layer which is
neither cost effective nor can guarantee a flowless integration with
legacy deployment. Therefore we propose a network layer based
approach for avoiding packet injection attack. The aim here is to
avoid and minimize the effect of such an attack rather than detect
and prevent. There are no core protection in the protocol stack of
MANET to prevent the nodes from packet injection attacks such
as packet flooding or probe packets. One of the most preferred
technique for preventing such attack is access control technique
which is described in short here.

Each node uses this network access control key to authenticate
every outgoing packet, i.c., to insert a Packet Authentication
Header (PAH).

Each node also uses this key to verify the PAH of an incoming
packet, either intended for this node or transiting through it. They
will immediately drop any packet not properly authenticated.
As a result, a non-authorized node that is either unknown to or
revoked by the key manager is prevented from injecting packets
into the MANET.

Clearly, the network access control key may have to be updated
due to the revocation of compromised nodes. Since each key
update (rekeying) event defines a key session, the access control
keys are also referred to as session keys. In this paper, we use
network access control key and session key interchangeably, and
we assume a legitimate node only uses the most recent session
key it has received.

The system requires all legitimate nodes agree on the same key
at the time they communicate. However, no existing group key
distribution scheme can guarantee that all nodes receive the latest
session key after a key update. Maintaining a synchronized session
key therefore becomes a non-trivial task, given the dynamic nature
of MANETSs and the possibility of intermittent communication
failures.
Two legitimate nodes cannot communicate in the system, if a more
recent key update message only reaches one of them, unless they
can agree on one specific session key. Thus, another challenging
problem is how a node handles the received packets authenticated
with different session keys, to ensure secure establishment
continuation of communication with corresponding senders[12].
Therefore it can be safely said that even a node access control
cannot guarantee a secured network, as loss of any packets carrying
the key immensely increases the network overhead. The keys
also increases an overhead in key update phase, encryption and
decryption phase. Beside control packets are not encrypted so
security is extended to probe packets generated by MAC or
Network layer.

IV. Proposed System

1. Firstly we generate N-Node disjoint path from source to
destination and adopt traffic splitting with equal split factor
to balance the traffic across different routes so that even if
a node is attacked, the effect is minimum over the overall
session.
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2. Eachnode adopts a fair share based queue model where queue
length is preserved for each of the neighbors equally. When a
node consistently request for resource or bandwidth, that node
is blacklisted for current session. As the protocol adopts load
balancing mechanism, network congestion will never cause
a node to continuously keep requesting for packets.

3. The technique adopts a rate limiter where any node trying
to utilize more than 30% of the free bandwidth of the other
node triggers a blacklisting of the node requesting for excess
bandwidth.

4. Any packets arriving with more than 30% delay deviation
than the normal average par hope delay would cause a trigger
and the source of the packet is marked as blacklisted.

5. Node categorizes the type of packets and maintains a history
of packet types. If the current packet from a node is deviated
entirely from the past record, than the subsequent packets
from that node is kept in MAC buffer for further validation

6. Eachnode goes to listen only mode periodically and monitors
the packets from the neighbors. If any node is found to generate
too many ICMP/Probe packet, the node is blacklisted.

7. If the packet rate from a node is more than the acceptable
packet rate, which is 30% of the allowed bandwidth per node,
than the nodes are marked as blacklisted and packets from
those nodes are dropped. This may lead to drop of packets
in valid applications like video frame transmission where the
bandwidth requirement is higher. Therefore packet type based
resource allocation is suggested for future improvement.

The system is tested with real time testbed comprising of 4 Laptops

powered by windows 7 OS, exactly setup as fig. 2. An adhoc

network is created and deployed and packet injection attack is
generated at a node. Now for obtaining multiple paths, a 5Sth node
is incorporated and traffic from 1 to 4 is splitted in equal volume

and transmitted through 3 and 5.

V. Results

Transmission Time v/s Packet
Delivery Ratio
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Fig. 5: Transmission Time v/s Packet Delivery Ratio
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VL. Conclusion

Figure 5 clearly shows that packet delivery ratio of the proposed
system improves with time due to more multiple path acquiring
and splitting the traffic. But Node access control based mechanism
can not guarantee an improvement in the packet delivery ratio
as it is not meant for ensuring faster transmission. Figure 6 is a
proof of the presented concept. The performance clearly explains
that the proposed system is way better in rejecting the injected
packets due to it’s ability to minimize the rate of injected packets
as well as the ability of minimizing the effect of probe packets.
Node access control does respond to both MAC as well as network
layer probes.

Fig. 7, proves the battery efficiency of the proposed technique.
When the Testbed laptops are configured with the proposed
system, the battery drainage is found to be less. Such a loss also
incorporates the ideal time battery loss due to processing. But
Access control techniques drains up the battery life by frequent
key exchange and excessive encryption and decryption.
Therefore it can be safely said that proposed technique is better
suitable for practical Adhoc networks for preventing the nodes
from packet injection attacks.

The technique can also be validated with Fuzzy base state check
and optimization technique for better inference of the transmission
pattern of the nodes.
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