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Abstract
A image cryptography scheme  (ICS) is  a kind of secret sharing 
scheme which allows the encoding of a secret image into    shares 
distributed to    participants. The beauty of such a scheme is 
that a set of qualified participants is able to recover the secret 
image without any cryptographic knowledge and computation 
devices. An Extended Image Cryptography Scheme (EICS) is 
a kind of ICS which consists of meaningful shares (compared 
to  the  random  shares  of  traditional  ICS).  In  this  paper,  we 
propose a construction of EICS which is realized by embedding 
random shares into meaningful covering shares, and we call it 
the embedded EICS. Experimental results compare some of the 
well-known EICSs proposed in recent years systematically, and 
show that the proposed embedded EICS has competitive image 
quality compared with many of the well-known EICSs in the 
literature. In addition, it has many specific advantages against 
these well-known EICSs, respectively.
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I.  Introduction
The basic principle of the Image Cryptography Scheme (ICS) 
was first introduced by Naor and Shamir. ICS is a kind of secret 
sharing scheme [1], [2] that focuses on sharing
secret  images.  The  idea  of  the  image  cryptography  model 
proposed in [3] is to split a secret image into two random shares 
(printed on transparencies) which separately reveals no infor-
mation about the secret image other than the size of the secret 
image. The secret image can be reconstructed by stacking the 
two shares. The underlying operation of this scheme is logical 
operation OR. In this paper, we call a ICS with random shares 
the traditional ICS or simply the ICS. In general, a traditional 
ICS takes a secret image as input, and outputs shares that satisfy 
two conditions:
(1) any qualified subset of shares can recover the secret image;  
2) any forbidden subset of shares cannot obtain any information 
of the secret image other than the size of the secret image. An 
example of traditional (2,2)-ICS can be found in fig. 1, where, 
generally speaking, a -ICS means any out of shares could recover 
the secret image. 
In the scheme of fig. 1, shares (a) and (b) are distributed to 
two participants secretly, and each participant cannot get any 
information about the secret image, but after stacking shares 
(a) and (b), the secret image can be observed imagely by the 
participants. ICS has many special applications, for example, 
transmitting  military  orders  to  soldiers  who  may  have  no 
cryptographic knowledge or computation devices in the battle 
field. Many other applications of ICS, other than its original 
objective  (i.e.,  sharing  secret  image),  have  been  found,  for 
example, authentication and identification  [4], watermarking [5] 
and transmitting passwords [6] etc.
The associated secret sharing problem and its physical properties 
such as contrast, pixel expansion, and color were extensively 
studied by researchers worldwide. For example, Naor et al. [3] 
and Blundo et al. [7] showed constructions of threshold

Fig. 1:  Example of Traditional (2, 2) -ICS with Image Size 128 
x128

ICS with perfect reconstruction of the black pixels. Ateniese et 
al. [8] gave constructions of ICS for the general access structure. 
Krishna et al., Luo et al., Hou et al., and Liu et al. considered 
color ICSs [9]. Shyu et al. proposed a scheme which can share 
multiple secret images . Furthermore, Eisen et al. proposed a 
construction of threshold ICS for specified whiteness levels of 
the recovered pixels.
The term of extended image cryptography scheme (EICS) was 
first introduced by Naor et al. in [3], where a simple example 
of (2,2)-EICS was presented. In this paper, when we refer to a 
corresponding ICS of an EICS, we mean a traditional ICS that 
have the same access structure with the EICS. 
Generally, an EICS takes a secret image and original share images 
as inputs, and outputs   shares that satisfy the following three 
conditions: (1) any qualified subset of shares can recover the 
secret image; (2) any forbidden subset of shares cannot obtain any 
information of the secret image other than the size of the secret 
image; (3) all the shares are meaningful images. Examples of EICS 
can be found in the experimental results of this paper, such as

Fig. 2: Shares and the Recovered Secret Image of an Embedded 
(3, 3)-EICS After Reducing the Black Ratios, the Image Size is 
1024 x 1024



IJCST Vol. 3, ISSue 3, July - SepT 2012  ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m 1046   InternatIonal Journal of Computer SCIenCe and teChnology

Fig. 3: Experimental Results of (2,2)-EICS Proposed in [15-17]. 
The Size of All the Images is 768 x768

simply generated by replacing the white and black subpixels in a 
traditional ICS share with transparent pixels and pixels from the 
cover images, respectively. Furthermore, Zhou et al. presented 
an EICS by using halftoning techniques, and hence can treat 
gray-scale input share images. Their methods made use of the 
complementary images to cover the image information of the share 
images. Recently, Wang et al. proposed three EICSs by using an 
error diffusion halftoning technique  to obtain nice looking shares. 
Their first EICS also made use of complementary shares to cover 
the image information of the shares as the way proposed in . Their 
second EICS imported auxiliary black pixels to cover the image 
information of the shares. 
In such a way, each qualified participants did not necessarily re-
quire a pair of complementary share images. Their third EICS 
modified the halftoned share images and imported extra black 
pixels to cover the image information of the shares.
However, the limitations of these EICSs mentioned above are 
obvious. The first limitation is that the pixel expansion is large  
(formal definitions of pixel expansion will be given in Definition 
1 of Section II-A). For example, the pixel expansion of the EICS 
in is where is the pixel expansion of the secret image and   is the 
chromatic number of a hyper-graph; in any case, the value of   
satisfies. The construction in  has the pixel expansion, where is 
the number of elements of which contains exactly elements, and   
is the set of the qualified subsets. For example, for a (3,3)-EICS, 
the pixel expansion will be 13 (see the last example of [15, Sec. 
7]). The pixel expansion of the -EICS 

Fig. 4.  Experimental Results of (2,2)-EICS Proposed in [20, 23]. 
The Size of all the Images is 768x768

Fig. 5:  Experimental Results of Method 2 for (2, 2)-EICS Proposed 
in [21]. The Size of all the Images is 768x768

Fig. 6: Experimental Results of Method 3 for (2,2)-EICS Proposed 
in [21]. The Size of all the Images is 768x768

in  is where. The second limitation is the bad image quality of 
both the shares and the recovered secret images; this is confirmed 
by the comparisons in. 
Unfortunately, the EICS in  has other limitations: first it is 
computation expensive; second, the void and cluster algorithm 
makes the positions of the secret pixels dependent on the content 
of the share images and hence decrease the image quality of the 
recovered secret image; third and most importantly, a pair of 
complementary images are required for each qualified subset and 
the participants are required to take more than one shares for some 
access structures, which will inevitably cause the attentions of the 
watchdogs at the custom and increase the participants’ burden. 
The same problems also exist in the first method proposed by 
Wang et al. For Wang et al.’s second method, each qualified subset 
does not require complementary images anymore; however, this 
method is only for threshold access structure, and the auxiliary 
black pixels of their EICS also darkened the shares. In fact, the 
way of generating auxiliary black pixels of this method can be 
viewed as a special case of our approach in Section IV of this 
paper. For Wang et al.’s third method, the halftoned share images 
are modified and extra black pixels are imported to cover the image 
information of the shares. The limitation of this method is that 
the image effect of each share will be affected by the content of 
other shares, and the content of the input original share images 
should be chosen in a selected way. 

Fig. 7: Proposed (2,2)-EICS. The Size of all the Images is 768x 
768

Fig. 8:  Experimental Results of the Second Method Proposed 
in [21] for Fine Share Images. The Size of all the Images is 
768x768
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Fig. 9: Proposed (2,2)-EICS for Fine Share Images. The size of 
all the Images is 768 x768

Tsai et al.’s EICS  is simple, but it may not satisfy the contrast 
condition anymore, and the recovered secret image contains a 
mixture of the image information of share images. Consider the 
essence of mixing gray-level pixels; the secret information may 
be hard to be recognized by human eyes.
Lastly, the EICS proposed in  is only for (2,2) access structure; 
besides their limitations on the access structure, the scheme may 
have security issues when relaxing the constraint of the dynamic 
range. (Explicit discussions on the security of the EICS in  can 
be found in [18, Sec. 4.2].)
This paper proposes an embedded EICS scheme with overall good 
properties. Comparisons of properties of our proposed scheme 
with some well-known EICSs can be found in Section VII, where 
we will show that our scheme has competitive image quality 
compared with many of the well-known EICSs.  Besides,  our  
EICS  has  many  specific  advantages against these well-known 
EICSs, respectively.
Many kinds of halftone algorithms have been proposed in the 
literature. In this paper, we make use of the patterning dithering 
. The patterning dithering makes use of a certain percentage of 
black and white pixels, often called patterns, to achieve a sense 
of gray scale in the overall point of view. The pattern consists of 
black and white pixels, where different per

Fig. 10: Halftoned Patterns of the Dithering Matrix of the Gray-
levels 0-9

centages of the black pixels stands for the different graynesses. 
The halftoning process is to map the gray-scale pixels from the 
original image into the patterns with certain percentage of black 
pixels. The halftoned image is a binary image. However, in order 
to store the binary images one needs a large amount of memory. A 
more efficient way is by using the dithering matrix. The dithering 
matrix is a integer matrix, denoted as . The entries, denoted as for 
and, of the dithering matrix are integers between 0 and , which 
stand for the gray-levels in the dithering matrix. Denote as the 
gray-levels of a pixel in the original image. The halftoning process 
is formally described in Algorithm 1. 
Generally, for an input image   of size , the halftoning
process runs on each pixel in   as follows.

To describe the halftoning process clearer, take the dithering 
matrix with  gray-levels as an example, where
the gray-levels of the original image range from 0 to 9. 
 Example  1:  Dithering  matrix  with  10  gray-levels  
is
shown in Matrix I.

In Algorithm 1, the halftoning process causes the    pixel expansion 
on the input image. We call it the halftone pixel expansion. In 
the rest of the paper, we denote   as the halftone pixel expansion, 
i.e.,  . Take the above dithering matrix  as an example, the 
halftoned patterns of the gray-levels are shown in fig. 10.

III. A Sketch and the Main Idea of the Proposed Embedded 
EICS
In this section, we will give an overview of our construction. First 
we introduce the formal definition of embedded EICS.
Definition  2  (Embedded EICS):  Denote and a s  t he 
basis matrices of a traditional ICS with access structure and pixel 
expansion . In order to encode a secret image , the dealer 
takes   gray-scale original share images as inputs, and converts 
them into   covering shares which are divided into blocks of   
subpixels  . By embedding the  rows  of a n d  
(after  randomly  permuting  their columns) into the blocks, the 
embedded EICS outputs   shares , and there exist values and   
satisfying:
1)  The stacking result of each block of a qualified subset of shares 
can recover a secret pixel. More precisely, if , denote as the blocks 
at the same position of the shares , then for a white secret pixel, 
the OR of is a vector   that satisfies , and that for a black 
secret pixel, it satisfies
2)  Part of the information of the original share images is preserved 
in the shares. Define be the ratio of the information of the 
original share images that preserved in the shares, and it satisfies In 
Definition  2, the first condition ensures that the secret image can 
be imagely observed by stacking a qualified subset of shares. The 
second condition ensures that the shares are all meaningful in the 
sense that parts of the information of the original share images are 
preserved. The value    reflects the ratio of the information of the 
original share images preserved in the shares. Explicitly, the value 
of    is between  0  and  1, where  means that no information of 
the original share images can be observed, and means that 
all the information of the original share images can be observed. 
Generally, when  , the shares can be considered as meaningful. 
The larger the value of   is the better image quality the shares will 
have. At last, Definition 2 does not have the security condition. 
The secret image is, in fact, encrypted by the corresponding ICS, 
and then we embed its shares into the covering shares. 
Hence, the security of the embedded EICS is guaranteed by the 
security of the corresponding ICS, i.e., the security condition of 
Definition 1.
Furthermore, we need to point out that, in , Ateniese et al. proved 
the optimality of their scheme under their definition of EICS. 
Under the definition of Ateniese et al., all the information of the 
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original share images is preserved in the shares. 
However, as the second condition of the above Definition 2 
indicates, only parts of the information of the original share images 
are preserved in the shares, i.e., Definition 2 is a relaxed model 
of the EICS model proposed in . Hence our scheme can have 
smaller pixel expansion by sacrificing part of the information of the 
original share images. We claim that our definition is reasonable, 
because the information of the original share images is not as 
important as that of the secret image for the paricipants. Besides, 
experimental results of this paper show that:
Construction 5: We define the starting dithering matrix, denoted 
as , as described in Matrix III. (The starting dithering matrix 
is a random matrix with   entries, where each entry of contains a 
gray-level, and each gray-level of appears in    once. Particularly, if   
is a square number, we can choose a magic square as the starting 
dithering matrix  , for example, and in Matrices I and II, 
respectively.

 

An example of Construction 5 can be found in Example 4. 

   (1)

1), but one can design the threshold covering subset with min- 
imum average black ratio (Theorem 1, Corollary 1 and Corol- lary 
2), so the average black ratio provides a more appropriate criterion 
about the effectiveness of the covering subsets. We will propose 
further methods to decrease the average black ratio in Section VI 
under different conditions.

V. Embedding the Corresponding ICS Into the Covering 
Shares
After generating the covering shares, the embedding process can 
be realized by the following algorithm.

In Step 4 of Algorithm 2, by “embed” we mean that the pixels in 
the embedding positions are replaced by the subpixels of the share 
matrix. The diagram of Algorithm 2 can be found in fig. 11.
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Fig. 11: Diagram of Algorithm 2

the secret image pixel expansion and image quality of the shares. 
Furthermore, for bigger halftone pixel expansion, the dithering 
matrix can simulate more gray-levels, hence, having better vi- sual 
quality for the shares. So another trade-off lies between the share 
pixel expansion and the image quality of the shares. (Re- call that 
the share pixel expansion is equal to the halftone pixel expansion.) 
The above discussions show that our scheme is flexible with regard 
to the share pixel expansion, secret image pixel expan- sion, and 
the image quality of the shares.

VI. Further Improvements on the Image Quality of the 
Shares

A. Reducing the Black Ratio of the Covering Subsets 
for 
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Matrix VI

We first concatenate starting matrices and divide them into three 
blocks, as shown in Matrix VII.

Matrix VII

Fig. 12: Original Share Images (Airplane, Baboon, Lena, Ruler, 
and Boat) and the Secret Image

Matrix VIII

At this point, we can halftone 2 pixels of the input original share 
images at a time, and embed 3 pixels of the secret image at a 
time.

VII. Experimental Results and Comparisons
In this section, we give the experimental results for the algo- 
rithms and constructions in this paper. We also compare the pro- 
posed embedded EICS with many of the well-known EICSs in 
the literature. First, we give the original images that will be used 
in the paper (Fig. 12): Lena, airplane, baboon, ruler, boat, and the 
se- cret image. The sizes of these images are 256 X 256; they will 
be scaled to their proper size when necessary.
We provide two well-known objective numerical measure- ments 
for the image quality, the peak signal-to-noise ratio (PSNR) and 
the universal quality index (UQI) [28]. In this paper, the PSNR 
is adopted to assess the distortion of each share image with 
its original halftoned share image (i.e., without the darkening 
process). In such a way, the PSNR values in Tables IX and X 
can reflect the effects of a combination of the following possible 
processes in EICSs: darkening, embedding, and modification. The 
PSNR is defined as follows:

    (2)
where MSE is the mean squared error. The UQI is adopted to assess 
the distortion of each share image with its original gray-scale share 
image (after being scaled to the size of shares). Hence, the UQI 
value can reflect the effect of the halftoning process besides that of 
the darkening, embedding and modifica- tion processes in EICSs. 
The formal definition of UQI can be found in [28]. In this paper, 
the block size of UQI is set to be 8 for all the experiments.
The original halftoned share images of the proposed schemes, 
here, are generated by applying Algorithm 1 on the original

Table 9: Objective Numerical Measurements of fig. 2

Table 10: Objective Numerical Measurements of figs. 3, 4, 5, 6, 
7, 8, & 9

share images in Fig. 12 directly, and the dithering matrix that is 
used during the halftoning process of each original share image, 
after being halftoned, is the same as that is used in the proposed 
scheme, respectively. The original halftoned share images of 
Zhou et al. and Wang et al.’s schemes in Figs. 4, 5, 6, and 8 
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are generated by the blue noise halftoning technique and error 
diffusion halftoning technique on the original share images in 
fig. 12 directly.
Then we give the experimental results (Figs. 3, 4, 5, 6, 7, 8, and 9) 
to compare the image quality of the shares between the proposed 
scheme and several well-known schemes proposed in,where, for 
each scheme, the stacking of the two shares on the left will be the 
recovered image on the right. The corresponding pixel expansions, 
con- trast, PSNR, and UQI values of each scheme can be found 
in Table 10.
The three images in Fig. 4 are the experimental results of the 
schemes proposed in and with share pixel expansion 9. Note that 
the PSNR of the first share image is larger than that of our scheme 
because it does not need the darkening process; however, the 
PSNR of the second share image is smaller than that of our scheme 
because it needs to be converted to its com- plementary image. 
According to the UQI values for the same original share image, 
the image quality of the first share image is better than that of ours 
(0.0445 versus 0.0293); the main reason is that it does not need 
the darkening process. However, the vi- sual quality of the second 
share image is worse than that of ours ( versus 0.0281). The main 
disadvantage of this EICSis that two complementary share images 
are needed; hence, it is much more likely to incur the watchdog’s 
attention The three images in fig. 5 are the experimental results 
of the second EICS proposed in with share pixel expansion 9. 
Note that the PSNR values are not as good as that of ours, and the 
UQI values are about the same to that of ours. The reason is the 
existence of auxiliary black pixels (ABPs) in their scheme. The 
ABPs can be viewed as noises, and are diffused to other parts of 
the share images during the error diffusion halftoning process. This 
is the very reason that their shares are vaguer than that of ours, 
e.g., in the share “Airplane,” the word “FORCE” on the body of 
the airplane is not recognizable in their first share, while in our 
share the word “FORCE” can be recognized imagely. Note that, 
the shares in the third line look smoother than that of ours. In fact, 
this is the greatest advantage of the second EICS in.
The three images in Fig. 6 are the experimental results of the third 
EICS proposed in with share pixel expansion 9. Note that, the 
PSNR values of their scheme are smaller than that of ours, because 
it requires modifications to the halftone shares. However, the UQI 
values of their scheme are larger than that of ours, because it does 
not require darkening the images. Ac- cording to Fig. 6, it can be 
observed that the main disadvantage of this EICS is that the image 
content of each share image ap- pears in each other. Actually, the 
third EICS of requires choosing approximately complementary 
share images. How-To better show the advantages of the proposed 
scheme, we give further comparisons on fine share images. We 
only consider EICSs that the contents of each share is independent 
of the others. From this point of view, Wang et al.’s second EICS 
is the most competitive one. Figs. 8 and 9 show the experimental 
results of the proposed scheme and Wang et al.’s second EICS. 
Note that, the share images ruler for the proposed scheme and 
Wang et al.’s scheme are both generated from the input image ruler 
from Fig. 12, where the linewidth of both share images is 1.
In order to get a clear insight of the image quality of the ex- 
perimental images in this section, we also give the objective nu- 
merical measurements as follows (Tables IX and X), where PE 
and PE stand for share pixel expansion and secret image pixel 
expansion, respectively. In Table X, the mark in the second line 
means that the re- covered secret image is disturbed by the image 
contents of the share images. Note that the void-and-cluster 
algorithm, applied in Zhou et al.’s scheme for choosing the secret 

pixel positions, is the very reason for this phenomenon. Besides the 
image quality, compared with the known EICSs in the literature, 
the proposed scheme also has the following advantages:

First, the EICSs proposed in can only deal with binary input • 
share images, while our proposed em- bedded EICS can deal 
with gray-scale input images.
Second, the EICS schemes proposed in , and , and the first • 
EICS proposed in require a pair of complementary input share 
images for each qualified subset, and the participants are 
required to take more than one share for some access structure, 
while our proposed embedded EICS does not have such a 
requirement for the input share images, and each participant 
only needs to take one share.
Third, compared with the third EICS proposed in, the shares • 
of our scheme do not affect each other and the orig- inal share 
image can be chosen arbitrarily.
At last, the proposed embedded EICS is flexible in the • 
sense that there exist two trade-offs between the share pixel 
expansion and the image quality of the shares and between 
the secret image pixel expansion and the image quality of the 
shares. This flexibility allows the dealer to choose the proper 
parameters for different applications.

VIII. Conclusion
In this paper, we proposed a construction of EICS which was 
realized by embedding the random shares into the meaningful 
covering shares. We show two methods to generate the covering 
shares, and proved the optimality on the black ratio of the threshold 
covering subsets. We also pro- posed a method to improve the 
image quality of the share im- ages. According to comparisons 
with many of the well-known EICS in the literature,the proposed 
embedded EICS has many specific advantages against different 
well-known schemes, such as the fact that it can deal with 
gray-scale input images, has smaller pixel expansion, is always 
unconditionally secure, does not require complementary share 
images, one participant only needs to carry one share, and can be 
applied for general access structure. The shares of the proposed 
scheme are mean- ingful images, and the stacking of a qualified 
subset of shares will recover the secret image imagely.
Further- more, our construction is flexible in the sense that there 
exist two trade-offs between the share pixel expansion and the 
image quality of the shares and betweenthe secret image pixel 
expan-sion and the image quality of the shares.Comparisons on 
the experimental results show that the image quality of the share 
of the proposed embedded EICS is compet- itive with that of 
many of the well-known EICSs in the literature.
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