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Abstract

Mobile ad-hoc networks are prone to a number of security threats.
The fact that mobile ad-hoc networks lack fixed infrastructure
and use wireless link for communication makes them very
susceptible to an adversary’s malicious attacks. Black hole attack
is one of the severe security threats in ad-hoc networks which
can be easily employed by exploiting vulnerability of on-demand
routing protocols such as AODV. In this paper, we have proposed
a solution based on Intrusion Detection System (IDS) in NS2 to
prevent black hole attacks imposed by both single and multiple
black hole nodes. Result of a simulation study proves the particular
solution maximizes network performance as well as effectively
preventing black hole attacks against mobile ad-hoc networks.
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I. Introduction

A mobile ad-hoc network is a self organizing network that consists
of mobile nodes that are capable of communicating with each other
without the help of fixed infrastructure. On the contrary to traditional
wired networks that use copper wire as a communication channel,
ad-hoc networks use radio waves to transmit signals.Mobility, an
advantage of wireless communication, gives a freedom of moving
around while being connected to a network environment. Ad-hoc
networks are so flexible that nodes can join and leave a network
easily. But this flexibility of mobile nodes results in a dynamic
topology that makes it very difficult in developing secure ad-hoc
routing protocols.

Security being a serious issue, the nature of Ad-Hoc networks
makes them extremely vulnerable to adversary’s malicious
attacks. First of all, the use of wireless links renders a mobile ad-
hoc network to be vulnerable to attacks of various types - black
hole attack being one of them .Unlike wired networks where an
adversary must gain a physical access to network wires or pass
through several lines of defense at firewalls and gateways, attacks
on mobile ad-hoc network can come from all directions and target
at any node. Compared to traditional wired networks (a network
in which network traffic could be monitored at central devices
such as switches and routers), mobile ad-hoc networks have no
network concentration points to filter traffic. The use of wireless
links, lack of fixed infrastructure and the characteristic of dynamic
topology associated with ad hoc networks make it impossible to
use wired network security mechanism.

Il. Ad-Hoc Routing Protocols

Ad-hoc On-Demand Distance Vector (AODV)[1] is an on demand
routing protocol which is used to find a route between the source
and destination node as needed. It uses control messages such as
Route Request (RREQ), and Route Reply (RREP) for establishing
a path from the source to the destination. Header information of
these control messages are also explained in[1] . When the source
node wants to make a connection with the destination node, it
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broadcasts an RREQ message. This RREQ message is propagated
from the source, and received by neighbors (intermediate nodes)
of the source node. The intermediate nodes broadcast the RREQ
message to their neighbors. This process goes on until the packet
is received by destination node or an intermediate node that has
a fresh enough route entry for the destination in its routing table.
Fresh enough means that the intermediate node has a valid route
to the destination established earlier than a time period set as a
threshold. Use of a reply from an intermediate node rather than
the destination reduces the route establishment time and also the
control traffic in the network.

Sequence numbers are also used in the RREP messages and they
serve as time stamps and allow nodes to compare how fresh their
information on the other node is. When a node sends any type of
routing control message, RREQ, RREP, RERR etc., it increases its
own sequence number. Higher sequence number is assumed to be
more accurate information and whichever node sends the highest
sequence number, its information is considered most up to date
and route is established over this node by the other nodes.

I1l. Black Hole Attack

ABlack Hole attack is a kind of denial of service where a malicious
node can attract all packets by falsely claiming a fresh route to
the destination and then absorb them without forwarding them to
the destination. A black hole node pretends to have fresh enough
routes to all destinations requested by all the nodes and absorbs
the network traffic. When a source node broadcasts the RREQ
message for any destination, the black hole node immediately
responds with an RREP message that includes the highest sequence
number and this message is perceived as if it is coming from the
destination or from a node which has a fresh enough route to the
destination. The source assumes that the destination is behind
the black hole and discards the other RREP packets coming from
other nodes.
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Fig. 1: RREQ Broadcast

The source then starts to send out its data packets to the black hole
trusting that these packets will reach the destination.A malicious
node sends RREP messages without checking its routing table for
a fresh route to a destination. As shown in Fig. 1 above, source
node 0 broadcasts an RREQ message to discover a route for
sending packets to destination node 2. An RREQ broadcast from
node 0 is received by neighboring nodes 1, 3 and 4. However,
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malicious node 4 sends an RREP message immediately without
even having aroute to destination node 2. An RREP message from
a malicious node is the first to arrive at a source node. Hence,
a source node updates its routing table for the new route to the
particular destination node and discards any RREP message from
other neighboring nodes even from an actual destination node.
Once a source node saves a route, it starts sending buffered data
packets to a malicious node hoping they will be forwarded to a
destination node. Nevertheless, a malicious node (performing a
black hole attack) drops all data packets rather than forwarding
them on.

IV. Existing Technique

Researchers have proposed various techniques to prevent black
hole attack in mobile ad-hoc networks. H. Weerasinghe and H.
Fu [2], introduces the use of DRI (Data Routing Information) to
keep track of past routing experience among mobile nodes in the
network and crosschecking of RREP messages from intermediate
nodes by source nodes. The main drawback of this technique is that
mobile nodes have to maintain an extra database of past routing
experiences in addition to a routine work of maintaining their
routing table. It is evident that maintaining past routing experiences
wastes memory space as well as consuming a significant amount
of processing time which contributes to slow communication.
The second drawback is over consumption of limited bandwidth.
Cross-checking of the validity of routes contained in RREP
message from an intermediate node is implemented by sending a
FREQ (Further Request) message to the next-hop of the particular
intermediate node. Sending additional FREQ messages consumes
a significant amount of bandwidth from an already limited and
precious resource.

H. Deng, W. Li and D. Agrawal [3], research is similar to
Weerasinghe’s technique except an additional weakness of
inability to prevent attack from multiple black hole nodes. P. Raj
and P. Swadas [4], proposed an adequate solution by checking
RREP messages from intermediate nodes for possible intrusion
activities. This technique is successful based on the assumption of
cooperation between nodes. If a mobile node discovers a possible
attack by an intruder, the discovering node notifies all other nodes
the presence of an attack by broadcasting an ALARM message.
This process takes a considerable amount of time to notify all
nodes for a large network in addition to the network overhead
that can be caused by ALARM broadcast.

V. Proposed Methodology

A. Implementing BLACKHOLEAODV Protocol

To analyse the black hole behavior we modify the AODYV protocol.
Alltherouting protocols in NS are installed in directory of “ns-2.34”.
We start the work by duplicating AODV protocol and changing
the name to “BLACKHOLEAODV”. All the files that are labeled
as “aodv” are changed to blackholeaodv” such as blackholeaodyv.
cc, blackholeaodv.h, blackholeaodv.tcl,blackholeaodv_rqueue.
cc,blackholeaodv_rqueue.h etc. in this new directory except for
“aodv-packet.h”. Because both AODV and Black Hole AODV
protocol will send each other the same AODV packets. We have
changed all classes, functions, structs, variables and constant
names in all the files in the directory except struct names that
belongs to AODV packet.h code.

The First file modified is “\tcl\lib\ns-lib.tcl” where protocol agent
are coded as procedure. When the nodes use blackholeaodv
protocol, this agen t is scheduled at the beginning of simulation
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and is assigned to the nodes that will use blackholeaodv protocol.
The agent procedure for blackholeaodv is shown in fig. 2.
Second file modified is “\makefile” in the root directory of “ns-
2.34”. After all implementations are ready , we have to complile
NS-2 again to create object files. We have added the lines show
in fig. 3, to the “\makefile”.

Fig. 2: “Blackholeaodv” Protocol Agent is added in “\tcl\lib\ns-
lib.tel”

Fig. 4: “If” statement for dropping or accepting packets.

Fig. 5: Choosing AODV Control Message Types

So far, we have implemented a new routing protocol which is
labeled as blackholeaodv. But Black Hole behaviors have not yet
been implemented in this new routing protocol. To add Black Hole
behavior into the new AODV protocol we made some changes
in blackholeaodv/blackholeaodv.cc C++ file.We will describe
these changes we made in blackholeaodv/blackholeaodv.ccfile
explaining working mechanism of the AODV and Black Hole
AODYV protocols below. When a packet is received by the “recv”
function of the “aodv/aodv.cc”, it processes the packets based on its
type.If packet type is any of the many AODV route management
packets, it sends the packet to the “recvAODV” function .If the
received packet is a data packet, normally AODV protocol sends
it to the destination address, but behaving as a Black Hole it drops
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all data packets .In the code below, the first “if”’ condition provides
the node to receive data packets if it is the destination.The “else”
condition drops all remaining packets.

Ifthe packetis an AODV management packet, “recv”’ function sends
it to “recvblackholeAODV” function. “recvblackholeAODV”
function checks the type of the AODV management packet and
based on the packet type it sends them to appropriate function with
a “case” statement.For instance; RREQ packets are sent to the
“recvRequest” function, RREP packets to “recvReply” function
etc. case statements of “recvblackholeAODV” function is shown
in fig 5.

In our case we will consider the RREQ function because Black
Hole behavior is carried out as the malicious node receives an
RREQ packet. When malicious node receives an RREQ packet it
immediately sends RREP packet as if it has fresh enough path to
the destination. Malicious node tries to deceive nodes sending such
an RREP packet. Highest sequence number of AODV protocol
is 4294967295, 32 bit unsigned integer value . Values of RREP
packet that malicious node will send are described below. The
sequence number is set to 4294967295 and hop count is set to 1.
The false RREP message of the Black Hole Attack is shown in
fig 6. After all changes are finished we have recompiled all NS-2
files to create object files.

1. Simple Wireless Scenario
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Fig. 6: Data flow between Source and Destination via Node 1
and Node 5

The first scenario is simple wireless scenario where there is no
any Black Hole Node, connection between Node 0 and Node 4 is
correctly flawed when we look at the animation of the simulation,
using NAM .The packets are transmitted by source node to
destination node via node 1 and node 5.

2. 12 Nodes with One Black Hole

In this scenario Black Hole nodes absorb all incoming packets
from source. When source wish to send data on network it sends
RREQ message on network .All the nodes on network receives
that message, but Black Hole node immediately responds with
RREP message to source. The source then starts sending packets
to Black hole node assuming that it will transfer it to destination
.But Black Hole nodes absorb all the packets without forwarding
it to destination.
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Fig. 7: Packets Dropped Due to Black Hole (Node 11)

3. 25 Nodes with One Black Hole
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Fig. 8: Packets Dropped Due to Black Hole (Node 24)

In this scenario 24 Node is the Black Hole node which absorb
all incoming packets from source without forwarding to
destination.

B. Implementing IDSAODV Protocol

To minimize the effect of blackhole node and improve the packet
delivery ratio we modify the AODV protocol as IDSAODV.
Therefore, we cloned the “aodv” protocol, changing it to “idsaodv”’
as we did “blackholeaodv” before. As the black hole send an RREP
message without checking the tables, it is more likely for the first
RREP to arrive from the Black Hole. The IDSAODV Protocol
will check the RREP packet from Black Hole node for minimum
path to destination and maximum destination sequence number.
The IDSAODYV Protocol will discard the first RREP packet from
Black Hole node and choose second RREP packet that comes
from destination. The IDSAODYV Protocol will find another path
to destination ,other than Black Hole path. To analyse the black
hole we changed the receive RREQ function (recvRequest) of
the blackholeaodv.cc file but to implement the solution we had to
change the receive RREP function (recvReply) and create RREP
caching mechanism to check the RREP from Black Hole. To see
the effect of IDSAODV we configure the nodes as IDSAODV
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Protocol and observed the performance parameters. We used same
scenarios as we used for normal AODV and BLACKHOLEAODV
to do the comparison.

1JCST Vou. 3, Issue 4, Oct - Dec 2012

wvoid
1dsaoDv: irrep_insert (nsaddr_t id) {

idsBroadcastRREP *r = new idsBreadcastRREP(id);
acsert(r);

r-»g)pire = CURRENT_TIME + BCAST_ID_SAVE;
r—>count ++;

LIST INSERT HEAD(4&rrephead, r, link):

idsBroadcastRREP *
idsaoDV: irrep_lookup (nsaddr_t id) |
idsBroadcastREEF *r = rrephead.lh_first;
for{ ; r; r = r-»link.le_next) {
if (r-»dst == id)

return r;

1

raeturn NULL;

volid

1dsA0DV: irrep_remove (nsaddr_t id)
idsBroadcastBRREFP *r = rrephead.lh_first;
for{ ; r; ©r = r—>link.le_next) {
if {r-»dst == id)

LIST_REMOVE(r, link);

vold

1dsAODV: irrep_purge (1 {
idsBroadcastRREP *r = rrephead.lh_£first;

idsBroadcastRREF *rnj;

double now = CURRENTI_TIME;

ori{; r; r = rnl

h

rn = r=>1link.le_next;
if{r->expire <= now)
LIST_REMOVE(r, link):
delete r;

]

1

idsAODV: irecvReply (Packet *p) |
ldsBroadcastRREF * r = rrep_lookup(rp->rp_dst);
if{ih-»daddr{) == index) ({
if {r == NULL) {
count = 0;
rrep_insert (rp->rp_dst);
} else |
E=>COouUnt ++;
count = r->count;
}
UFDATE ROUTE TAELE
} else {

Forward(p);

Fig. 9: RREP Caching Mechanism

The RREP chaching mechanism is shown in fig. 9. “rrepinsert”
function is for adding RREP messages, “rrep lookup”function
is for looking any RREP message up if it is exist,“rrep remove”
function is for removing any record for RREP message that arrived
from defined node and purge” function is to delete periodically
from the list if it has expired. We chose this expire time “BCAST
ID SAVE” as 6.
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Fig. 10: Receive RREP Function of IDSAODV

In the “recvReply” function, we first control if the RREP message
arrived for itself and if it did, function looks the RREP message up
if it has already arrived .If it did not, it inserts the RREP message
for its destination address and returns from the function. If the
RREP message is cached before for the same destination address,
normal RREP function is carried out. Afterwards, if the RREP
message is not meant for itself the node forwards the message to
its appropriate neighbor. Figure 8 shows how the receive RREP
message function of the idsaodv is carried out.

1. 12 Nodes with IDSAODV
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Fig. 11: Checking RREP from Black Hole and Finding Other
Route to Destination

This is the scenario with IDSAODV. We use same scenario as
we used for BLACKHOLEAODYV ,here we configure nodes as
IDSAODYV instead of AODV . In IDSAODV the source node
will check RREP from Black Hole node for maximum sequence
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number and minimum route to destination ,it discard the message
and find other route to destination. The Packet Delivery Ratio is
improved by 73 % for 12 node scenario.

2. 25 Nodes with IDSAODV
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Fig. 12: Checking RREP from Black Hole and Finding Other
Route to Destination

This is the scenario of 25 nodes with one Black Hole. The Packet
Delivery Ratio for this scenario is 90%.

3. IDSAODV with Two Black Hole
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Fig. 13: Checking RREP from Black Hole and Finding Other
Route to Destination
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VI. Simulation Result

A. Performance Parameters without Black Hole
Table 1: Results without Black Hole

Parameters . 16 . .
nodes nodes nodes nodes

e 13844 | 13935 | 13241 | 21411
Packets

s 13766 | 13867 | 13158 | 21357

Packets

Packet

Delivery Ratio | 99.43 | 99.51 | 99.37 | 99.74

(%)

DataPackets | 24203 | 24225 | 23891 | 23531

Control 24151 | 24177 | 23784 | 23495

Packets

Total Dropped

e 78 68 83 54

Control 99.78 | 99.80 | 99.55 | 99.84

Overhead (%) ' ' ' '

Average

Throughput 387.19 | 390.07 | 370.18 | 600.18

bl o 209.03 | 208.85 | 211.57 | 133.30

Delay(ms)

B. Performance Parameters with Black Hole

1. With One Black Hole
Table 2: Results with One Black Hole (Default CBR Rate)

Parameters 12 16 21 25
nodes nodes nodes | nodes

Sen 10938 | 13125 | 6721 | 5601

Packets

Received

Packets L L L it

Packet

Delivery Ratio | 0 0 0 0.07

(%0)

Data Packets 10810 13132 6727 5497

Control 10810 | 13131 | 6726 | 5497

Packets

Total Dropped | ;935 | 13125 | 6721 | 5597

Packets

Control

Overhead (%) 100 90.99 90.98 | 100

Average =

Throughput 0 0 0 1.420

Average

Delay(ms) 0 0 0 147.1
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2 With Two Black Hole

Table 3: Results with Two Black Hole (Default CBR Rate)

9 14 25
Parameter

nodes nodes nodes
Generated Packets 27345 10749 10938
Received Packets 0 0 11
P:;zcke‘r Delivery Ratio 0 0 0.10
(%
Data Packets 22419 10626 15777
Control Packets 22298 10626 | 15775
Total Dropped Packets | 27345 | 10749 | 10921
Control Overhead (% 99.46 100 09098
Average
Throughput(kbps) 0 0 3-89
Average Delay(ms) 0 0 65.20

C. Performance Parameters with IDSAODV

1. With One Black Hole (Default CBR rate)

Table 4: Results with IDSAODYV (One Black Hole with Default

1JCST Vou. 3, Issue 4, Oct - Dec 2012

2. With Two Black Hole (Default CBR rate)
Table 5: Results with IDSAODV (Two Black Hole with Default

CBR Rate)
Parameter 14 nodes 25 nodes
Generated Packets 10749 10938
Received Packets 7912 8372
Packet Delivery Ratio | 73.60% 76.5405%
Data Packets 16206 16800
Control Packets 15910 16766
g;;f{leg‘}ppcd 2837 2566
Control Overhead 98.17% 99.79%
‘;]‘Ezi;pm(kbps) 324135 | 34292
Average Delay(ms) 622.07 771.137

D. Performance Parameters with IDSAODV

1. With One Black Hole (100Kbps CBR rate)
Table 6: Results with IDSAODV (One Black Hole with CBR

Rate 100kb)

CBR Rate)
12 16 21 25
Parameters
nodes nodes | nodes nodes

i 10938 | 13125 | 6721 5601

Packets
i ng 8014 | 9737 | 5835 5051
Packets
Packet Delivery

/ 2 2

Ratio (%) 73.26 74.186 | 86.82 90.18
Data Packets 16400 19950 12205 10140
Control Packets 16096 19636 11993 10140
TotalDropped | ,5,, | 3335 | s36 550
Packets
Control =
Overhead (%) 98.15 98.43 98.26 100
Average SEA = .
Tizoms s 328.26 | 332.37 | 199.19 206.97
i 614.60 | 580.78 | 910.86 | 1266
Delay(ms)

www.ijcst.com

Parameters 12 . . -
nodes nodes | nodes nodes
e 1500 | 2930 | 2442 | 4883
Packets
Received
2072 7
Packets 1497 2923 2439 4881
Packet Delivery
Ratio (%) 99.80 99.76 99 .87 90,95
Data Packets 4454 5871 7331 24419
Control Packets | 4454 5871 7330 24419
Total Dropped 5
Packets ) ¥ ) -
Control
Overhead (%) 100 100 00 98 100
Average
Throughput 51.11 99.78 | 99.94 09.946
Average S
Delay(ms) 290,28 11.85 17.91 30.04

INTERNATIONAL JOURNAL OF COMPUTER SCIENCE AND TECHNOLOGY 723




1JCST Vou. 3, Issue 4, Ocr - Dec 2012

2. With Two Black Hole
Table 7: Results with IDSAODV (Two Black Hole with CBR
Rate 100kb)

Parameter 14 nodes 25 nodes
Generated Packets 1250 1250
Received Packets 1223 1249
Packet Delivery Ratio | 97.84% 99.929%
Data Packets 2479 2507
Control Packets 2479 2507
Total Dropped 27 1
Packets

Control Overhead 100% 1009%
Average . =
Throughput(kbps) el e L
Average Delay(ms) 19.65 19.66

VII. Simulation Graph

A. Packet Delivery Ratio Comparison (Default CBR
rate)

Packet Delivery Comparison
20
12,9943 15,9951 21,9937 35,704
&
2
® 8 25,90.18
= 7 1.5 81
= 12,73 . —i— Packet Delreery Ratia without
2 &0 13 Black Heslr
2 == Fachit Delbeary Ratia with One
£ 40 Black Hode
-
E 0 Packet Dedioery Ratia with
- DRADY
o L0 35,007
| I ] | I |
0 5 ] 1 1] 5
Rumber Of Rodes

Fig. 14: Number of Node v/s Packet Delivery Ratio (Default)

For without Black Hole Scenario (Normal AODV) the Packet
Delivery Ratio is between 98 to 99%.For with Black Hole Scenario
(Standard Parameters) the Packet Delivery Ratio is almost 0%.For
IDSAODV Scenario the Packet Delivery Ratio is improved
between 73 to 90%.

B. Packet Delivery Ratio Comparison (100Kbps CBR
rate)

In previous Packet Delivery Ratio Comparison graph the CBR
Rate is set to default and we observed that Packet Delivery Ratio
was between 73 to 90% for IDSAODYV Protocol.If the CBR traffic
rate is set to 100kb the Packet Delivery Ratio is improved to 99%
for IDSAODYV Protocol.
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Fig. 15: Number of Node v/s Packet Delivery Ratio

C. Average Delay Comparison (Default CBR rate)

Average Delay Comparison
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Fig. 16: Number of Node v/s Average Delay

For without Black Hole Scenario the Average Delay decreases as
Generated Packets increases .For with Black Hole Scenario the
Average Delay is 0 with Packet Delivery Ratio 0.For IDSAODV
Scenario the Average Delay increases as Packet Delivery Ratio
improves.

VIII. Conclusion

In this paper, we analyzed the effect of Black Hole in AODV
network. For this we implemented an AODYV protocol that behaves
as Black Hole in NS2. Having simulated the black hole attack ,
we saw that the packet loss is increased in ad-hoc network. The
Black Hole Attack affects the overall network connectivity and
causes data loss in network.

Therefore to minimize the black hole effect, we implemented
IDSAODYV protocol .The IDSAODV protocol will improve the
packet delivery ratio and minimize the data loss. The advantage
of this approach is the implemented protocol does not make any
modification in packet format hence can work together with AODV
protocol. Another advantage is that the proposed IDSAODV
does not require any additional overhead and require minimum
modification in AODV protocol.

IX. Future Work

The proposed strategy is tested for standard parameters of black
hole node such as maximum destination sequence number and
minimum hop count. But the malicious node changes their strategy
could be considered as future work.
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