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Abstract
The concept of cloud computing is a very vast concept which is 
very efficient and effective security services. The cloud computing 
methodology is a conceptual based technology which is used 
widely now a day. The cloud computing methodology is a 
conceptual based technology which is used widely now a day. 
But in data privacy protection and data retrieval control is one of 
the most challenging research work in cloud computing, because 
of users secrete data which is to be stored by user. An enterprise 
usually store data in internal storage and then tries to protect the 
data from other outside source. They also provide authentication 
at certain specific level. Despite the potential gains achieved from 
the cloud computing, the organizations are slow in accepting it due 
to security issues and challenges associated with it. Security is one 
of the major issues which hamper the growth of cloud. The idea 
of handing over important data to another company is worrisome; 
such that the consumers need to be vigilant in understanding 
the risks of data breaches in this new environment. This paper 
introduces a detailed analysis of the cloud computing security 
issues and challenges focusing on the cloud computing types and 
the service delivery types. This paper mainly proposes the core
concept of secured cloud computing.
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I. Introuduction
The US National Institute of Standards and Technology (NIST) 
define cloud computing as “a model for user convenience, on-
demand network access contribute the computing resources (e.g. 
networks, storage, applications, servers, and services) that can be 
rapidly implemented with minimal management effort or service 
provider interference” Cloud computing can also be defined as 
it is a new service, which are the collection of technologies and 
a means of supporting the use of large scale Internet services 
for the remote applications with good quality of service (QoS) 
levels [4]. Cloud computing is has many technologies such as Saas 
i.e. “Software as a Service”, Paas i.e. “Platform as a Service”, 
Iaas i.e. Infrastructure as a Service”. Cloud service delivery is 
divided among three archetypal models and various derivative 
combinations. Cloud computing can be seen as a service-
oriented architecture (SOA) exploring almost every computing 
component including, but not limited to distributed computing, 
grid computing, utility computing, on-demand, open source, Peer-
to- Peer and Web 2.0. . In minimizing potential security trust issues 
as well as adhering to governance issues facing Cloud computing, 
a prerequisite control measure is to ensure that a concrete Cloud 
computing Service Level Agreement (SLA) is put in place and 
maintained when dealing with outsourced cloud service providers 
and specialized cloud vendors.

Fig. 1: Cloud Service Model

II. Cloud Service Models [4]

A. Cloud Software as a Service (SAAS)
Software as a Service (SaaS) involves the vendor using their 
cloud infrastructure and cloud platforms to provide customers 
with software applications. Example applications include email 
and an environment for users to collaboratively develop and share 
files such as documents and spreadsheets.

Fig. 2: Software as Service Model

These end user applications are typically accessed by users via a 
web browser, eliminating the need for the user to install or maintain 
additional software. Typically the vendor controls and maintains 
the physical computer hardware, operating systems and software 
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applications. Typically the customer only controls and maintains 
limited application configuration settings specific to users 
such as creating email address distribution lists.Example SaaS 
vendor services include Salesforce.com Customer Relationship 
Management (CRM), Google Docs and Google Gmail. Microsoft 
Office 365 (formerly called Business Productivity Online Suite) 
consists of Microsoft Office Web Apps, Microsoft Exchange 
Online, Microsoft SharePoint Online, Microsoft Dynamics 
CRM Online and Microsoft Lync. For example, a cloud-based 
word processing application should support standards for 
document portability; the requirement for standards support in 
a word processing application has nothing to do with whether 
the application is running in the cloud. Whatever the name, 
SaaS applications run on a SaaS provider's servers. The provider 
manages access to the application, including security, availability, 
and performance. SaaS customers have no hardware or software 
to complexity of buying and managing the underlying hardware 
and software and provisioning hosting capabilities .The consumer 
uses a hosting environment for their applications [12].

B. Cloud Platform as a Service (PAAS) [6]
Platform as a Service (PaaS) involves the vendor providing 
Infrastructure as a Service plus operating systems and server 
applications such as web servers. PaaS enables customers to use 
the vendor’s cloud infrastructure to deploy web applications and 
other software developed by the customer using programming 
languages supported by the vendor.

Fig. 3: PaaS Cloud Model

Typically the vendor controls and maintains the physical computer 
hardware, operating systems and server applications. Typically the 
customer only controls and maintains the software applications 
developed by the customer. Example PaaS vendor services 
include Google App Engine, 100% clear, with questions about 
whether Salesforce will ever support a standard programming 
language alongside its own Apex. So far, the market’s breaking 
along platformspecific lines: Engine Yard for Ruby on Rails 
development, WaveMaker for Ajax; Azure for Windows, Visual 
Studio, and .Net; and Google’s AppEngine for Python and Java.

C. Cloud Infrastructures as a Service (IAAS)
(IaaS) involves the vendor providing physical computer hardware 
including CPU processing, memory, and data storage and network 

connectivity. The vendor may share their hardware among multiple 
customers referred to as “multiple tenants” using virtualization 
software. IaaS enables customers to run operating systems and 
software applications of their choice. Typically the vendor 
controls and maintains the physical computer hardware. Typically 
the customer controls and maintains the operating systems and 
software applications. Example IaaS vendor services include 
Amazon Elastic Compute Cloud (EC2), GoGrid and Rackspace 
Cloud. The user can buy the infrastructure according to the 
requirements at any particular point of time instead of buying 
the infrastructure that might not be used for months.

Fig. 4: IaaS Cloud Model

IaaS operates on a “Pay as you go” model ensuring that the 
users pay for only what they are using Virtualization enables 
IaaS providers to offer almost unlimited instances of servers to 
customers and make cost-effective use of the hosting hardware. 
IaaS users enjoy access to resources that might be very costly if 
purchased completely.

III. Cloud Deployment Models [4]
Regardless of the service model utilized (SaaS, PaaS, or IaaS) there 
are four deployment models for cloud services, with derivative 
variations that address specific requirements are depicted.

A. Public Cloud
Simply put, a public cloud is the availability of IT resources, like 
compute, storage, development platforms, applications, etc., as 
service over the internet and which can be provisioned on demand 
using a self-service portal. Public clouds offer rapid elasticity and 
seemingly infinite scalability with an ability to consume resources 
on a pay-per-use basis. Typically public clouds are operated and 
managed at datacenters belonging to service providers and shared 
by multiple customers (multi-tenancy). Such a shared model 
helps reduce vendor costs, which manifests itself in better cloud 
economics.

B. Private Cloud
A public cloud is a model which allows users‘access to the cloud 
via interfaces using mainstream web browsers. It‘s typically based 
on a pay-per-use model, similar to a prepaid electricity metering 
system which is flexible enough to cater for spikes in demand for 
cloud optimization. This helps cloud clients to better match their 
IT expenditure at an operational level by decreasing its capital 
expenditure on IT infrastructure. Public clouds are less secure than 
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the other cloud models because it places an additional burden of 
ensuring all applications and data accessed on the public cloud 
are not subjected to malicious attacks.

C. Community Cloud
A community cloud is a multi-tenant infrastructure that is shared 
among several organizations from a specific group with common 
computing concerns. The goal of a community cloud is to have 
participating organizations realize the benefits of a public cloud 
-- such as multitenancy and a pay-as-you-go billing structure -- but 
with the added level of privacy, security and policy compliance 
usually associated with a private cloud.

D. Hybrid Cloud
The approach to hybrid cloud extends the private cloud model by 
using both local and remote resources. It is usually used to handle 
ash crowds by scaling out when the local capacity is exhausted. 
This so called cloud-bursting enables highly elastic environments. 
The main difference between private and hybrid clouds is \the 
extension of service provider-oriented low cost cloud storage to 
the enterprise”. That is remote cloud resources are seamlessly 
integrated in the private cloud, and thereby creating a hybrid 
cloud.

IV. Cloud Security
Cloud computing and web services run on a network structure so 
they are open to network type attacks. One of these attacks is the 
distributed denial of service attacks. If a user could hijack a server 
then the hacker could stop the web services from functioning and 
demand a ransom to put the services back online.

Fig. 4: A Cloud Technology Reference Model

To stop these attacks the use of syn cookies and limiting users 
connected to a server all help stop a DDOS attack. Another such 
attack is the man in the middle attack. If the secure sockets layer 
(SSL) is incorrectly configured then client and server authentication 
may not behave as expected therefore leading to man in the middle 
attacks. It is clear that the security issue has played the most 
important role in hindering Cloud computing. Without doubt, 
putting your data, running your software at someone else's hard 
disk using someone else's CPU appears daunting to many. Well-
known security issues such as data loss, phishing, and botnet 
(running remotely on a collection of machines) pose serious threats 
to organization's data and software. Moreover, the multi-tenancy 
model and the pooled computing resources in cloud computing has 
introduced new security challenges that require novel techniques 
to tackle with.

A. Software as Service Security Issues [10]

1. Identity Management in the Cloud is Immature
Cloud providers themselves aren't always sophisticated about 
integrating their platforms with identity services that exist behind 
the enterprise firewall, says Forrester analyst Chenxi Wang. There 
are some third-party technologies that let IT extend role-based 
access controls into the cloud with single sign-on, from Ping 
Identity and Simplified. "Managing identities and access control 
for enterprise applications remains one of the greatest challenges 
facing IT today", according to research from the Cloud Security
Alliance.

Fig. 5: Software as a Service Security Consideration

2. Cloud Standards are Weak
SAS 70 is an auditing standard designed to show that service 
providers have sufficient control over data. The standard wasn’t 
crafted with cloud computing in mind, but it’s become stand-in
benchmark in the absence of cloud-specific standards. There's no 
guarantee that your data will be safe with an ISO 27001-compliant 
vendor, however. One survey of IT managers commissioned by 
CA found numerous companies that claim to be compliant with 
ISO 27001 yet "admit to bad practices with regard to privileged
user management

3. Secrecy
Cloud vendors argue that they are more able to secure data than 
a typical customer, and that SaaS security is actually better than 
most people think. But some customers find this hard to believe
because SaaS vendors tend to be rather secretive about their security 
processes.In particular, many cloud service providers release very 
few details about their data centers and operations, claiming it 
would compromise security. However customers and industry 
analysts are getting fed up with all the unanswered questions and 
hush-hush nondisclosure agreements. The ability to analyze the 
security of SaaS applications is more limited than the ability to 
analyze the security of in-house systems, but that shouldn't prevent 
customers from demanding proof of vendor claims.

4. Access Everywhere Increases Convenience, But Also 
Risk [6]
One major benefit of software-as-a-service -- that business 
applications can be accessed wherever there is Internet connectivity 
-- also poses new risks. Coupled with the proliferation of laptops 
and smart phones, SaaS makes it even more important for IT shops 
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to secure endpoints. Access can also be regulated by using secure 
Web gateway appliances from Cisco or Blue Coat, which broker 
the connection between a customer and cloud services.

5. You Don't Always Know Where Your Data is
Regulations such as the Federal Information Security Management 
Act (FISMA) require customers to keep sensitive data within the 
country. Although keeping data within U.S. borders seems like 
a relatively simple task on its face, cloud vendors will often not 
make that guarantee. In highly virtualized systems, data and virtual 
machines can move dynamically from one country to another in 
response to load balancing needs and other factors.

B. Infrastructure as Service Security [12]

1. Hypervisor Security
In the past, services were typically hosted on individual servers, 
which created a physical demarcation that most of us trusted 
between these services. With private cloud, most or all of them 
will run in a virtualized environment and you can’t take the security 
model used by the hypervisor for granted – you’ll need to evaluate 
the security models and development of your hypervisors and 
consider whether you should tier your applications based on 
relative security of different hypervisors.

2. Multitenancy 
Most of us understand that public clouds are going to be 
multitenant solutions, where you will be sharing a pooled resource 
infrastructure with other consumers of the cloud service. The same 
is likely going to be true of your private cloud IaaS deployment. 
Although all the tenants will be from the same company (this is 
by definition for private cloud), not all tenants may be comfortable 
sharing infrastructure with other orgs within the same company. 
For example, would Research and Development and Human 
Resources feel comfortable having their services hosted on the 
same infrastructure as Test or Messaging? You’ll need to consider 
how you handle multitenancy in private cloud environment

(i). Identity Management and Access

(a). Control (IDAM)
In a traditional datacenter we were comfortable with the small 
handful of authentication repositories we had to work with – Active 
Directory being one of the most popular. But with private cloud, 
how will you handle authentication and authorization for the cloud 
infrastructure? How will you handle it for the tenants? How will 
you handle delegation of administration of various aspect of the
cloud fabric in what is an increasingly consolidated environment? 
And how will you handle the evolution of your private cloud to a 
hybrid cloud, where you will use various methods of federation 
and external identity providers, all with various levels of trust?

(b). Network Security
In the traditional datacenter we had sophisticated network IDS/
IPS devices that enabled us to view and assess traffic over the 
wire. We also had internal firewalls or advanced switches that 
enabled variable levels of access control over the wired (or 
wireless) network. In our private cloud we are likely to have 
many components of a service communicate with each other 
over virtual network channels only. How are you going to assess 
that traffic? How are you going to employ the same powerful 
access controls you did with your physical networks? And how 

will you control quality of service, which is a key issue in the 
“Availability” aspect of the CIA (Confidentiality, Integrity and 
Availability) security model.

Fig. 6: Infrastructure as a Service Cloud Model

(c). Eventing and Reporting
Private cloud, while enabling many of your business groups, 
is going to potentially significantly increase the complexity of 
your overall computing infrastructure. Teams will be firing up 
virtual machines using self-service portals, they’ll be installing 
operating systems and services, and many of these are going to 
be connected to other resources in the private cloud, to resources 
on your production network, to resources on the Internet and even 
resources hosted in your public cloud.

(C). Platform as Service Security

1. Vendor Lock-in
There are a small number of platform-as-a-service vendors today, 
and most have interests rooted in building a binding relationship 
through a comprehensive offering. Vendors such as Microsoft 
have been doing this for decades, and if the vendor remains viable 
and relevant and responds to the user community, it's generally a 
benefit for both parties. 

2. Technical Immaturity
Every cloud framework has its own interface methods, services, 
and costs. The unfolding nature of the platform-as-a-service 
approach puts everything at risk- -costs could change overnight, 
services could be dropped, and quality of service could worsen.
Standards bodies are just beginning to look at the market. Would 
you bet a critical business application on such a new arrival?

3. Privacy and Control
Vendors generally offer extensive protection methods, and it's in 
their interests to offer high levels of security. PaaS often provides 
a relatively sophisticated suite of access controls. But you, not 
the vendor, still own the risk.
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Fig. 7: Platform as a Service Cloud Model

Fig. 8: Comparison between Cloud Security Models [11]

V. Conclusion
In this paper, we explored the security issues at various levels 
of cloud computing service architecture. Security of customer 
information is a major requirement for any services offered by 
any cloud computing. We investigated ongoing security issues 
in Software-as-a-service (SaaS), Platform as a service (PaaS) 
and Infrastructure as a service (IaaS). Cloud computing systems 
challenge is assessing and managing risk. In the system lifecycle, 
risks that are identified should be rigorously balanced against 
the protection and privacy controls out there and therefore the 
expected edges from their utilization. However, one must be very 
careful to understand the security risks and challenges posed in 
utilizing these technologies. Cloud computing is no exception. In 
this paper key security considerations and challenges which are 
currently faced in the Cloud computing are highlighted. Cloud 
computing has the potential to become a frontrunner in promoting 
a secure, virtual and economically viable IT solution in the future. 
IaaS is the foundation layer of the Cloud Computing delivery 
model that consists of multiple components and technologies.
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