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Abstract
Software testing is one of the most important phase of software 
development life cycle. No one can underestimate the importance 
of software testing process on software quality assurance. 
Organization pays 40% of its efforts on testing process. A powerful 
testing technique results in reduced software development cost 
and time and improved performance. That is why choosing an 
appropriate testing technique is very important. In this paper we 
have discussed various testing approaches and methods, their 
peculiarities and finally discussed functional and non-functional 
testing. 
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I. Introduction
Software testing is a process for checking the correctness, and 
completeness of software to insure its quality. There are many 
approaches to software testing, but the tester has to choose most 
effective testing approach amongst all. Every time when one 
needs to test the software one has to investigate the whole process 
very carefully. Because deriving a test plan for a new system or 
complex product is not a matter of creating and following rote 
procedure. 

Table 1: Phases of Evolution of Testing

Period Testing 
Approach Specification

Phase I: 
Before
1956

Debugging-
Oriented 
Testing

Testing process was 
not separated from 
debugging.

Phase II: 
1957-1978 

Demonstration-
Oriented 
Testing

Testing is carried out 
to make sure that the 
software satisfies its 
specification.

Phase III: 
1979-82

Destruction-
Oriented 
Testing

Testing is done to detect 
implementation faults

Phase IV: 
1983-1987

Evaluation-
Oriented 
Testing

Testing is carried 
out to detect faults 
in requirements, 
design as well as in 
implementation.

Phase 
V: Since 
1988

Prevention-
Oriented 
Testing

Testing is done to 
prevent faults in 
requirements, design & 
implementation

The software testing process is similar to questionnaire session 
between tester and software under in order to evaluate it. Here 
questions fired by tester are things the software tester gives as 
input to the system, and the system answers with some output in 

reaction to the input. The testing is a process of comparing the 
behaviour of the software against oracles principles by which one 
can recognize a problem. The good practice is to test software 
as early as it has been written. The testing concept is evolved 
with time. Table 1 illustrate the concept evolution of testing [1]. 
Software testing life cycle comprises of the different phases [2] 
mentioned in Table 2.

Table 2: Software Testing Life Cycle
Phase Activity
Phase I:
Requirements/
Design Review

Software requirements/design is 
reviewed in detail and basic idea of 
what needs to be tested is derived.

Phase II:
Planning

Detailed test plan is derived. Test 
estimation and schedule is developed.

Phase III:
Test Designing

 Design test cases/ test script on 
the basis of detailed requirements 
specification.

Phase IV: Test 
Environment Setup

Setup the test environment with the 
goal of simulating the end-users 
environment.

Phase V:
Test Execution

Execute Test Cases in the Test 
Environment to check the result and 
finally prepare Test Report

II. Testing Approach
Different testing approaches are discussed as follows:

A. Testing by Poking Around
In testing by poking around, the system under test is feed with 
certain input and asked to do a few operations, and if system 
succeeds then it is declared as tested and ok. This is not a method 
of tactic testing. Testing by poking around is like an ad-hoc testing 
without script or particular real-life purpose. 
Demerits:

In testing by poking around has low coverage 1. 
It is not repeatable. 2. 
It is merely inconsistent method of testing3. 

B. Manual Testing
Manual software testing is often performed by a team of testers 
who have been involved in the development process [2]. The 
general process of testing a piece of software manually involves 
planning out the testing strategy to use on the software, developing 
the actual test cases to use, executing the tests, gathering the results 
and analysing and interpreting them, and repeating the process 
for any bugs which is still there. Fig. 1, shows the overview of 
manual testing. 
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Fig. 1: Overview of Manual Testing

C. Automated Test Script
Testing using automated test script is carried out using a short 
program called test script written in a programming language. 
The test script consist of number of instruction performed on 
the system under test to test that the system functions as expected 
or not. Fig. 2, shows the overview of testing using automated 
test script. 

Fig. 2: Overview of Manual Testing

D. Automated Model-based Testing
Model-Based Testing is the automatic generation of efficient test 
procedures/vectors using models of system requirements and 
specified functionality. The basic idea of model-based software 
testing is to identify and build abstract models to present certain 
properties and behaviours of the under-test software product so that 
different kinds of model-based testing activities can be performed 
efficiently. Fig. 3, shows the overview of testing using automated 
model-based approach.

E. Fully Automated Testing
In fully automated testing there is a program that runs the program 
under test automatically, give proper input, and check/compare 
actual output against the expected output [3].  The most important 
characteristic of fully automated system is once the test suite is 
written; no human intervention is needed, not even to run the 
program or to look its working. Figure 4 shows the overview of 
fully automated testing approach.
There are two basic methods (viz. static analysis and dynamic 
analysis) to analyse the system under test.

1. Static Analysis
Emphasize on software testing technique which estimates software 
quality without executing system under test. Techniques in this 
area include:-

Code inspection • 
Program analysis • 
Symbolic analysis • 
Model checking• 

(i). Dynamic Analysis 
Dynamic analysis emphasize on software testing technique which 
deals with specific testing method based on simulated executions 
of system under test with real data and under real (or simulated) 
circumstances. Process of dynamic analysis consists of synthesis 
of inputs, the use of structurally dictated testing procedures, and 
the automation of testing environment generation.

Fig. 3: Automated Model-based Testing

Fig. 4: Overview of Fully Automated Testing

III. Software Testing Technique
In this section we shall discuss software testing in detail. Software 
testing technique is classified into four types [4] 

Correctness testing • 
Performance testing • 
Reliability testing • 
Security testing• 

Fig. 5: Forms of Automated Software Testing

A. Correctness Testing
Correctness testing is carried out to check the structural and/or 
behavioural correctness of system under test. Correctness testing 
can be carried out in following three ways:
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White Box Testing• 
Black Box Testing• 
Grey Box Testing• 

1. White Box Testing
White box testing is based on analysis of internal workings and 
structure of a system under test. It is a very effective testing 
technique for validating design, decision, assumptions and finding 
programming and implementation errors in software. The general 
outline of white box testing process is described in following 
fig. 6.

Fig. 6: White Box Testing Process

Fig. 7, shows the different forms of white box testing [5]. We will 
outline each form white box testing in brief.  

Fig. 7: Forms of White Box Testing

(i). Loop Testing
Loops can be a simple loop, nested loop, concatenated loop, 
unstructured loop. Loop testing focuses on the validity of all 
loop constructs. 

(ii). Branch Testing/Conditional Testing/Decision 
Testing
The basic objective of branch testing is to test every true or false 
option on every decision statement. Here both simple as well as 
nested decision making statements are considered for testing.

(iii). Data Flow Testing
Data flow testing is carried out to inspect the flow of data within a 
program. Data flow testing emphasize on effect of variable value 
on program execution to ensure variables are initialized before 
they are used and all declared variables are used atleast once. Here 
the control flow graph is drawn showing the information about 
definition and use of program variables. 

(iv). Control Flow Testing 
Control flow testing technique is a structural testing used to find 
bug. It uses the program’s control flow for test process. Here 
more but simpler paths are selected over complicated but fewer 
paths.

(v). Basis Path Testing 
Basis path testing allows test case designer to produce a logical 
complexity measure of procedural design. This measure is used 

to outline a basic set of execution path. Basic path testing makes 
sure that each independent path through the code is taken in a 
predetermined order.

2. Black Box Testing
Black box testing is testing technique based on output requirements 
of software under test and without any knowledge of the internal 
structure or coding of the program.

Fig. 8: Black Box Testing

Here are the generic steps followed to carry out any type of Black 
Box Testing [4].

Examine the requirements and specifications of the system • 
under test.
Choose valid as well as invalid inputs for test.• 
Determine expected outputs for all chosen inputs.• 
Construct test cases with the selected inputs.• 
Execute the test cases.• 
Compare the actual outputs with the expected outputs.• 
Fix the defects if any and re-test.• 

Different forms of black box testing are discussed one by one.

(i). Equivalence Partitioning
In Black Box Testing using equivalence, the test data is divided 
into two classes, viz. valid class containing valid input and invalid 
class containing invalid input. Steps of equivalence testing are 
as follows:
Step 1: Divide test data in two classes: 
Valid class with valid test input and 
           II.Invalid class with invalid test input
Step 2: Take all inputs from valid class and verify output.
Step 3: Take all inputs from invalid class and verify output.
Step 4: Take inputs from both valid and invalid class and   
             verify output.
Step 5: Prepare test report based on verification carried out in   
            step 2, 3 and 4.

(ii). Boundary Value Analysis
Boundary Value Analysis is a black box software test design 
technique in which boundaries for input values are determined 
and only the values that are at the boundaries and just inside/
outside of the specified boundaries of test data are selected. Here, 
test data is divided into 6 parts
Min   (Minimum value from test data)
Max   (Maximum value from test data)
Min – 1 (Minimum minus 1)
Max – 1 (Maximum minus 1)
Min + 1  (Minimum plus 1)
Max +1  (Maximum plus 1)
Test is verified for only above mentioned values.

(iii). Fuzzing
Fuzz testing is used to find implementation bugs such as assertion 
failure and memory leaks using distorted / semi- distorted data 
injection in an automated or semi-automated manner. Fuzzing 
is very simple to understand and pre-conception about system 
behaviour is not required. It is used to track the part of program 



IJCST Vol. 4, ISSue Spl - 1, Jan - MarCh 2013  ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m 66   InternatIonal Journal of Computer SCIenCe and teChnology

requiring special attention that may be in the form of a code audit, 
application of static analysis, or partial rewrites. 

(iv). Cause Effect Graphing
Cause Effect Graphing is a software test design technique that 
involves identifying input conditions and their effects which are 
nothing but output conditions, producing a cause-effect Graph 
which is basically a directed graph. In cause-effect graph each 
input condition forms a node. 

(v). All-Pair Testing
In this technique test cases are designed to execute all possible 
combinations input parameters. For example, if there are ‘n’ 
parameters, each with ‘m’ values then between each two parameter 
there will be ‘n * m’ pairs. The main focus of pair wise testing 
is to have a set of test cases that covers all the pairs of input 
parameter.

(vi). State Transition Testing
Here, state transition diagram is generated to test various levels 
of coverage. State Transition Testing is basically used for testing 
state machines and navigation of graphical user interface.

Table 3: Difference Between White Box and Black Box Testing
Criteria Black Box Testing White Box Testing

Basic Concept

The internal 
structure of the 
item being tested 
is not known to the 
tester.

The internal 
structure of the 
item being tested is 
known to the tester.

Alternate 
names

Behavioural / 
Functional Testing 
/ Opaque / Closed 
Box  Testing

Structural Testing/ 
Glass Box Testing/ 
Clear Box Testing  

Applicable
Levels

Higher levels 
of testing like 
Acceptance and 
System Testing.

Lower levels of 
testing like Unit and 
Integration Testing.

Performed By Professional 
Testing Team Software Developers

Implementation 
Knowledge Not Required Required

Testing Based 
On

Requirement 
Specifications Detail Design

Ease of Use More easy and 
simple

Comparatively more 
complicated

Thoroughness Low High

3. Gray Box Testing
Gray Box Testing is also called as ‘Translucent Testing’. Gray Box 
Testing is software testing method mid-way between Black Box 
Testing method and White Box Testing method. So in Gray Box 
Testing the internal structure of program is neither fully known just 
like in White Box Testing nor totally unknown like in Black Box 
testing; here the internal structure of program is partially known. 
Gray Box Testing is done on the basis of high level database 
diagram and data flow diagram to test data domain and internal 
boundaries of the software. The various steps to carry out Gray 
Box Testing are [7] given as follow:

Identify Inputs and Outputs1. 

Identify Major Paths2. 
Identify Sub-function say Y3. 
Develop Inputs and Outputs for Sub-function Y4. 
Develop Test Cases for Sub-function Y5. 
Execute Test Case for Sub-function Y 6. 
Verify Correct Result for Sub-function Y7. 
Repeat Steps 3:7 for other Sub-function8. 
Repeat Steps 6 and 7 for Regression9. 

Gray Box testing can be carried out in real-time environment 
for that tester need to follow identify system performance 
requirements, then prepare system simulation for object level 
data, then execute system simulation to get test case data. Once test 
case data is obtained then it is necessary to monitor the behavior 
of real-time program and finally need to verify correct values 
based on Time-Stamps.

B. Performance Testing
The most essential issue concerned with the quality of software is 
performance. Performance testing indicates how well a software 
meets its requirements under estimated workload [6]. Here, quality 
of the software is measured by comparing the performance of 
software under test with certain pre-defined performance criteria. It 
can help to recognize parts of software system which can decrease 
its performance. In software programs the performance testing is 
done by checking speed, scalability and stability. Figure 9. Shows 
the basic process of performance testing.

Fig. 9: Process of Performance Testing

Step 1: Identify Testing Environment: - Before testing process 
there is need to recognize the physical environment like hardware, 
software and network configurations etc. This will help testers 
to generate more efficient tests and classify possible challenges 
that testers may encounter during the performance testing 
procedures.
Step 2: Identify The Performance Acceptance Criteria: -Testers 
should set the objectives and constraints for throughput, response 
times and resource allocation and project success criteria. The 
system/software under test need to meet this criteria.
Step 3: Plan & Design Performance Tests: - It is necessary to 
determine a variety of end users, key scenarios to test for all 
possible use cases and plan performance test data.
Step 4: Configuring the Test Environment: - Organize tools, testing 
environment, other resources before execution.
Step 5: Implement Test Design: - Create the performance tests 
according to test design.
Step 6: Test Execution: - Execute and observe the tests.
Step 7: Test Output analysis: - To observe upgrading or downgrading 
in system/ software performance the test results should analyse. 
Based on this analysis corrective action should be taken by the 
concerned person and the system is tested again.
Various types of performance testing are discussed as follows.

1. Load Testing
The purpose of load testing is to check performance and scalability 
of software under various user loads. 
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2. Stress Testing 
Stress testing is done under excessive workloads on software to 
see how it handles high traffic or data processing. It uses different 
breaking point of an application, in order to observe the results.

3. Endurance Testing
It is a process to make sure that software can handle the expected 
load over a long period of time.

4. Spike Testing 
It tests an application for unexpected large spikes in the load 
generated by users.

5. Volume Testing 
Volume Testing is used to check performance under various 
forms of data in database and overall software system behaviour 
is monitored. 

6. Scalability Testing
Scalability testing determines effectiveness of the software 
application in scalable environment to support an increase in 
user load.

C. Reliability Testing
Reliability is a measure of consistency of system under test. A 
system is considered as reliable if it gives the same result repeatedly. 
Software reliability states the probability of failure-free software 
operation for a specified period of time in a specified environment. 
‘Reliability Testing’ is used to discover all the failures of a system 
and remove them before the system is deployed. The basic aim 
behind the reliability testing is to determine system reliability, and 
to determine whether the software meets the customer’s reliability 
requirements. System Reliability is not a direct function of time. 
Software has a specification that it will not change over time unless 
intentionally changed or upgraded. Reliability testing ensures 
that system works as expected in normal as well as in unusual 
situations and reduces the rate of failure. This is accomplished by 
testing a product until it fails. This help in evaluating what kind 
of failure occurs, when it failed, where the failure occurred as 
well as why it failed, and reduce product development time and 
improve product quality before going to market.

D. Security Testing 
Security testing make sure that unauthorized personnel cannot 
access the system and only the authorized personnel can access 
the functions available to their security level. The security testing 
of any developed system or system under development system 
is all about finding the major weaknesses of a system which can 
cause major harm to the system by authorized or unauthorized 
users. Security testing is very important task for the tester in order 
to find and fix the problems. It ensures that the system will run 
for a long duration without any major problem. Following issues 
are covered by security testing:

Confidentiality: Security testing guaranties the privacy of • 
intended recipient.
Integrity: Security testing allows the person to get correct • 
information.
Authentication: Security testing keeps the system • 
legitimate. 
Availability: Information is always available whenever an • 
authorized person required it.
Authorization: Security testing provides the secure access • 

only to the authorized user. 

IV. Functional & Non-Functional Testing 
Software testing process can be broadly categorized as functional 
testing and non-functional testing

A. Functional Testing
Functional Testing is normally a black box testing where stress is 
given on verification of each and every functional specification 
and requirement of the system under test. Tester is not concerned 
about application development procedure. Here whole attention 
is paid on issues like checking whether the main functions of 
the application are met or not, checking whether the user can 
freely use and access software freely without any difficulties also 
error conditions are checked to assure that system can handle the 
exceptional conditions properly [8]. For performing functional 
testing, first step is to specify functionality requirement to be 
met by an application. Next step is to create test data based on 
the application specifications. The last and the most important 
step is compare actual and expected test results. Various types of 
functional testing are discussed as follows.

1. Unit Testing 
Unit testing is a low level software testing process where individual 
units/components of software are tested. The purpose is to validate 
the performance of each unit of the software designed [2].

2. Integration Testing 
Integration testing is a second level of the software testing process 
where different units/components of software are combined 
together to form a group and then testing is done. The major 
advantage of integration testing is to expose faults in the interaction 
between integrated units/components. There are two methods of 
integration testing, viz.:

(i). Bottom-Up Integration Testing
Bottom-Up Integration Testing approach, testing process begins 
with low level testing i.e. unit testing followed by progressively 
high level testing.

(ii). Top-Down Integration Testing
Here, high level testing modules are carried out first followed by 
low level testing module. 

3. System Testing 
System testing is a third level of the software testing process. Here 
system under test is whole integrated software. System Testing is 
carried out for evaluating overall compliance with the specified 
requirements.

4. Acceptance Testing 
Acceptance testing is a forth level of the software testing 
process. Here a system is tested for acceptability checking. 
Acceptance testing checks the software’s compatibility with the 
user requirements and to evaluate whether it is acceptable for 
delivery or not.

5. Regression Testing
Regression testing is carried out, after any bug-fix or enhancement 
done in software, to verify that modifications have caused any 
undesirable effect on software and software is still its objective 
and requirement specifications. Original set of test cases is a 
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superset of regression test cases. Regression test case perform 
spot checking of software under test to verify that the new code 
works properly and has not damaged any previously-working 
functionality by propagating unintended side effects. It should 
be noted that retesting and regression testing are two different 
terminologies. Re-testing means testing the functionality or bug 
again to ensure the fixation of code. Regression testing means 
testing a software application when it undergoes code change to 
ensure that new code has not affected other part of the code [2].

6. Alpha Testing
Alpha testing is carried out before releasing the product for beta 
testing. It is an in-house acceptance testing carried out by testing 
team. During this phase, spelling mistakes, broken links, cloudy 
directions are checked.

7. Beta Testing
Beta Testing is high level software testing. It is basically used to 
test advanced partial or full version of a software package. Here 
software is made freely available to one or more potential users. 
These users install the software and use it as per their wish and 
requirement and report any error revealed during usage back to 
the development organization. In beta testing variant minds are 
involved which explore the software use in diverse direction. This 
strength of beta testing helps to reveal unexpected errors that may 
occur when software is used in unexpected ways.

8. Smoke Testing
Smoke testing is used to make sure that critical functionalities 
of program is working fine. Regression testing is a superset of 
smoke testing where non-exhausted testing is performed to check 
the stability of system in order to proceed for further rigorous 
testing.

9. Sanity Testing
Sanity testing is done for minor changes in code or functionality 
of software to ensure that bugs have been fixed and no further 
issues will introduce due to these changes. Acceptance testing is 
a superset of sanity testing. The basic objective of sanity testing 
is to determine that the developer has applied some sanity while 
producing the software.

B. Non-Functional Testing
Non-Functional Testing of the software involves of requirements 
which are non-functional in nature but are equally important. Non-
Functional testing checks the performance, reliability, scalability 
and other non-functional aspects of the software system. Various 
types of non-functional testing methods are given below.

Performance Testing• 
Load Testing• 
Volume Testing• 
Stress Testing• 
Security Testing• 
Installation Testing: It ensures that all necessary components • 
of application are installed properly.
Penetration Testing: It checks the vulnerability of system. It • 
is carried out to determine whether unauthorized access or 
other malicious activity is possible or not
Compatibility and Migration Testing: It is a measure of how • 
well product is substantial to other working environment.   

V. Conclusion
In this paper, we have discussed various testing approaches like 
testing by poking around, manual testing, automated test script 
and model based testing and finally fully automated testing. Then 
we has discussed corrective testing in which we have covered 
white and black box testing along with their types and difference 
between them. Also gray box testing describe in detailed. Then 
we have briefly illustrated performance testing, reliability testing 
and security testing. In last section concept functional and non-
functional testing is discussed. In this section, different types of 
functional and non-functional testing techniques are elaborated. 
On the basis of whole survey, we came to the conclusion that 
testing is carried throughout software development life cycle; 
right from requirement specification phase to the maintenance 
and assistance provided after product delivery. So appropriate 
test case must be selected and properly designed and analyzed to 
reduce the testing cost and ultimately software cost.
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