
IJCST Vol. 4, ISSue Spl - 1, Jan - MarCh 2013  ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m 50   InternatIonal Journal of Computer SCIenCe and teChnology

Analysis of Detection and Prevention Techniques Against 
SQL Injection Vulnerabilities

1K. Phalguna Rao, 2Dr. Ashish B.Sasankar, 3Dr. Vinay Chavan
1Ph.D Scholar, India

2Dept. of Computer Science, S.K.Porwal college, Kampat, Nagpur MS, India.
3Dept. of Computer Science, G.H. Raisoni Institute of Information Technology, Nagpur MS, India

Abstract
SQL injection attacks create a serious security hazard to Web 
applications they allow attackers to obtain unrestricted access to 
the databases underlying the applications and to the potentially 
sensitive information these databases contain. In the last few 
months application-level vulnerabilities have been exploited with 
serious consequences by the hackers have tricked e-commerce sites 
into shipping goods for no charge, usernames and passwords have 
been harvested and confidential information such as addresses and 
credit-card numbers has been leaked. The reason for this occurrence 
is that web applications and detection systems do not know the 
attacks thoroughly and use limited sets of attack patterns during 
evaluation. Although researchers and practitioners have proposed 
various methods to address the SQL injection problem, current 
approaches either fail to address the full scope of the problem 
or have limitations that prevent their use and adoption. Many 
researchers and practitioners are familiar with only a subset of the 
wide range of techniques available to attackers who are trying to 
take advantage of SQL injection vulnerabilities. As a consequence, 
many solutions proposed in the literature address only some of the 
issues related to SQL injection. To address this problem, we present 
an extensive review of the different types of SQL injection attacks. 
We also present and analyze existing detection and prevention 
techniques against SQL injection attacks
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I. Introduction
Database-driven web applications have become widely deployed 
on the Internet, and organizations use them to provide a broad 
range of services to their customers. These applications, and 
their underlying databases, often contain confidential, or even 
sensitive, information, such as customer and financial records. This 
information can be highly valuable and makes web application 
an ideal target for attacks. In fact, in recent years there has been 
an increase in attacks against these online databases. One type 
of attacks in particular, SQL-Injection Attacks (SQLIAs), is 
especially harmful. SQLIAs can give attackers direct access to 
the underlying databases of a web application and, with that, the 
power to leak, modify, or even delete information that is stored 
on them. Recently, there have been many SQLIAs with serious 
consequences, and the list of victims of such attacks includes high-
profile companies and associations. The root cause of SQLIAs is 
insufficient input validation. SQLIAs occur when data provided 
by a user is not properly validated and is included directly in a 
SQL query. By leveraging inadequate input validation, an attacker 
can submit input with embedded SQL commands directly to the 
database. This kind of vulnerability represents a serious threat to 
any web application that reads inputs from the user (e.g., through 
web forms or through web APIs) and makes SQL queries to an 
underlying database using these inputs. Most web applications 
used by corporations and government agencies work this way 

and could therefore be vulnerable to SQL-injection attacks. Even 
though the vulnerabilities that lead to SQLIAs are well understood, 
SQL injection continues to be a problem due to a lack of effective 
techniques for detecting and preventing it. Improved coding 
practices could theoretically prevent SQLIAs.

II. Sqlias Types

A. Tautologies
Bypassing authentication, identifying inject able parameters, 
extracting data. The general goal of a tautology-based attack is 
to inject code in one or more conditional statements so that they 
always evaluate to true. The consequences of this attack depend 
on how the results of the query are used within the application. 
The most common usages are to bypass authentication pages 
and extract data. In this type of injection, an attacker exploits 
an injectable field that is used in a query’s WHERE conditional. 
Transforming the conditional into a tautology causes all of the 
rows in the database table targeted by the query to be returned. 
In general, for a tautology-based attack to work, an attacker must 
consider not only the injectable/vulnerable parameters, but also 
the coding constructs that evaluate the query results. Typically, 
the attack is successful when the code either displays all of the 
returned records or performs some action if at least one record is 
returned. Example: In this example attack, an attacker submits “ 
’ or 1=1 - - ” for the login input field (the input submitted for the 
other fields is irrelevant). The resulting query is: SELECT accounts 
FROM users WHERE login=’’ or 1=1 -- AND pass=’’ AND pin= 
The code injected in the conditional (OR 1=1) transforms the entire 
WHERE clause into a tautology. The database uses the conditional 
as the basis for evaluating each row and deciding which ones to 
return to the application. Because the conditional is a tautology, 
the query evaluates to true for each row in the table and returns 
all of them. In our example, the returned set evaluates to a nonnull 
value, which causes the application to conclude that the user 
authentication was successful. Therefore, the application would 
invoke method displayAccounts() and show all of the accounts 
in the set returned by the database [ 18].

B. Incorrect Queries
Identifying injectable parameters, performing database finger-
printing, extracting data. This attack lets attacker gather important 
information about the type and structure of the back-end database 
of a Web application. The vulnerability leveraged by this attack is 
that the default error page returned by application servers is often 
overly descriptive. In fact, the simple fact that an error messages 
is generated can often reveal vulnerable or injectable parameters 
to an attacker. Additional error information, originally intended to 
help programmers debug their applications, further helps attackers 
gain information about the schema of the back-end database. When 
performing this attack, an attacker tries to inject statements that 
cause a syntax, type conversion, or logical error into the database. 
Syntax errors can be used to identify injectable parameters. Type 
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errors can be used to deduce the data types of certain columns 
or to extract data. Logical errors often reveal the names of the 
tables and columns that caused the error. In this example attack’s 
goal is to cause a type conversion error that can reveal relevant 
data. To do this, the attacker injects the following text into input 
field pin: “convert(int,(select top 1 name from sysobjects where 
xtype=’u’))”. The resulting query is: SELECT accounts FROM 
users WHERE login=’’ AND pass=’’ AND pin= convert (int,(select 
top 1 name from sysobjects where xtype=’u’)) In the attack string, 
the injected select query attempts to extract the first user table 
(xtype=’u’) from the database’s metadata table. The query then 
tries to convert this table name into an integer. Because this is not 
a legal. type conversion, the database throws an error [28].

C. Stored Procedures
Performing privilege escalation, performing denial of service, 
executing remote commands. SQLIAs of this type try to execute 
stored procedures present in the database. Today, most database 
vendors ship databases with a standard set of stored procedures that 
extend the functionality of the database and allow for interaction 
with the operating system. Therefore, once an attacker determines 
which backend database is in use, SQLIAs can be crafted to 
execute stored procedures provided by that specific database, 
including procedures that interact with the operating system. It 
is a common misconception that using stored procedures to write 
Web applications renders them invulnerable to SQLIAs [9]. 
CREATE PROCEDURE DBO.isAuthenticated
@userName varchar2, @pass varchar2, @pin int
AS
EXEC(“SELECT accounts FROM users
WHERE login=’” +@userName+ “’ and pass=’” +@password+
“’ and pin=” +@pin);
GO
 Stored procedure for checking credentials.

This example demonstrates how a parameterized stored procedure 
can be exploited via an SQLIA. The stored procedure returns a true/
false value to indicate whether the user’s credentials authenticated 
correctly. To launch an SQLIA, the attacker simply injects “ ’ ; 
SHUTDOWN; - -” into either the userName or password fields. 
This injection causes the stored procedure to generate the following 
query:
SELECT accounts FROM users WHERE
login=’doe’ AND pass=’ ’; SHUTDOWN; -- AND pin=
At this point, this attack works like a piggy-back attack. The first 
query is executed normally, and then the second, malicious query 
is executed, which results in a database shut down. [1, 4, 9, 10, 
24, 28, 21, 18].

D. Piggy Backed Queries
Extracting data, adding or modifying data, performing denial 
of service, executing remote commands. In this attack type, an 
attacker tries to inject additional queries into the original query. 
We distinguish this type from others because, in this case, attackers 
are not trying to modify the original intended query; instead, they 
are trying to include new and distinct queries that “piggy-back” 
on the original query. As a result, the database receives multiple 
SQL queries. The first is the intended query which is executed 
as normal; the subsequent ones are the injected queries, which 
are executed in addition to the first. This type of attack can be 
extremely harmful. If successful, attackers can insert virtually 
any type of SQL command, including stored procedures, into the 

additional queries and have them executed along with the original 
query. Vulnerability to this type of attack is often dependent on 
having a database configuration that allows multiple statements to 
be contained in a single string. Example: If the attacker inputs “’; 
drop table users - -” into the pass field, the application generates 
the query:
SELECT accounts FROM users WHERE login=’roe’ AND 
pass=’’; drop table users -- ’ AND pin=4536 After completing 
the first query, the database would recognize the query delimiter 
(“;”) and execute the injected second query. The result of executing 
the second query would be to drop table users, which would likely 
destroy valuable information. Other types of queries could insert 
new users into the database or execute stored procedures. Note 
that many databases do not require a special character to separate 
distinct queries, so simply scanning for a query separator is not an 
effective way to prevent this type of attack [1, 18, 28].

E. Union Query
Bypassing Authentication, extracting data. In union-query attacks, 
an attacker exploits a vulnerable parameter to change the data set 
returned for a given query. With this technique, an attacker can 
trick the application into returning data from a table different 
from the one that was intended by the developer. Attackers do 
this by injecting a statement of the form: UNION SELECT <rest 
of injected query>. Because the attackers completely control 
the second/injected query, they can use that query to retrieve 
information from a specified table. The result of this attack is 
that the database returns a dataset that is the union of the results 
of the original first query and the results of the injected second 
query. Example: Referring to the running example, an attacker 
could inject the text “’ UNION SELECT cardNo from CreditCards 
where acctNo=145212 - -” into the login field, which produces 
the following query:
SELECT accounts FROM users WHERE login=’’ UNION
SELECT cardNo from CreditCards where
acctNo=145212 -- AND pass=’’ AND pin=
Assuming that there is no login equal to “”, the original first query 
returns the null set, whereas the second query returns data from 
the “CreditCards” table. In this case, the database would return 
column “cardNo” for account “145212.” The database takes the 
results of these two queries, unions them, and returns them to the 
application. In many applications, the effect of this operation is 
that the value for “cardNo” is displayed along with the account 
information[1, 28, 21].

III. Injection Mechanisms
Malicious SQL statements can be introduced into a vulnerable 
application using many different mechanisms. Injection through 
user input: attackers inject SQL commands by providing suitably 
crafted user input. A Web application can read user input in 
several ways based on the environment in which the application 
is deployed. In most SQLIAs that target Web applications, user 
input typically comes from form submissions that are sent to the 
Web application via HTTP GET or POST requests [14]. Web 
applications are generally able to access the user input contained 
in these requests as they would access any other variable in the 
environment. Injection through server variables: Server variables 
are a collection of variables that contain HTTP, network headers, 
and environmental variables. Web applications use these server 
variables in a variety of ways, such as logging usage statistics 
and identifying browsing trends. If these variables are logged to 
a database without sanitization, this could create SQL injection 
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vulnerability [30]. Because attackers can forge the values that 
are placed in HTTP and network headers, they can exploit this 
vulnerability by placing an SQLIA directly into the headers. When 
the query to log the server. Variable is issued to the database; the 
attack in the forged header is then triggered.
Injection through cookies: Cookies are files that contain state 
information generated by Web applications and stored on the client 
machine. When a client returns to a Web application, cookies can 
be used to restore the client’s state information. Since the client 
has control over the storage of the cookie, a malicious client could 
tamper with the cookie’s contents. If a Web application uses the 
cookie’s contents to build SQL queries, an attacker could easily 
submit an attack by embedding it in the cookie [8].

IV. Targets of the Attacker
Identifying injectable parameters: The attacker wants to search a 
Web application to discover which parameters and user-input fields 
are vulnerable to SQLIA. Performing database finger-printing: The 
attacker wants to discover the type and version of database that 
a Web application is using. Certain types of databases respond 
differently to different queries and attacks, and this information 
can be used to “fingerprint” the database. Knowing the type and 
version of the database used by a Web application allows an 
attacker to craft database specific attacks.

A. Determining Database Schema
To correctly extract data from a database, the attacker often needs 
to know database schema information, such as table names, column 
names, and column data types. Attacks with this intent are created 
to collect or infer this kind of information.

B. Extracting Data
These types of attacks employ techniques that will extract data 
values from the database. Depending on the type of the Web 
application, this information could be sensitive and highly 
desirable to the attacker. Attacks with this intent are the most 
common type of SQLIA.

C. Adding or Modifying Data
The goal of these attacks is to add or change information in a 
database.

D. Performing Denial of Service
These attacks are performed to shut down the database of a 
Web application, thus denying service to other users. Attacks 
involving locking or dropping database tables also fall under this 
category.

E. Bypassing Authentication
The goal of these types of attacks is to allow the attacker to bypass 
database and application authentication mechanisms. Bypassing 
such mechanisms could allow the attacker to assume the rights 
and privileges associated with another application user.

F. Executing Remote Commands
These types of attacks attempt to execute arbitrary commands 
on the database. These commands can be stored procedures or 
functions available to database users.

Fig. 2: Example Program Using Servelet

We introduce an example application that contains SQL injection 

vulnerability.
HelloWorldServlet.java
import java.io.*;
import javax.servlet.*;
import javax.servlet.http.*;
import java.sql.*;
public
class HelloWorldServlet extends HttpServlet { public void 
doGet (HttpServletRequest req, HttpServletResponse res)
 throws ServletException, IOException {
 res.setContentType(“text/html”);
ServletOutputStream out = res.getOutputStream();  o u t .
println(“<html>”);
  out.println(“<head><title>Hello World</title></
head>”);
  out.println(“<body>”);
   try { out.println(“asdf”);
 Class . forName(“org.gj t .mm.mysql .Driver”) .
newInstance(); }
  catch (Exception E) {
 out.println(“Unable to load driver.”);
 E.printStackTrace(); }
   out.println(“<br><hr>”);
    try { Connection Conn = 
 DriverManager.getConnection(“jdbc:mysql://sql.
useractive.com/USERNAME?user=USERNAME&password=P
ASSWORD”);
Statement Stmt = Conn.createStatement();
ResultSet RS = Stmt.executeQuery(“SELECT * from 
SOMETABLE”);while (RS.next()) {
out.println(RS.getString(1)); }
RS.close();Stmt.close();Conn.close(); }
catch (SQLException E) {
out.println(“SQLException: “ + E.getMessage());
out.println(“SQLState: “ + E.getSQLState());
out.println(“VendorError: “ + .getErrorCode()); } out.
println(“<h1>Hello World. Sun... 1.4</h1>”); out.println(“</
body></html>”);}
public String getServletInfo() {
 return “Create a page that says <i>Hello World</i> and send it 
back”; } }

V. Prevention of Sqlias

A. Defensive Coding Practices
The root cause of SQL injection vulnerabilities is insufficient input 
validation. Therefore, the straightforward solution for eliminating 
these vulnerabilities is to apply suitable defensive coding practices. 
Here, we summarize some of the best practices proposed in the 
literature for preventing SQL injection vulnerabilities. Input type 
checking: SQLIAs can be performed by injecting commands into 
either a string or numeric parameter. Even a simple check of 
such inputs can prevent many attacks. For example, in the case 
of numeric inputs, the developer can simply reject any input that 
contains characters other than digits. Many developers omit this 
kind of check by accident because user input is almost always 
represented in the form of a string, regardless of its content or 
intended use.

A. Encoding of Inputs
Injection into a string parameter is often accomplished through the 
use of meta-characters that trick the SQL parser into interpreting 
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user input as SQL tokens. While it is possible to prohibit any usage 
of these meta-characters, doing so would restrict a non-malicious 
user’s ability to specify legal inputs that contain such characters. 
A better solution is to use functions that encode a string in such a 
way that all meta-characters are specially encoded and interpreted 
by the database as normal characters.

B. Positive Pattern Matching
Developers should establish input validation routines that identify 
good input as opposed to bad input. This approach is generally 
called positive validation, as opposed to negative validation, which 
searches input for forbidden patterns or SQL tokens. Because 
developers might not be able to envision every type of attack that 
could be launched against their application, but should be able to 
specify all the forms of legal input, positive validation is a safer 
way to check inputs.

C. Identification of All Input Sources
Developers must check all input to their application. there are many 
possible sources of input to an application. If used to construct a 
query, these input sources can be a way for an attacker to introduce 
an SQLIA. Simply put, all input sources must be checked.

1. Black Box Testing
Huang and colleagues [19] propose WAVES, a black-box technique 
for testing Web applications for SQL injection vulnerabilities. 
The technique uses a Web crawler to identify all points in a Web 
application that can be used to inject SQLIAs. It then builds 
attacks that target such points based on a specified list of patterns 
and attack techniques. WAVES then monitors the application’s 
response to the attacks and uses machine learning techniques to 
improve its attack methodology. This technique improves over 
most penetration-testing techniques by using machine learning 
approaches to guide its testing. However, like all black-box and 
penetration testing techniques, it cannot provide guarantees of 
completeness.

2. Static Code Checkers
JDBC-Checker is a technique for statically checking the type 
correctness of dynamically-generated SQL queries [12, 13]. 
This technique was not developed with the intent of detecting 
and preventing general SQLIAs, but can nevertheless be used 
to prevent attacks that take advantage of type mismatches in a 
dynamically-generated query string. JDBC-Checker is able to 
detect one of the root causes of SQLIA vulnerabilities in code— 
improper type checking of input. However, this technique 
would not catch more general forms of SQLIAs because most 
of these attacks consist of syntactically and type correct queries. 
Wassermann and Su propose an approach that uses static analysis 
combined with automated reasoning to verify that the SQL queries 
generated in the application layer cannot contain a tautology [37]. 
The primary drawback of this technique is that its scope is limited 
to detecting and preventing tautologies and cannot detect other 
types of attacks.

3. Taint Based Approaches
WebSSARI detects input-validation related errors using 
information flow analysis [20]. In this approach, static analysis 
is used to check taint flows against preconditions for sensitive 
functions. The analysis detects the points in which preconditions 
have not been met and can suggest filters and sanitization functions 
that can be automatically added to the application to satisfy these 

preconditions. The WebSSARI system works by considering 
as sanitized input that has passed through a predefined set of 
filters. In their evaluation, the authors were able to detect security 
vulnerabilities in a range of existing applications. The primary 
drawbacks of this technique are that it assumes that adequate 
preconditions for sensitive functions can be accurately expressed 
using their typing system and that having input passing through 
certain types of filters is sufficient to consider it not tainted. For 
many types of functions and applications, this assumption is too 
strong.

VI. Proposed Methodology
This Technique is used to detect and prevent SQLIA’s with runtime 
monitoring. The solution insights behind the technique are that 
for each application, when the login page is redirected to our 
checking page, it was to detect and prevent SQL Injection attacks 
without stopping legitimate accesses. Moreover, this technique 
proved to be efficient, imposing only a low overhead on the Web 
applications. The contribution of this work is as follows: A new 
automated technique for preventing SQLIA’s. Webservice which 
has the functions of dbms_html genrerator and path_Validator such 
that it is an query language to select specific parts of an HTML 
document. The ability to traverse nodes from HTML and obtain 
information. It is used for the temporary storage of sensitive data’s 
from the database, Guard model is used to detect and prevent SQL 
Injection attacks. Service Detector model allow the Authenticated 
or legitimate user to access the web applications. The SQLIA’s 
are captured by altered logical flow of the application. Innovative 
technique (fig. 3) monitors dynamically generated queries with 
guard model and Service Detector model at runtime and check 
them for compliance. If the Data Comparison violates the model 
then it represents potential SQLIA’s and prevented from executing 
on the database and susceptibility characters or Meta characters 
to prevent the malicious attacks from accessing the data’s from 
database.

Fig. 3: Arichtecture for Representational State 

Representational State Transfer is intended to evoke an image of 
how a well-designed Web application behaves: a network of web 
pages (a virtual state-machine), where the user progresses through 
an application by selecting links (state transitions), resulting in 
the next page (representing the next state of the application) being 
transferred to the user and rendered for their use.”

VII. Result Analysis
Active Guard Filtration Model in application layer build a 
vulnerability detector to detect and prevent the vulnerable 
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characters or Meta characters to prevent the malicious attacks 
from accessing the data’s from database. Both the protected and 
unprotected web Applications are tested using different types 
of SQLIA’s; namely use of Tautologies, Union, Piggy-Backed 
Queries, Inserting additional SQL statements, Second-order 
SQL injection and various other SQLIA s. Table 1 shows that the 
proposed technique prevented all types of SQLIA s in all cases. 
The proposed technique is thus a secure and robust solution to 
defend against SQLIA’s.

Table 1: 

sno Number of Execution Time in 
Millisecond Proposed

Entries in Existing Technique
Database Technique

1 1200 1640000 980000
3 2200 1420000 930000
3 3200 1040000 760000
4 4200 1210000 630000

Fig. 2: Comparison of Methods 

VIII. CONCLUSION
SQL Injection Attacks attempts to modify the parameters of a 
Web-based application in order to alter the SQL statements that 
are parsed to retrieve data from the database. Any procedure that 
constructs SQL statements could potentially be vulnerable, as the 
diverse nature of SQL and the methods available for constructing 
it provide a wealth of coding options.
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