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Abstract
In this era when the whole world is worried due to terrorist attacks, 
even our Cyber World is not untouched by this. Even in this virtual 
world the property of users is not secure due to cyber attack which 
is a thinkable, critical issue. As it is an old saying that prevention 
is better than cure, so this applies in this case too. Now a day 
almost everybody is having a digital life and they left trails of 
sensitive user data behind them and attackers use these trails for 
getting all the credentials and sensitive information regarding 
that user. Information privacy and security are two main aspects 
for prevention from the cyber attacks and in this review paper 
we are going to focus on both of these issues. This review paper 
covers all the issues regarding threats related to the personal data 
of common users and how to secure that from the attacks.  
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I. Introduction
The information systems are used for the purpose of the management 
and maintenance of the information in the field of computer science. 
Accessibility and availability of data is becoming increasingly 
critical for businesses and their customers. Just consider the case in 
which one wishes to view photographs at home that were taken a 
few years ago, they can spend the time and locate the CDROM onto 
which the images have been recorded, load it into the appropriate 
drive on a personal computer, and navigate to retrieve the image 
of interest. However, when we want to book a flight ticket, if the 
schedule/price/availability/seating information is not available 
to us in a reasonable time from a vendor of these services, we 
would perhaps go to another vendor or forgot the trip. Not only do 
businesses have to store data, they should also be able to make it 
available in an “uninterrupted” way. Data is created by individuals 
and businesses and is proliferating and expanding rapidly.  This 
is creating a huge demand for personnel trained in the areas of 
storage technologies and information management which need the 
information systems. Innovative businesses are being launched 
continually to use data in creative ways. 

II. Threats to Information Systems
There are two types of the threats that are available in the 
information systems [1] i.e. information level threats and network 
level threat. Both of the attacks are cyber crimes because the 
both are having attacking nature and the try to acquire the assets 
illegally. Both of them do following things: -

The computer as a target.• 
Computer as an instrument of the crime.• 
Computer as incidental to a crime.• 
Crimes associated with the prevalence of computers.• 

A. The Computer as a Target
The attack seeks to deny the legitimate users or owners of the 
system access to their data or computers. A Denial-of-Service 
attack [2] or a virus that renders the computer inoperable would 

be examples of this category.

B. Computer as an Instrument of the Crime [3]
The computer is used to gain some other criminal objective. 
For example, a thief may use a computer to steal personal 
information.

C. Computer as Incidental to a Crime [4]
The computer is not the primary instrument of the crime; it 
simply facilitates it. Money laundering and the trading of child 
pornography would be examples of this category.

D. Crimes Associated With the Prevalence of Computers 
[5]
This includes crimes against the computer industry, such as 
intellectual property theft and software piracy.

III. Real Life Security Breach Examples
There are so many examples of the security breach in the field of 
information technology but in this review paper we are discussing 
three most popular cases which have shaken the whole IT-World 
with their effects.

Fig. 1: Collection of Sensitive & Private Data

Case I: PRISM aka Edward Snowden Case [6]
PRISM is a massive electronic surveillance program started by 
NSA (National Security Agency of USA) in 2007. The purpose of 
this program was basically to create a collection of the sensitive 
data of each and every citizen all over the globe by US Government. 
Six years later Edward Snowden who was system administrator 
at CIA PRISM Program has leaked the purpose of this program.
The data leaked by Snowden shows that the US Government 
was snooping all the digital communications of everyone so that 
it can spy on anyone which was major threat to privacy, human 
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rights and intrusion in personal data.
Case II: Privacy violation by big companies (Facebook, Microsoft, Google or you name it) [7]
There are several examples of companies who are collecting personal and sensitive data of their users. All the big hits in this sector 
are found guilty for privacy violation by the judicial system across the globe. They paid hefty fine but didn’t stop this practice. 

Fig. 2: Fecebook End User Agreement Page

The above given picture are showing how these companies are 
forcing users to compromise with their privacy and anonymity.  
Case III: Wiki-Leaks case [8]
Wiki-leaks website launched in 2006 is the best example of 
decentralized nature of internet. There are several top secret 
documents released by this website which shows that current 
model of privacy and control over information is very fragile. 
Anyone with some technical knowledge can gain the access over 
that particular information. Now a day sensitive data mining is 
needed so that anonymity, security and privacy of users must be 
protected. We should develop new mechanisms or secure models 
for the protective organization of sensitive data or information.

IV. Preventive Measures
If we talk about the use of computer system by a normal user he/
she uses it at two places mainly i.e. home and office. But in both 
the cases the attacker can target the users. He can get access to the 
information and breach the security. So we have to prevent our 
systems at both the places by using preventive measures.

A. Preventive Measures at Office/Corporate
The IT infrastructure is the most important part of any organization 
and it must be secure at every time so organizations believe in the 
“Prevention is better than cure” mechanism. They apply the control 

measure to the infrastructure related to IT. These followings are 
the control measures: -

Controlling User Access to data• 
Controlling Host Access to data• 
Protecting Storage Infrastructure• 
Protecting Data at Rest• 

1. Controlling User Access to Data
Controlling the user from accessing the data will act like a 
protective wall. The following diagram will show the various 
threats, control mechanisms and their examples that are used by 
the organizations as user access control:

Table 1: Controlling User Access to Data at Corporate

Threats 
Addressed

1. Spoofing User identities (Integrity and Confidentiality)
2. Elevation of User Privilege (Integrity and 
Confidentiality)

Available 
Controls

1. User Authentication (Technical)
2. User Authorization (Technical and Administrative)

Examples

1. Strong Authentication
2. NAS: Access Control Lists
3. Information Right Management
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2. Controlling Host Access to Data
Controlling the host to access the data provides the internal 
preventive measures so that data can be leaked out to the host. 
The following diagram will show the various threats, control 
mechanisms and their examples that are used by the organizations 
as host access control:

Table 2: Controlling Host Access to Data at Corporate

Threats 
Addressed

1. Spoofing Host identities (Integrity and 
Confidentiality).
2. Elevation of Host Privilege (Integrity and 
Confidentiality).

Available 
Controls

1. Host and Storage Authentication (Technical).
2. Access Control to Storage Authentication 
(Technical and Administrative).

Examples

1. Strong with DH-CHAP.
2. Zoning to segment the storage network.
3. Masking to prevent ability to view authorized 
storage volumes.
4. Security Information Management.

3. Protecting Storage Infrastructure
The following diagram will show the various threats, control 
mechanisms and their examples that are used by the organizations 
as protection of storage infrastructure:

Table 3: Protecting Storage Infrastructure at Corporate

Threats 
Addressed

1. Tampering with data in flight (Integrity).
2. Denial of Service (Availability).
3. Network Snooping (Confidentiality).

Available 
Controls

1. Infrastructure Integrity (Technical).
2. Storage Network Encryption (Technical).

Examples

1. Fabric Integrity Capabilities.
2. IP Storage: IPSec.
3. Fiber Channel: FC-SP (Fiber Channel 
Security Protocol).
4. Host Security Best Practices.
5. Controlling Physical Access to Data Center.

4. Protecting Data at Rest
The following diagram will show the various threats, control 
mechanisms and their examples that are used by the organizations 
as protection of rest data:

Table 4: Protecting Data at Rest at Corporate

Threats 
Addressed

1. Tampering with data at rest (Integrity).
2. Media Theft (Availability and 
Confidentiality).

Available 
Controls

1. Encryption of Data at Rest (Technical).
2. Data Integrity (Technical).
3. Data Erasure (Technical).

Examples

1. Storage Encryption Service.
2. NAS: Anti Virus and File Extension 
Control.
3. CAS: Content Address (MD5 or SHA-256 
Hash).
4. Data Erasure Service.

B. Preventive Measures at Home
As we know that all the preventive measures are used in corporate 
these days and that’s why attackers are making the user’s domestic 
system target and getting the data. 
There can be two types of security level that can be put over the 
corporate sectors. One is physical security and other one is the 
system level security. Physical level security can be provides 
using security guards, appropriate locking system and 24 hour 
surveillance system. At home an attacker or hacker can reach to 
our system our own mistakes and we can stop him/her by using 
following security levels:

Operating System Level Security.• 
Appropriate browser Level Security.• 
Website Based Settings.• 

The operating System level security includes the proper use of 
firewall and antivirus in the domestic system as due to lack of this 
security the attackers mainly target these kinds of users. Firewall 
provides packet level security and protects the system from the 
outside suspicious networks activities. Antivirus saves the system 
from the virus attacks and protects the user data from any kind of 
unauthorized updates.
The use of appropriate browser and browser level settings can 
also protect the personal data of user from the attack. It is always 
preferred to have secure browsers for browsing data on internet; 
Google Chrome and Mozila Firefox browsers are secure ones due 
to their certain features otherwise one can use any other secure 
browser he/she finds suitable. These setting include use of HTTPS 
service every time for secure navigation of data; never remember 
history and better privacy setting.

Figure 3.  Use of https in browing.
 
To use https every time we can use “HTTPS Everywhere Service” 
from the browser setting. This setting will always browse the data 
via secure channel.

Fig. 4: https Everywhere- Setting
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Fig. 5: Never Remember History- Settings

Fig. 6: Better Privacy- Setting

V. Conclusion
Security issue is the main in IT- World when we cannot trust 
anyone; even the internal officials are not trustworthy these days. 
The security breach is a common issue in every field these days and 
the way to save our own system is preventive measures by thinking 
beyond the limits of attackers. The use of preventive measures 
cannot guarantee that our system is protected but it ensures to that 
we are ready for any kind of disaster using disaster management 
techniques. The attackers always find out the loopholes of the 
systems and then make them their target. As we know that “Little 
knowledge is dangerous thing” so we must know everything about 
IT-Applications before using them and ensure the preventive 
measures so that attacker cannot get any loophole which leads to 
minimum risk of attack to our personal or official data.  
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