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Abstract
Network security is an important task of network management. 
One threat to network security is malware (Malicious Software) 
propagation. One type of malware is called topological scanning 
that spreads based on topology information. The focus of this 
work is on modeling the spread of topological malwares, which 
is important for understanding their potential damages, and for 
developing countermeasures to protect the network infrastructure. 
Our model is motivated by probabilistic graphs, which have 
been widely investigated in machine learning. We first use a 
graphical representation to abstract the propagation of malwares 
that employ different scanning methods. We then use a spatial-
temporal random process to describe the statistical dependence 
of malware propagation in arbitrary topologies. As the spatial 
dependence is particularly difficult to characterize, the problem 
becomes how to use simple (i.e., biased) models to approximate 
the spatially dependent process. Stochastic processes. We report 
software architectures for context awareness in network computing 
environments systems and discuss context modeling issues. In this 
paper design security graph based on attacker access the data 
between Networks; administrator identified which actor access the 
data between networks. Generate the report in graphical system 
using graphs. Any network discusses about security and mitigation, 
here also solve the security problem but using web service. 

Keywords
Web Service, Service oriented System, Security Graph, Malicious 
Software

I. Introduction 
Current computer security theory and practice is divided into 
the categories of confidentiality, integrity, and availability. But 
within each of these areas, all policies, assessments, controls and 
procedures focus on securing critical resources whose compromise 
would cause harm to people, business advantage or national security. 
Critical computer resources can be divided into the subcategories 
of infrastructure and data. Infrastructure is defined as individual 
computers, purchased software (both for enterprise and local 
installation), and networks. The infrastructure is a crucial aspect of 
the data system, especially when planning for catastrophic failure, 
but consideration of securing infrastructure is beyond the scope of 
this discussion. Data can be defined as computer customizations, 
user-created documents/files, and in-house-developed software; 
it is essentially, the value added to the computer system by the 
everyday efforts of users and administrators. The value of data 
routinely transcends the value of computers and infrastructure by 
many orders of magnitude. Some data are actually irreplaceable or 
may represent an intolerable degradation of competitive advantage 
or national security. Risk to data is represented as the possibility 
of something adverse happening to the data. Risk management 
is the process of assessing risk, taking steps to reduce risk to an 
acceptable level and maintaining that level of risk.1 A data-centric 
approach to managing risk skews the magnitude of perceived risk 
chiefly according to the classification level of the data. By taking 
this approach in a quantitative risk analysis method, some of the 

vagaries, complexities and subject of quantitative risk assessment 
can be diminished.
This paper will describe the difficulties with quantitative risk 
assessment. A discussion of threat with an eye towards minimizing 
the subjective nature of threat analysis will be presented. The 
importance of data classification and its application to a quantitative 
risk assessment method is at the core of the paper’s purpose. The 
method will be detailed out with a mathematical description of 
risk factor averaging and a sample risk assessment scenario.

Develop a threat list• 
Compile a set of risk categories based upon the threat • 
outline
Develop data classifications• 
Build a Risk Assessment “Org-chart”• 
Develop numerical scoring method• 
Conduct assessment pilot survey• 
Analyze pilot data; apply some subjective judgement• 
Adjust Risk Assessment Org-chart and numerical scoring • 
method
Conduct final survey• 
Analyze risk data to obtain final Overall Information Risk • 
(OIR) scores

A. Service-Oriented Aggregation
A Web Service-oriented system application logic via standard 
web protocols. One of the web protocols is the Simple Object 
Access Protocol (SOAP), SOAP is a uses basic technologies 
(XML and data description and HTTP for transport) to encode 
and transmit application data. Using web service do not need to 
know anything about the platform, object model, or programming 
language used to implement the service it’s understand the SOAP 
messages (HTTP and XML). 
Multiple System integration requires the mixed service easy 
interaction by using web services (SOAP). The interaction model 
web service generate the Web Service Description Language 
(WSDL), a web service can tell clients what messages it accepts 
and which result it will return. Using web services Language 
Independent, Protocol Independent, Platform Independent and It 
assumes stateless service architecture. WSDL is a stateless service 
model of synchronous. The WSDL is process provide the service 
one system to another system interaction any system and language 
independence. 
Develop web services into any project the service will be generate 
the SOAP with WSDL is WSDL communicate the any system 
easily convert this XML code to which language code automatically 
convert and add the sufficient a language, that language we can use 
the same service in Expert service System. In this System provide 
the software based services mixed service oriented system using 
the Windows Communication Foundation (WCF) Services.
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Fig. 1: 

The WCF Service will be working in the any protocol (Http, 
TCP and UDP). Finally, here approach to using web services and 
provide the security.

II. Risk Categories
Once a complete list of threats is obtained they need to be 
categorized into risk categories. These categories will form the 
questions of the risk assessment survey. Each risk category must 
contain one or more threats. For example, the risk category of 
physical access encompasses the risk for the threat categories: 
Computer Left Logged In and Theft Of Entire Computer. This is 
an example list of risk categories and the threats above that they 
attempt to encompass.

Physical Access – Lack of physical access makes possible • 
threats a, b and to a lesser extent, c.
Shared User Accounts – Makes threat d possible.• 
BIOS Password – Lack of a BIOS password makes possible • 
threat c.
Network Shared File System – Makes threat e possible.• 
Modem Attached – Makes threat f possible.• 

III. Risk Assessment Org-chart
Describing risk in this way provides an easy method to emphasize 
the relative importance of different risk behavior and to also 
communicate this to management. Factors located at the bottom 
to have less of an effect than factors towards the top. Also, factors 
can be decreased in effect by adding other factors to their branch. 
The equations below show the relative effects of the factors in the 
Risk Assessment Org-chart above given the technique of averaging 
the factors on each horizontal level and carrying values up the 
tree.
Describing risk in this way provides an easy method to emphasize 
the relative importance of different risk behavior and to also 
communicate this to management. 

Fig. 2:

Factors located at the bottom to have less of an effect than factors 
towards the top. Also, factors can be decreased in effect by adding 
other factors to their branch. The equations below show the relative 
effects of the factors in the Risk Assessment Org-chart above 
given the technique of averaging the factors on each horizontal 
level and carrying values up the tree.

Overrall information risk:
               A      B      C     D
   ORI = --- + --- + --- + ---    (1)
               4      4       4      4

Risk A Breakdown:
                   A1    A2
   A =  --- + --- + ---    (2)
                    2      2    

Risk C Breakdown:
                  C1   C2   C3  
   C= --- + --- + --- + ---    (3)
                  3       3      3   

 (4)
Obviously, the terms with the lowest denominators would have 
the greatest impact on the final calculated OIR. This can be easily 
demonstrated by assigning a value of 1 to all variables calculating 
the value of OIR and then changing a value and recalculating. 
With all values set to 1, since OIR is an average, the value of OIR 
is 1. If the value of Risk B is changed to 3 then the
value of OIR becomes 1.5. However, if the value of Risk C31 is 
changed to 3, then the value of OIR is only changed to ~1.08. 
This makes OIR over 5 times more sensitive to changes in Risk 
B than to those in Risk C31. This more rigorous analysis of the 
Risk Assessment Org-chart is not necessary in order to apply it to 
a given assessment situation. The chart is meant to simplify the
prioritization of risks and does so graphically. The mathematics 
follows the rules set forth by the structure of the chart. These rules 
are: (1) factors nearer the top of the chart have more individual 
effect on the final total, and (2) factors alone on a horizontal line 
have more individual effect on the final total.

IV. Making Assessment Data-centric
Using the Risk Assessment Org-chart, the analysis can be made 
more data-centric by putting the factor for data classification at 
the top of the chart. The OIR can then be tuned easily by adjusting 
the way the data classification number is mitigated by the other 
factors on its horizontal row.

Fig. 3:

The example above shows the two main factors of data classification 
and computer configuration. This means that the only way that the 
overall risk to highly classified data could be reduced would be to 
have a very low risk (low vulnerability) computer configuration. 
Using the 1, 2, 3 scale that was used in the example above, if data 
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classification was seen as a 3 (very high importance) then the 
best the OIR could be with a computer configuration of 1 would 
be 2. If it was determined that this OIR was still too high, then 
security procedures like audits or Overall Information Risk (OIR) 
Computer Configuration Data Classification Security Procedures 
incident response could be put into place. This would make it 
possible to lower the OIR further to 1.7. Alternately, a computer 
with very low impact data (with a score of 1) would inherently 
have a lower OIR regardless of computer configuration. This 
method prioritizes resources towards solutions that affect the 
most important data.

V. Conclusion and Future Work
Construction of a Risk Assessment Org-chart is an effective 
way to organize and combine the numerous complex factors 
associated with computer security risk assessment. It is often 
easy to breakdown a given factor (such as network configuration) 
into many sub-factors (type of connection, file sharing, services 
running, etc.). The Org-chart also facilitates explanation of 
complex security interactions to those that may not be familiar 
with security or computer terminology. The analysis that stems 
from the Org-chart could be captured in a computer program so 
that analysis could be more easily accomplished and solutions 
optimized for greatest overall impact on data security.    
 Future work based on time consuming develop the farther 
implement the cloud based (Amazon) application is very faster 
than service and compatible and more clients interaction is 
possible most of people and countries also very easy to access is 
possible. We should provide the best service most of company’s 
third party service also.  
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