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Abstract
The advancement in computer technology leads to various major  
security  threats like spamming, spreading malware DDOS known 
as spam zombies reduces the throughput of cpu and efficiency, 
delay transfer of messages.  In this paper, to avoid the above 
conflicts a dynamic spam zombie detecting system called spot 
is introduced, Which is designed based on the tool sequential 
probability ratio test and is surrounded by false positive and false 
negative error rates. Here , Network administrator analyzes Spam 
messages by Using the heuristic search, and reported to the end 
user. In large network it is proven that spot is an effective and 
efficient system in automatically detecting spam zombie detection 
algorithms.
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I. Introduction
A security challenge on the Internet is the of the large number of 
compromised machines are existed where machines have been 
increasingly used to launch various security attacks including 
spamming and spreading malware, DDoS, and identity theft. 
As a side-product of free email services, spam has become a 
serious problem that afflicts every nternet user in recent years. The 
approaches developed in the previous work cannot be applied here. 
The locally generated outgoing messages in a network normally 
cannot provide the aggregate large-scale spam view required by 
these approaches. These approaches cannot support the online 
detection requirement in the environment. Although a number 
of anti-spa mechanisms have been proposed and deployed to 
foil spammers, spam messages continue swarming into Internet 
users’ mailboxes. The IP address of a spammer is obfuscated by 
a spam proxy during the protocol transformation ,which hinders 
the tracking of real spam origins. Although a number of anti-spam 
mechanisms have been proposed and deployed to foil spammers, 
spam messages continue swarming into Internet users’ mailboxes. 
A more effective spam detection and suppression mechanism close 
to spam sources is critical to dampen the dramatically-grown 
spam volume. The IP address of a spammer is obfuscated by a 
spam proxy during the protocol transformation, which hinders 
the tracking of real spam origins.

II. Proposed Frame Work

Fig. 1:

A. List of Modules

1. Account Authentication
In this module to check the mail id and password. If these two fields 
are valid, the account is authenticated. Otherwise is not valid. 

2.  Sending Mails
In this module a single person to send one or more mails to other 
person. This mails either spam or non spam. It means the more 
copies of the single message are send. And it contains more than 
20 lines.

3.  SPOT Detection
In this module to capture the IP address of the system. That system 
mails are applied to filtering process. In this process, the mail 
content is filtered. Finally to produce the result of filter.  

4. CT Detection
In this module to set the threshold value Cs .Cs denotes the fixed 
length of spam mail. Also to count the number of lines in each 
mail. If the each mail, counts are greater than equal to threshold 
value. So, these mails are spam mail.

5.  PT Detection
In this module to set two thresholds values.Ca- specifies the 
minimum number of mail that machine must send. P- Specifies 
the maximum spam mail percentage of a normal machine. This 
algorithm is used to compute the count of total mails and the count 
of spam mails of machine. To check this count of total mails are 
greater than equal to Cs and the count of spam mails are greater 
than equal to P.If it’s true these mails are spam mail.

B. SPOT Detection Algorithm
In the context of detecting spam zombies in SPOT, we consider 
H1 as a detection and H0 as normality. That is, H1 is true if the 
concerned machine is compromised, and H0 is true if it is not 
compromised. In addition, let Xi = 1 if the message from the 
concerned machine in the network is a spam, and Xi = 0 otherwise. 
Recall that SPRT requires four configurable parameters from users, 
namely, the desired false positive probability the desired false 
negative probability the probability that a message is a spam when 
H1 is true and the probability that a message is a spam when H0 is 
true users configure the values of the four parameters in the next 
section. Based on the user-specified values of α and β, the values 
of the two boundaries A and B of SPRT are computed

Algorithm Spot Spam Zombie Detection System
An outgoing message arrives at SPOT
Get IP address of sending machine m
 Let n be the message index
 Let Xn = 1 if message is spam, Xn = 0 otherwise
 if ( Xn == 1) then
spam
 else
 nonspam



IJCST Vol. 4, ISSue Spl - 4, oCT - DeC 2013

w w w . i j c s t . c o m InternatIonal Journal of Computer SCIenCe and teChnology  103

 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

end if
 if (An ≥ B) then
 Machine m is compromised. Test terminates for m.
 else if (An ≤ A) then
 Machine m is normal. Test is reset for m.
An = 0
 Test continues with new observations
 Else
 Test continues with an additional observation
end if

When an outgoing message arrives at the SPOT detection system, 
the sending machine’s IP address is recorded, and the message 
is classified as either spam or non spam by the spam filter. For 
each observed IP address, it maintains the logarithm value of 
the corresponding probability ratio An whose value is updated 
according to as message n arrives from the IP address. Based on 
the relation between An and A and B, the algorithm determines if 
the corresponding machine is compromised, normal, or a decision 
cannot be reached. To note that in the context of spam zombie 
detection, from the view point of network monitoring it is more 
important to identify the machines that have been compromised 
than the machines that are normal. After a machine is identified 
as being compromised it is added into the list of potentially 
compromised machines that system administrators can go after 
to clean. The message-sending behavior of the machine is also 
recorded should further analysis be required. Before the machine 
is cleaned and removed from the list, the detection system does 
not need to further monitor the message sending behavior of the 
machine. A machine that is currently normal may get compromised 
at a later time. Therefore, it need to continuously monitor 
machines that are determined to be normal by SPOT. Once such 
a machine is identified, the records of the machine in SPOT are 
re-set, in particular, the value of An is set to zero, so that a new 
monitoring phase starts for the machine. It requires four user-
defined parameters: α, β, ө1, and ө0. In this section how a user 
configures these parameters, and how these parameters may affect 
the performance of SPOT. 

C. Impact of Dynamic IP Addresses
In the above discussion of the spam zombie detection algorithms, 
we have for simplicity ignored the potential impact of dynamic IP 
addresses and assumed that an observed IP corresponds to a unique 
machine. In the following, we informally discuss how well the 
algorithms fair with dynamic IP addresses. We formally evaluate 
the impacts of dynamic IP addresses on detecting spam zombies 
in the next section using a two-month e-mail trace collected on a 
large US campus network.

D. Heuristics for ZOMBIE
For this work, we have focused in this lastset of features. The test 
collection used in ourexperiments, Spam base, already contained 
a setof nine heuristic features. Spam base is an e-mailmessages 
collection containing 4601 messages,being 1813 (39%) marked 
as ZOMBIE. The collection comes in preprocessed (not raw) 
form,and its instances have been represented as 58-dimensional 
vectors. The first 48 features arewords extracted from the original 
messages,without stop list nor stemming, and selected as the most 
unbalanced words for the ZOMBIEclass. The next 6 features are the 
percentage of occurrences of the special characters “;’, “(“, “[“,!”, 
“$” and “#”. The following 3 featuresrepresent different measures 
of occurrences ofcapital letters in the text of the messages.

III. Performance Evaluation
In order to understand the performance of heuristic in terms of the 
false positive and false negative rates, we rely on a number of ways 
to verify if a machine isindeed compromised. First, we check if any 
saywe have a confirmation. Out of the 132 IPaddresses identified 
by heuristic we can confirm 110 of them to be compromised in 
this way.

Fig. 2: Detecting Spam Zombies in Quick Time

IV. Conclusion and Future Work
In this paper, developed an effective spam zombie detection system 
named SPOT by in a network. In future experiments, make plan 
to apply the uniform method Medicos to the algorithms tested in 
this work, for getting more comparable results. With respect to 
the use of heuristics, it can see that this information alone is not 
competitive, but it can improve classification based on words. 
The improvement shown in our experiments is modest, due to 
the heuristics used. Here are not able to add other SPOT in this 
case because the Spam base collection comes in a pre-processed 
fashion. For future experiments, they will use the collection from 
which is in raw form. This fact will enable us to search for more 
powerful heuristics. 
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