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Abstract
In world, main communication media is Networks. A computer 
network, or simply a network, is a collection of computers and 
other hardware interconnected by communication channels that 
allow sharing of resources and information. Where we can setup 
communication in between a small office, offices, towns, cities 
and any geographic place in world. Fast way of communicating 
is by Networks. Even tough we are using sophisticated devices 
to achieve target goal but there are some minor problems which 
are under finger tip. Under magnified glass there are big and 
irritating. In this paper we will study about Computer Networks, 
problems related to router and solutions related to router. These 
days, having access to wireless broadband is an absolute necessity 
for home offices and small businesses. And after more than a 
decade of innovations, you would think that the standard wireless 
gateway/router would be a picture-perfect product by now. While 
many routers offer good features, most still come with flaws that 
can make life a lot harder, such as confounding setups or limited 
security. We see problems related to wireless router and which are 
small problems but they are treated as Phantom problems. There 
is no room for any unsolved problems. In paper we follow some 
problems and suggest some solutions to the problems.
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I. Introduction
A computer network, or simply a network, is a collection of 
computers and other hardware interconnected by communication 
channels that allow sharing of resources and information. Where 
at least one process in one device is able to send/receive data to/
from at least one process residing in a remote device, then the two 
devices are said to be in a network. A network is a group of devices 
connected to each other. Networks may be classified into a wide 
variety of characteristics, such as the medium used to transport 
the data, communications protocol used, scale, topology, benefit, 
and organizational scope.
Communications protocols define the rules and data formats for 
exchanging information in a computer network, and provide the 
basis for network programming. Well-known communications 
protocols include two Ethernet, a hardware and link layer standard 
that is ubiquitous in local area networks, and the Internet protocol 
suite, which defines a set of protocols for internetworking, i.e. for 
data communication between multiple networks, as well as host-
to-host data transfer, and application-specific data transmission 
formats.
Computer networking is sometimes considered a sub-discipline 
of electrical engineering, telecommunications, computer 
science, information technology or computer engineering, since 
it relies upon the theoretical and practical application of these 
disciplines.

II. Properties of Computer Networks

A. Facilitate Communications 
Using a network, people can communicate efficiently and easily via 

email, instant messaging, chat rooms, telephone, video telephone 
calls, and video conferencing.

B. Permit Sharing of Files, Data, and Other Types of 
Information
In a network environment, authorized users may access data 
and information stored on other computers on the network. The 
capability of providing access to data and information on shared 
storage devices is an important feature of many networks.

C. Share Network and Computing Resources
In a networked environment, each computer on a network may 
access and use resources provided by devices on the network, such 
as printing a document on a shared network printer. Distributed 
computing uses computing resources across a network to 
accomplish tasks.

D. May be Insecure
A computer network may be used by computer hackers to deploy 
computer viruses or computer worms on devices connected to the 
network, or to prevent these devices from normally accessing the 
network (denial of service).

E. May Interfere With Other Technologies
Power line communication strongly disturbs certain forms of radio 
communication, e.g., amateur radio. It may also interfere with last 
mile access technologies such as ADSL and VDSL.

F. May be Difficult to Set Up
A complex computer network may be difficult to set up. It may 
also be very costly to set up an effective computer network in a 
large organization or company.

III. Communication Media
Computer networks can be classified according to the hardware 
and associated software technology that is used to interconnect 
the individual devices in the network, such as electrical cable 
(HomePNA, power line communication, G.hn), optical fiber, and 
radio waves (wireless LAN). In the OSI model, these are located 
at levels 1 and 2.
A well-known family of communication media is collectively 
known as Ethernet. It is defined by IEEE 802 and utilizes various 
standards and media that enable communication between devices. 
Wireless LAN technology is designed to connect devices without 
wiring. These devices use radio waves or infrared signals as a 
transmission medium.

IV. Basic Hardware Components
Apart from the physical communications media themselves as 
described above, networks comprise additional basic hardware 
building blocks interconnecting their terminals, such as network 
interface cards (NICs), hubs, bridges, switches, and routers.

A. Routers
A router is an internetworking device that forwards packets between 
networks by processing information found in the datagram or 
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packet (Internet protocol information from Layer 3 of the OSI 
Model). In many situations, this information is processed in 
conjunction with the routing table (also known as forwarding 
table). Routers use routing tables to determine what interface to 
forward packets (this can include the “null” also known as the 
“black hole” interface because data can go into it, however, no 
further processing is done for said data).

B. Firewalls
A firewall is an important aspect of a network with respect to 
security. It typically rejects access requests from unsafe sources 
while allowing actions from recognized ones. The vital role 
firewalls play in network security grows in parallel with the 
constant increase in ‘cyber’ attacks for the purpose of stealing/
corrupting data, planting viruses, etc.

V. Problems at Router
A router is a device that forwards data packets between computer 
networks, creating an overlay internetwork. A router is connected 
to two or more data lines from different networks. Fig. 4 is Cisco 
Router ASM/2 – 32EM deployed at CERN (European Organization 
for Nuclear Research). 

Fig. 1: Cisco Router ASM/2 – 32EM Deployed at CERN

When a data packet comes in one of the lines, the router reads 
the address information in the packet to determine its ultimate 
destination. Then, using information in its routing table or routing 
policy, it directs the packet to the next network on its journey. 
Routers perform the “traffic directing” functions on the Internet. 
A data packet is typically forwarded from one router to another 
through the networks that constitute the internetwork until it gets 
to its destination node. 
The most familiar type of routers are home and small office routers 
that simply pass data, such as web pages and email, between the 
home computers and the owner’s cable or DSL modem, which 
connects to the Internet through an ISP. More sophisticated routers, 
such as enterprise routers, connect large business or ISP networks 
up to the powerful core routers that forward data at high speed 
along the optical fiber lines of the Internet backbone. Though 
routers are typically dedicated hardware devices, use of software-
based routers has grown increasingly common.

A. Problems List
These days, having access to wireless broadband is an absolute 
necessity for home offices and small businesses. And after more 
than a decade of innovations, you would think that the standard 
wireless gateway/router would be a picture-perfect product by 
now. Alas, no. 

While many routers offer good features, most still come with 
flaws that can make life a lot harder, such as confounding setups 
or limited security. 
What follows are six router problems that, quite frankly, I find the 
most annoying. I looked for possible solutions, and while I didn’t 
find one router that addressed all my concerns, I did discover 
features -- and routers -- that could make things a lot easier. 

1. It’s So Slow You Can’t Get Any Work Done
Problem: Your router is slower than molasses running uphill on 
a hot day.
Solution:A couple of things that might be causing this problem. 
Most routers work on the 2.5GHz band. So do Microwave 
ovens, cordless phones, garage door openers, baby monitors, 
and some other electronic devices. Have you added anything to 
the environment recently that works on the 2.5GHz band -- just 
about when the problem started? If so, turn it off and see if there’s 
an improvement.
If that’s not an issue, keep in mind that the 2.5GHz band has only 
three real channels (1, 6, 11) despite pretending to have eleven 
(the others overlap with each other). Your neighbors who are Wi-
Fi-enabled are also using those same channels. If you live in a 
major metropolitan area with public transportation, it’s a lot like 
trying to get on the bus during rush hour.
You can modify the channel your router uses (and subsequently 
any Wi-Fi adapters) by going into the device’s setup controls 
(usually through a browser-based program that’s been installed 
on your computer when you installed the router or adapter) and 
manually changing it. (The default setting is where the problem 
can arise; vendors always pick the same channel.)
Alternately, you can add a 5GHz band component, such as 
Netgear’sWNHDEB111 networking kit or Linksys’s WGA600N to 
your present router. There are 23 channels available at 5GHz, and 
almost no one is using them right now. Switching to adapters is 
the most cost-efficient method because you’ll basically still be 
using your original router, but adding a 5GHz pipe to it through 
which you’ll funneling your Wi-Fi devices.
You’ll need a pair of adapters. One is attached to a network 
switch to which you’ve also attached several of your PCs or other 
networked devices. The other is attached to your router. As far as 
your network is concerned, the devices on the switch are hardwired 
to the router. Practically speaking, they communicate through the 
5GHz adapters and it’s the adapters that handle the transition down 
to 2.5GHz at the two end points -- all the while communicating 
between each other across the 5GHz band.
Upgrade Your Firmware 
Finally, try upgrading your firmware. This is last in the pile 
because it’s a task that will probably make you nervous. The 
usual procedure is to:

Go to your router’s or adapter’s website and find and download • 
a firmware upgrade if available. (If you use the setup utility 
that was installed with your router or adapter, you’ll be able to 
tell what firmware version you currently have. Just compare 
that to the “new” version.)
Once the new firmware is downloaded onto your PC, go back • 
into the router’s or adapter’s setup through its utility software 
or your browser, find the management section, locate the 
firmware upgrade section in there, and just follow along.

2. It’s So Slow, You Can’t Get Your Game On
Problem: You’re trying to play a game with your kids upstairs 
and things are excruciatingly slow.
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Solution: There can be quite a few reasons for this to happen, 
among them: too many game players, a crowded 2.5GHz band on 
your router, or even a router that isn’t optimized for game playing 
(or even media playback).

3. You’re Locked Out
Problem: You’ve lost your passphrase and you can’t access all of 
your router’s feature.
Solution: Oh, are you in trouble -- but not for long, and it’s not 
as bad as you think. If you’ve arrived at that point in the road 
where you once again need to access the internals of your router 
but never wrote down what your access passphrase was, relax. 
You can reset the device to factory defaults.
Most routers have a reset button recessed into the back of the case. 
It’s sometimes ringed in red but often it’s just an awfully small 
hole into which you must blindly poke a safety pin tip (or unbent 
small paper clip) so you can depress the recessed reset button for 
(typically) 3 to 5 seconds. (Don’t mistake it for the Wi-Fi Protected 
Setup (WPS) button prominently placed, and usually labeled, on 
the front of your router).
The upside is that you’ll now have access to your router. The 
downside is that any settings you may have modified will now 
be back to their factory defaults and you’ll need to redo them. 
You’ve saved the manual that was supplied with your router so 
you can look up the factory default username and passphrase, 
right? In case you haven’t, the usual combinations of usernames 
and passphrases are admin/password and admin/admin.

4. Your Router Is A Vampire
Problem: Your router runs 24/7 and sucks wattage continuously.
Solution: Everything sucks wattage. Some things should.
While you can purchase a more energy-efficient router, consider 
the possibilities: Have you set up Windows to check for updates 
when you’re not using your computer? Do you have other software 
that scans for updates? (Windows Media Center, for example, will 
routinely go online to update the program listing, as will most 
anti-virus software, and scads of other stuff.) We live online, 24/7, 
and 24/7 power usage is one of the consequences. If your network 
and Internet access is shut down, those scheduled services will 
not complete.
That said, Netgear, for one, has a line of Energy Star devices that 
include more efficient power supplies and (gasp!) an On/Off switch 
in many cases. You’re not going to save a lot on your power 
consumption -- just turning off your monitor or even (gasp!) your 
PC will do much more for you -- but everything adds up.
Make a habit out of shutting down and turning everything off 
during the wee hours. An easy way to do it is to plug PCs, routers, 
and printers into a power strip, and plug the power strip into a 
timer. Then set the timer to turn the power off overnight. Just 
remember to schedule software updates during hours when your 
system is “awake” and be sure to properly shut all your devices 
down before the power goes off each night. The savings are small, 
but they’ll add up over time.

5. Dead Spots
Problem: You have a dead spot in your home that your 802.11g 
router can’t seem to reliably reach. 
Solution: If you’re not already using an 802.11n router and adapter, 
it might be time for the switch. (True, the standard hasn’t been 
finally approved yet, but best guess is that the hardware is locked 
down and any changes that are needed will be done to firmware 
--which you can upgrade.)

Why “n?” Because it uses a technology called MIMO (Multiple 
Input Multiple Output) that allows it to broadcast and receive 
multiple signals.
When a data stream arrives at your dead spot, it’s often been 
bounced off of too many walls, floors, and other obstructions to 
make much sense to your 802.11g or 802.11b router. A MIMO-
enabled router takes all those bounced reflections and compares 
them, looking to fill in the blanks until it’s pieced together as 
much of the signal -- if not all of it -- as possible. It’s more than 
likely that the drop-outs you’ve experienced with your 802.11b/g 
router and adapter will be cured and you might actually see some 
honest Wi-Fi speed emerge.

6. No Wi-Fi Signal
Problem: Your office at home is so far away from your router that 
no Wi-Fi signal will connect.
Solution: The best and most obvious solution is to run a CAT 5e 
cable between the two points, but that’s not a viable solution for 
many people who have neither the funds to get it done nor the 
skill to do it themselves.
Renters face another obstacle: Landlords who don’t want holes 
poked through their walls and ceilings. If you find yourself in that 
rather large group of folk, all isn’t lost. There’s always Powerline 
networking gear.
If you’re not familiar with the work being done by the Homeplug 
Powerline Alliance, check its website for the all the background. 
The gist of things is simple: You get two adapters. You plug one 
into an AC wall outlet near the equipment you want to network 
and the other in a wall outlet near your router.
Too Good To Be True?
As soon as you do that, the pair will begin to look for each other, 
and, once they find themselves, they start communicating. When 
that happens, you plug your computer gear into one of the adapters 
and your router into the other and you’re networked. The adapters 
use the existing electrical lines in your home as if it were CAT 5e 
strung between the devices.
If that sounds too good to be true, in some cases it is. Despite being 
advertised at 300Mbs, at best the networking speeds probably 
hover around 802.11g levels (about 54Mbs). It might be slower 
as well or even totally ineffective.
The throughput speed depends on the condition of your electrical 
wiring (older wiring tends to be slower), what, if any, other loads 
you might have on those lines, and something called a phase leg. 
The latter is probably the most important factor if your goal is 
to have some network communication ability rather than none 
at all.

VI. Conclusion
A router is a device that forwards data packets between computer 
networks, creating an overlay internetwork. A router is connected 
to two or more data lines from different networks and backbones. 
When a data packet comes in one of the lines, the router reads 
the address information in the packet to determine its ultimate 
destination. Then, using information in its routing table or routing 
policy, it directs the packet to the next network on its journey. 
Routers perform the “traffic directing” functions on the Internet. 
A data packet is typically forwarded from one router to another 
through the networks that constitute the internetwork until it gets 
to its destination node. In this paper we identified some problems 
related to Router/ gateway. Our suggestions are not final solutions 
to the problem. But they satisfy to some extend.
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