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Abstract
In cloud environment, an enormous amount of data is produced 
everyday. Many organizations are now migrated to cloud and 
demand for resource is increasing. Hence the providers are now 
delivering multi-cloud environment to meet this demand. If 
multiple providers cooperatively work together the availability 
of resource can be increased. But still clients are worrying that 
their data is correctly stored and maintained by providers without 
intact. Though the providers are provide enough security there are 
still many security issues happening in cloud. Integrity verification 
of client data is made by using a technique called Provable Data 
Possession(PDP). This paper provides an overview about various 
Provable Data Possession techniques in cloud.
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I. Introduction
Cloud computing is a trend in the present day scenario with almost 
all the organizations are entering into it. Cloud computing is the 
collection of virtualized and scalable resources and provide service 
based on “pay only for use” strategy. It is a faster profit growth 
point by providing a comparably low-cost, scalable, position-
independent platform for clients data. It is constructed based on 
open architectures and has the capability to incorporate multiple 
internal and/or external cloud services together to provide high 
interoperability. Such a distributed cloud environment is called 
Multi-Cloud. Cloud computing is different from information 
technology by:

1. Outsourced Resources
This includes both hardware and software. On-site file server can 
provide a source for file handling, data storage, and information 
backup. In cloud computing also provide this service but the 
vendor foots the costs of these computer resources.

2. Pay-as-You-go 
Cloud computing will require a basic start up fee followed by 
a monthly usage charge but it cost lower than installing On-
site file management. User can pay charge based on cloud time 
consumption, operating space and additional software features.

3. On-demand 
In cloud computing, user pay for what you use. It satisfy every 
known business computer need, not all features are used by every 
purchaser. Thus the purchaser is freed to pursue more profit-
oriented activities.

A. Service Models
Basic service models in cloud computing are:

1. Infrastructure as a Service (IaaS)
Iaas is a basic cloud service model where cloud providers offer 
computers as physical or as virtual machines. It also offers servers, 
storage, load balancers etc. It serves on a utility basis (i.e) cost 

reflect the amount of resources allocated and consumed.Cloud 
Providers: IBM Blue Cloud, Joyent, GoGrid, SunGrid, Amazon 
EC2

2. Platform as a Service (PaaS)
In PaaS model, cloud providers deliver a computing platform like 
operating system, database and web server. The resources here 
scale automatically to match demand and user not have to allocate 
resources manually. Platform as a Service: Google App Engine, 
Oracle Saas Platform, MS Azure. Data: Amazon S3, Google Base, 
Amazon SimpleDB, Microsoft SSDS.

3. Software as a Service (SaaS)
In SaaS model, cloud providers install and operate application 
software in the cloud and cloud users access the software. The 
cloud users do not manage the cloud infrastructure and platform on 
which the application is running. It provide features like elasticity, 
virtual desktop, emulator etc. SaaS: Salesforce, Google Docs, 
Facebook, LinkedIn, Doodle.

4. Cloud Clients
Cloud clients are users who access this service model based on 
their need. They can access resource through web browser, mobile 
apps, thin client etc.

B. Cloud Types

1. Public Cloud
A large organization owns the cloud infrastructure and sells cloud 
services to industries or public. Public cloud applications, storage, 
and other resources are made available to the general public by 
a service provider. These services are free or offered on a pay-
per-use model.

2. Community Cloud
Several organizations that have similar polices, objectives, aims 
and concerns share the cloud infrastructure. The common concerns 
(security, compliance, jurisdiction, etc.), whether managed 
internally or by a third-party and hosted internally or externally.

3. Hybrid Cloud
Hybrid cloud is a composition of two or more clouds (private, 
community or public) that remain unique entities but are bound 
together, offering the benefits of multiple deployment models. It 
enables data and application probability.

4. Private Cloud
The cloud infrastructure is owned or leased by a single organization 
and is operated solely for that organization Private cloud is cloud 
infrastructure operated solely for a single organization, whether 
managed internally or by a third-party and hosted internally or 
externally.

C. Cloud Architecture
It is a systems architecture involved in the delivery of cloud 
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computing, involves multiple cloud components communicating 
with each other over a loose coupling mechanism such as a 
messaging queue. Elastic provision implies intelligence in the 
use of tight or loose coupling as applied to mechanisms such as 
these and others. It have four basic steps:

Cloud infrastructure (eg. Billing VM)1. 
Cloud service (eg. Queue)2. 
Cloud platform (eg. Web Frontend)3. 
Cloudstorage (eg. Database)4. 

Fig. 1: Cloud Architecture

II. Related Works
The availability of the outsourced data is increased by using 
technique called Scalia [1] which adopts the placement of data 
among multiple storage providers and optimize the cost. This 
approach have multiple datacenters based on access dependencies 
of user and can suitable for multi-cloud storage efficiently. High 
availability of data is provided by scheme called High-Availability 
and Integrity Layer (HAIL)[2] which is a distributed cryptographic 
system that permits a set of servers to prove to a client that a stored 
file is intact and retrievable. To check the integrity of outsourced 
data , researchers provides two basic approaches called Provable 
Data Possession (PDP) [3] and Proofs of Retrievability (POR)
[4].First approach proposed the PDP model [4] for ensuring 
possession of files on untrusted storages without  downloading 
the actual data and provided an RSA-based scheme for a static 
case. It also includes a public verifiability, with this anyone, not 
just the owner can challenge the server for data possession. This 
extends the application areas of PDP protocol by separating the 
data owners and the users. But this is insecure against replay 
attacks in dynamic scenarios because of dependencies in index 
of data blocks. Moreover, they are not fit for multi-cloud storage 
because there is no homomorphism property in the verification 
process. To overcome static file storage limits in PDP and to 
provide dynamic data operations in PDP the Scalable PDP model 
have been proposed. It is a lightweight PDP scheme based on 
cryptographic hash function and symmetric key encryption. But 
due to the lack of randomness in the challenges and by using 
previous metadata, the servers can deceive the owners. The another 

drawback in this model is block size and its length are fixed and 
hence the modification of blocks cannot be done anywhere. Based 
on this work two Dynamic PDP has been proposed. First is basic 
scheme, called DPDP-I and Second is the, blockless scheme, 
called DPDPII. But these schemes are also not effective for a 
multi-cloud environment Second approach is POR scheme[4], it 
describes the pre-processing steps that the clients should do before 
sending their file to a CSP. But this also not allow for updating 
the data efficiently. An improved version of this protocol called 
Compact POR has been proposed. This technique which uses 
homomorphic property to aggregate a proof into authenticator 
value but their solution is also static and could not prevent the 
leakage of data blocks in the verification process. The dynamic 
scheme with cost by integrating the Compact POR scheme and 
Merkle Hash Tree (MHT) into the DPDP has been proposed. 
Several POR schemes and models have been recently proposed by 
using RAID techniques. It introduced a distributed cryptographic 
system that allows a set of servers to solve the PDP problem. It is 
based on an integrity protected error correcting code (IP-ECC), 
which improves the security and efficiency of existing tools. Here 
, a file must be transformed into distinct segments with the same 
length, which are distributed across servers. It is more suitable 
for RAID rather than a cloud storage.

III. Overview of Integrity Verification and Availability 
Techniques
Integrity verification should be made by clients to assure that their 
data has been properly stored and maintained in third party server. 
The availability and durability of data is provided by multi-cloud 
concept. The overview of various Provable Data Possession and 
Proof of Retrievability techniques are summarized as follows. 
Scalia[1], a cloud storage brokerage solution that continuously 
adapts the placement of data based on its access pattern and 
subject to optimization objectives, such as storage costs. It 
efficiently considers repositioning of only selected objects that 
may significantly lower the storage cost. The cost-effectiveness 
of Scalia against static placements and its proximity to the ideal 
data placement in various scenarios of data access patterns of 
available cloud storage solutions and of failures. Scalia can run 
directly at the customer premises as an integrated hardware and 
software solution or can be deployed as a hosted service across 
several datacenters. It provides a scalable and highly available 
architecture with no single point of failure and able to guarantee 
higher availability than the storage providers.

Fig. 2: Multi – Data Center Architecture
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Virtual Infrastructure Management in Private and Hybrid 
Clouds
In Iaas, service providers deploy data center as virtual machines. 
With IaaS clouds growing popularity, tools and technologies are 
emerging that can transform an organizations existing infrastructure 
into a private or hybrid cloud. To provide users with the same 
features found in commercial public clouds, private/hybrid cloud 
software must,

Provide a uniform and homogeneous view of virtualized • 
resources, regardless of virtualization platform
Manage a VM’s full life cycle, including setting up networks • 
dynamically for groups of VM’s and managing their storage 
requirements
Support configurable resource allocation policies to meet the • 
organizations specific goals
Adapt to an organizations changing resource needs, even • 
local resources are insufficient.

The challenge is in integrating multiple components to create 
complete IaaS cloud-building solutions. Private and hybrid clouds 
also face this challenge to efficiently manage the finite resources. 
However, existing VI managers rely on an immediate resource 
provisioning that implicitly assumes that capacity is practically 
infinite. Although this is a fair assumption for large cloud providers, 
but not applicable to smaller providers where the likelihood of 
being overloaded is greater.

B. Collaborative Integrity Verification in Hybrid Clouds
In hybrid cloud an organization provides and manages some 
internal resources and the others provided externally. It may bring 
irretrievable losses to the clients due to lack of integrity verification 
mechanism for distributed data outsourcing. Addressing the 
construction of a collaborative integrity verification mechanism 
in hybrid clouds, to support the scalable service and data migration, 
consider the existence of multiple cloud service providers to 
collaboratively store and maintain the clients data. The verification 
is performed by a 5-move interactive proof protocol. Different 
entities in hybrid cloud includes Cloud service providers (CSPs), 
who work together to provide data storage services and have 
enough storage spaces and computation resources; and Trusted 
third parties (TTPs), who are trusted to store the verification 
parameters[3] and offer the query services for these parameters.

Fig. 3: Integrity Verification in Hybrid Cloud

C. Dynamic Provable Data Possession
Proving the integrity of data stored at untrusted servers in 
resource-sharing networks is more important. In PDP[3],the client 
preprocesses the data and then sends it to an untrusted server for 
storage, while keeping a small amount of meta-data. The client later 
asks the server to prove that the stored data has not been tampered 
with or deleted without downloading the actual data. However, 
the original PDP scheme applies only to static files. The efficient 
constructions for dynamic provable data possession (DPDP I), 
which extends the PDP model to support provable updates to 
stored data This use a new version of authenticated dictionaries 
based on rank information. It checks the integrity of file blocks. 
In (DPDII) , Rank-based RSA trees are used which has a higher 
probability of detection, maintains logarithmic communication 
complexity but has increased update time.

D. Proofs of Retrievability
The problem with remote storage is accountability. If remotely 
stored data is rarely accessed the users cannot be sure that their data 
is being stored honestly. If a remote storage provider experiences 
hardware failure and loses some data, it might reason that there is 
no need to notify its clients, since there is a good chance that the 
data will never be accessed and the client would never find out. 
Alternatively, a malicious storage provider might even choose to 
delete rarely accessed files to save money. To assure such concerns, 
we would like a simple auditing procedure for clients to verify 
that their data is stored correctly. Such audits, called Proofs of 
Retrievability [4].

IV. Results
The Overview of various techniques and the algorithm or 
implementation techniques that have adapted for each scheme is 
properly verified by Comparative study and tabulated in Table1. 
The advantage and disadvantage of each techniques are also 
tabulated. As a result the study of this comparison table provide 
the importance of integrity verification that the client need to 
be done before storing their data to the third party server. The 
availability of data is also greater importance and that can be done 
by integrating the several set of servers which is key concept in 
multi-cloud environment. 
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Table 1: Comparative Study of Various Scalability and Integrity Verification Techniques

Scheme Algorithm Single/Multi
Cloud Description Advantage Disadvantage

Multi- datacenter Scalia Multi Cloud

Scalia method 
continuously
adapts data in several
storage provider and
optimize the cost for 
clients

1.High data availability
2.High data durability
3. minimize storage cost
for clients

Latency overhead
and scalability of
prototype has not
been described

SPDP
(Scalable PDP) PDP,MHT Single Cloud

It provides secured data 
in
encrypted form by using
symmetric 
cryptographic
key and also allows 
public
verifiability.

1.It provides efficient
PDP by encryption
2.It is light weight PDP
scheme to support
homomorphic hash
function

1. It lacks in
randomness
hence by using
the previous
challenges, client
can easily deceive
the server.

POR
( Proof of
retrievability

MAC Multi Cloud

It describes the
preprocessing steps 
client
should do before 
uploading
the data to provider 
server
by using Message
Authentication Code.

1.Preprocessing steps can
be made by client before
storing their data.
2.It is the simple way to
audit the server

It is difficult to
build the system
for e-client
probably with
secured data
during the audit

V. Conclusion
Cloud is designed to provide a service to the external users. To 
compensate their needs the resources should be highly available. In 
this paper, it gives an overview about cloud scalability and various 
integrity verification techniques. In addition, that comparative 
study of various availability and integrity verification schemes 
and its methodology are classified along with their adaptation to 
single/multi cloud environment.
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