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Abstract
Cloud computing is a web based application. There are many 
challenges faced by the data owner in outsourcing the data 
because the data can be changed or damaged when it is stored 
in third party cloud [VJ1]. To make data access and storage in 
cloud computing more secure in cloud, data is transferred to 
the cloud using cryptography [VJ3]. Data is encrypted with a 
key before transferring to the third party cloud; here the key is 
changed frequently. This key management process consists of 
different types of algorithms to make data access more secured in 
cloud. In this paper we compare two types of algorithms used in 
securing data access using cryptographic techniques. One is the 
implementation of Digital signature in RSA algorithm [VJ2] and 
the other is using Diffie-Hellmen key exchange process among 
cloud provider and user [VJ3]. We make an assumption that 
algorithm using D-H key is more efficient. We follow qualitative 
and quantitative research process to compare two algorithms and 
make an assumption.
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I. Introduction
Cloud computing plays a vital role in the present IT industries. 
Microsoft Azure, Amazon and Google are the most leading data 
storage examples for cloud computing infrastructures at present 
[VJ3]. Cloud computing is low cost effective and most preferred 
in present web services. The process of using the customer’s 
system after accessing as a server and providing seeds through 
customer’s to the other user by authentication is known as cloud 
computing. Cloud computing is preferred by most of the leading 
Business and IT industries but some of them are not using due 
to lack of data security provided to the outsource data. Some of 
the problems in data security risks are reduced by cloud provider. 
The data owner sends information to the cloud provider and cloud 
service provider makes the users to access the data provided by 
the data owner. Here the data can be accessed and used by cloud 
service provider, to make this data secure in cloud cryptographic 
technique [VJ3] is used in which data are encrypted using key 
by the data owner before transferring to cloud service provider 
then cloud service provider makes the data available to the user 
after accessing the key used to decrypt given by cloud owner. The 
process of exchanging key is between a cloud provider and a user. 
The frequently using key is maintained by a key management 
which increases the data access security in cloud. But this key 
management process is complex and costs more [VJ4]. There are 
many types of algorithms used in key management to reduce the 
cost and make data more secured in cloud. We selected two types 
of cryptographic algorithms used to secure data in cloud.
A changed Diffie-Hellman key exchange protocol is used to secure 
data access in cloud [VJ3] this protocol makes the cloud owner 
control over the data transferred to the user. By encrypting the 
data twice using D-H key i.e., first the data are encrypted with 
a key and then the whole data is again encrypted using master 

public key. The cloud service provider will be able to access the 
public key allow the user to gain access data but the cloud service 
provider is not aware of the first encrypted key. Cloud data owner 
gives first decryption key to a user [VJ3]. An algorithm used in 
D-H key twice encryption process makes the data access more 
secure in cloud computing.
Another algorithm used in cloud computing to secure data 
transferred from cloud service provider is carrying out Digital 
signature in RSA encryption algorithm [VJ2]. The process of 
encrypting the data and adding digital signature process to the 
encrypted data using RSA algorithm makes the data security more 
efficient in cloud service provider. In this process the data RSA  
algorithm was introduced by Ron Rivest, Adi Shamir, and Leonard 
Adleman in 1978[VJ2]. The data is divided into message digest 
by software and this digest message data is encrypted using a 
public key with digital signature. This encrypted data with digital 
signature allows user to accept after verifying with digital signature 
that the user is known person [vj2]. This process makes the data 
owner secure in outsourcing the data to cloud service provider. 
In this paper we compare both the algorithms used to secure 
data access process in cloud service provider and finally give an 
assumption that D-H key encryption algorithm process is more 
secured when compared to Digital signature in RSA algorithm 
which reduces the cost in maintaining key management.
Our research paper consists of process used in D-H key algorithm 
and RSA algorithm, research questions and how we come up 
with the research question, problem definition, hypothesis, related 
work, and conclusions.

II. Background 
This paper gives a description process of securing data access in 
cloud service provider. We search different articles related data 
security in cloud computing using Systematic literature Review 
process. We compare two process of data access secured in cloud 
service provider.
When data is transferred to the user by cloud service provider the 
data can be modified or corrupted. [VJ4]To make the data access 
and storage in cloud service provider secure. Data owner encrypts 
and uses key before sending the data to the cloud service provider. 
The user gets registered to the data owner and gets decryption key 
provided by the cloud data owner after conforming registration to 
the user. Cloud service provider allows the data access to the user 
only after decrypting key this cryptographic process is applied 
to secure data access in cloud provider secure. In this process 
key is frequently changed to secure data access more.[VJ4] This 
key changing process is done by key management process which 
makes cloud provider complex and costly when data more data 
users are there. We concentrated on data security access in cloud 
computing and narrow down our research to key management 
process and algorithms used in securing data access  in cloud 
computing. This key management process is costly and complex 
to maintain by the data owner so many algorithms for key are used 
to secure data when it is transferred to cloud service provider.
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III. Related Work
Data life cycle process is used to secure data which is transferred 
to third party auditor [VJ4]. In this life cycle protection data 
confidentiality, integrity, availability, access control process, 
key management and encryption process is done in cloud service 
provider and client. The life cycle consists of create data, store 
data, share data, destruct data in cloud. That is between user, data 
owner and cloud service provider. In this life cycle the encrypted 
data is used by frequent key changing process which makes 
complex and costly for data owner [VJ4].
The process of encrypting the data twice using D-H key algorithm 
process in data access makes the data security more efficient. Here 
the risk even after using encryption twice is data access sending 
to unauthorized server and to unauthorized user [VJ3].
To secure data access transferred to cloud service provider by 
data owner cryptographic technique is applied. RSA algorithm is 
used for encrypting key and to make the key more secure digital 
signature is used with RSA algorithm [VJ2]. The process of adding 
digital signature makes data more secure. Data transferred by 
encrypting key with digital signature from data owner to cloud 
service provider and data owner makes the data available to user 
after decrypting the key with digital signature [VJ2].

IV. Research Methodology
We follow mixed methodology to compare D-H key algorithm[VJ3] 
and RSA algorithm with digital signature[VJ2] and prove that D-H 
key algorithm which is used twice to encrypt data process is more 
efficient and secured with less key management effort and cost 
and the RSA encryption with digital signature  is less secured 
and cost effective according to our research. Our main aim is to 
compare the two algorithms using qualitative and quantitative 
and prove that D-H key algorithm which is used twice makes the 
key management reduce the cost and complexity.

A. Qualitative Research
We compared RSA algorithm with digital signature used to access 
data and D-H key algorithm by encrypting the data twice in cloud 
service provider. Finally we make an assumption by analyzing the 
algorithms used in both the process that using D-H key algorithm 
applied twice for encryption with two keys is more efficient and 
costs less for key management process as well as reduce complexity 
in maintaining the frequent key management.  

B. Quantitative Research
The quantitative research in this paper is to do an experiment using 
graph of the range of algorithms used in data access security in 
cloud service provider. We do an experiment using the validity 
threats in both algorithms and make an assumption that D-H key 
algorithm used to encrypt twice is more secured and reduces 
the key management process and cost. We provide the graph to 
compare the two algorithms and make an assumption that D-H key 
encryption algorithm is more secured and less key management 
effort and cost is required.

V. Validity Threats
There are three types of threats identified in our research they are 
internal validity threats, external validity threats and conclusion 
validity. We find these threats to give an assumption that data 
access security using D-H key encryption algorithm twice is 
more efficient than using RSA algorithm with Digital signature. 
We assume that the D-H key twice encryption algorithm is not 
sufficiently proved in data access security that this algorithm is 

more efficient.
Internal validity threats in our research is the comparison of two 
algorithms is not perfectly shows the result that D-H key encryption 
using twice is more efficient and makes the key management 
reduce complexity and cost.
External validity threats in our research is to after running 
both algorithm in simulation tool in different configurations of 
computers the values of both algorithm used may change. We 
assume that the even after running in different configurations the 
values may change but D-H key algorithm is always more secured 
than RSA algorithm.
Conclusion validity threats in our research are we do an experiment 
by using graph which does not satisfy in real world. We assume 
that the algorithm RSA used to secure data more and reduce cost 
is more efficient in our experiment.

VI. Research Design
The main aim of our research is to find compare D-H key algorithm 
which is encrypted twice and RSA algorithm implemented with 
Digital signature. Finally we give an assumption using empirical 
research and experiment that the D-H key algorithm used to 
encrypt twice is more effective and makes the key management 
to reduce the complexity and cost.

VII. Problem Definition
In the cloud computing data is stored different device of different 
cloud to ensure data availability. If some device fails it could 
lead to data not available. To avoid unavailability of data, data is 
distributed to other clouds [sh1]. 
Securely accessing data is a major concern to avoid data leakage 
and data corruption.

A. How Algorithm [2] Works?
To access data securely, digital signature with RSA algorithm, 
concept is proposed. RSA is probably the most recognizable 
asymmetric algorithm. To enhance the data security both digital 
signature scheme and public key cryptography concept are 
included. In digital signature, software will crunch down the data 
and convert it into a few lines using hashing-algorithm. These few 
lines are known as message digest. Message will encrypted with 
PUBLIC key. Then it will generate a digital signature. To encrypt 
the data RSA algorithm is used. Using owners key and senders 
key, this digital signature is decrypted in message digest [sh2].

Fig. 1:

Fig. 2:

B. How Algorithm [3] Works?
To ensure data access security, only authorize users are allowed to 
access data in the cloud. Therefore, to access data new user will 
have to register by cloud service provider [sh3]. 
The data owner computes a message digest using MD5 for every 
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file belonging to the data set available with it. In this algorithm 
128 bit MD5 hash is used over any other data like SHA-1 (160 
bit) for data integrity because symmetric key is using for digest. 
This cryptographic strength ensures data confidentiality and 
integrity between data owner and user. To encrypt the data double 
encryption is used. After updating capability list new registered 
users can access the data. Data owner sends everything encrypted 
using its D-H key and for confidentiality and authentication D-H 
key is used [sh3].

VIII.Research Questions
In the discussed algorithm [sh3] and algorithm [sh2], their main 
way of data security to access is similar. Main difference is 
algorithm for encryption and which key is used for encryption 
and computational complexity. Now, question is which one is 
better for data security in access and computational perspective. 

IX. Hypothesis
Hypothesis 0: 
The core ideas for data security of both algorithm [sh2] and [sh3] 
are similar. Main difference is from use of KEY for encryption.
Hypothesis 1:
Our concern is to reduce the computational complexity because of 
increasing size of key. D-H KEY Exchange is better than PUBLIC 
KEY. Because D-H Exchange protocol reduces the computational 
complexity [sh3].

X. Analysis and Results 
In this section, we compare and analysis of two considers algorithms 
in terms of scalability and strength of cryptography. 
Analysis of algorithm [sh3] 

Data Confidentiality
Data is shared between data owner and user; data and digest both 
are encrypted, key is shared by user and owner. So, CSP is not 
able to know the data [sh3]. 

Table 1:

Here data is encrypted twice which is described in this algorithm 
: Oi   EK o (fi, Di), followed by EOi  EKs (Oi). “The EKO is 
a symmetric key that  is only known to DO and user, hence Oi is 
non-intelligible to CSP. Further, EKS is the session key between 
CSP and user, hence no one else will know Oi [sh3]”. Due to over 
encryption key length increased and that is why brute-force attack 
becomes difficult on the cipher. In the Figure 3, graph is showing 
that the strength of double encryption over other standard ciphers 
like symmetric, asymmetric etc. In the Figure 3, Y-axis ensures the 
strength of the security level of different mechanisms [sh3].

Fig. 3:

RSA and DSS etc (DES and public key algorithm) are used for 
different purposes. Double encryption is chosen because of large 
key sizes.
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Fig. 4:

In the algorithm, those user are registered in the capability list are 
allowed to access cloud.
(b). Capability-based access control:
In this proposed, only data owner have the right to create, modify or 
delete Cap List which contains authorized users list. Earlier Access 
Control Lists (ACLs) are used but in this algorithm Capabilities 
are proposed as the data structure for controlling access of data 
files. 
In cloud computing environment, creation of ACL for a object 
to control access of data may not be practical in most cases; data 
files accessed by one user may not be needed by another user. 
Because of these reason capabilities is selected for access control 
rather than ACLs [sh5].
Fig. 5, illustrates the computational complexity of PUBLIC 
KEY and D-H KEY Exchange. Due to increasing the key 
size computational complexity increases speedily in PUBLIC 
KEY encryption when it compare to D-H KEY Exchange. 
Implementation of D-H KEY Exchange protocol is relatively 
easier than PUBLIC KEY cryptography [sh3].

Fig. 5:

Analysis of algorithm [sh2]:
In this algorithm, RSA algorithm is used for data encryption. 
Message digest is encrypted with PUBLIC KEY. 
From the above analysis we have find out that double encryption 
enhance the security level and D-H KEY Exchange protocol 
reduce computational complexity. Therefore, algorithm [sh3] is 

better.

XI. Conclusion
The main aim of our research is to compare both the algorithms 
used to secure data in cloud service provided. D-H key management 
algorithm is used to secure data and it is used twice in which the 
inner data key is not available to cloud service provider. RSA 
algorithm is also used to secure data and it added with digital 
signature using some hashing algorithm to make data more 
secured. We use quantitative and qualitative research approach 
and make an assumption that using D-H key algorithm process 
twice makes data access more secured and less cost effective. Our 
feature work will be using the D-H key algorithm and adding the 
Digital signature hashing algorithm which makes data security 
more efficient and doing an experiment showing data is more 
secured and reduces key management complexity and cost.
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