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Abstract
Network security concerns with the idea of the designed to a secured 
network, which is the most significant task in any organization or 
in an enterprise. To secure the different network devices from the 
unauthorized access i.e. to secure our network we mainly apply the 
security policies and the procedures. Servers such as web/file/mail 
servers, etc., are the predominant devices in a very network. Hence, 
securing these servers is the initial and foremost step followed in 
every security implementation mechanism. Our work demonstrates 
the design and implementation of a distributed firewall using the 
KeyNote trust management system to specify, distribute, and 
resolve policy, and OpenBSD, an open source UNIX operating 
system. The various security modules existing in operating system 
makes it completely different from different operating systems. 
We have a tendency to analyzing network packets mistreatment 
the foremost in style open supply network protocol analyzer wire 
shark and based on analyzing the packet work have been done on 
writing the script to block/allow the network traffic mistreatment 
informatics firewall and when obstruction traffic any capturing 
and analyzing of packets mistreatment wire shark. In this scheme, 
security policy is still centrally defined, but enforcement is left 
up to the individual endpoints.

Keywords
Firewall, Linux, Wire Shark, Network Security, IP Tables

I. Introduction
Network security is an important task that must be seriously 
considered when designing a network. Network security consists of 
the provisions and policies adopted by a network administrator to 
prevent and monitor unauthorized access, modification, misuse, or 
denial of a computer network and network-accessible resources. 
The measure of the security involves the authorization of access to 
data in a network, where the network administrator maintained the 
monitoring. A firewall [2] is a collection of components that filter 
traffic between them according to some security policy. A firewall 
is a security system that controls access to a protected network, 
such as a private corporate network.  Network firewalls are devices 
or systems that control the flow of traffic between networks 
employing different security postures. The filtering decision is 
based on a firewall policy defined by network administrator. Every 
network packet, which arrives at firewall, until first matching rule 
is found, it must be checked against defined rules. Depending on 
the action specified in the matching rule, the packet can be then 
allowed or banned access to the network. Packet filtering allows 
you to explicitly restrict or allow packets by machine, port, or 
machine and port. Ip firewalls are used to set up, maintain, and 
inspect the tables of IP packet filter rules in the Linux kernel. 
Multiple tables are defined and each table contains a number 
of built-in chains and may contain user- defined chains. Good 
system and network security starts with a good understanding of 
the operating environment. However many companies are not have 
the luxury of operating in a single vendor / single operating system 
environment because PC desktops exist in the most entrenched 
UNIX shops and UNIX computers exist in many PC shops. While 
a system administrator may have a lot of experience with one 
version of UNIX, administering another version of UNIX may 

require some additional information in order to maintain the same 
quality of service and security stance. One key assumption under 
this model is that everyone on the protected network(s) is trusted; 
if that is not the case internal, firewalls have to be deployed in the 
internal network. The model is worked on the small to medium 
networks and the several trends in threaten to create it obsolete: 

Due to the increasing line, speeds and the more computation • 
intensive protocols that a firewall must support and the 
firewalls tend to become congestion points. Even though 
computers are getting faster, the combination of protocols 
that are more complex and the tremendous increase for data 
that must be passed through the firewall has been and likely 
will continue to outpace Moore’s Law.
There exist protocols that are difficult to process at the firewall, • 
Even though the new protocols are designed to simplify the 
difficulty, because the latter lacks certain knowledge that is 
readily available at the endpoints. RealAudio and FTP are 
two such protocols.
The assumption that all insiders are trusted has not been valid • 
for a long time. Remote networks may be allowed access 
to all or parts of the protected infrastructure. Consequently, 
the traditional notion of a security perimeter can no longer 
hold unmodified.
Worse, nonetheless, it has become trivial for anyone to • 
determine a new, unauthorized entry point to the network 
while not the administrator’s knowledge and consent. 
While firewalls are in general not intended to guard against 
misbehavior by insiders, there is a tension between internal 
needs for more connectivity and the difficulty of satisfying 
such needs with a centralized firewall.

Large networks today tend to have a large number of entry points. 
In future, many sites employ internal firewalls to provide some 
form of compartmentalization. Since no unified and comprehensive 
management, mechanism exists.
End-to-end encryption can also be a threat to firewalls; it prevents 
them from looking at the packet fields necessary to do filtering. 
There is an increasing need for finer-grained access control 
which standard firewalls cannot readily accommodate without 
greatly increasing their complexity and processing requirements. 
Firewalls are still useful in providing some measure of security. 
The main theme that the firewalls are useful to provide an obvious 
mechanism for enforcing network security policy. While newer 
protocols typically have some provisions for security often 
impossible, to secure. Firewalls provide a convenient first-level 
barrier that allows quick responses to newly discovered bugs. 
In distributed firewalls, security policy is defined centrally but 
enforced at each individual network endpoint. Policy distribution 
may take various forms. For an instance consider it may be pushed 
directly to the end systems that have to enforce it. It may be 
provided to the users in the form of credentials that they use when 
trying to communicate with the hosts or it may be a combination 
of both. To implement a distributed firewall the following three 
components are necessary:

For expressing the policies and the resolving request, we • 
have a language. In their simplest form, the packet filtering 
rules have policies in a distributed firewall are functionally 
equivalent.
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For safely distributing security policies, a mechanism is • 
implemented. This may be the IPsec key management 
protocol when possible, or some other protocol.
A mechanism that applies the security policy to incoming • 
packets or connections. In addition, the enforcement part is 
provided.

Credentials in KeyNote are signed, for policy distribution the 
simple file-transfer protocols is used. Use of the IPSec stack in 
the OpenBSD [7] system to authenticate users, protect traffic, 
and distribute credentials. The distribution of credentials and 
user authentication occurs are part of the Internet Key Exchange 
(IKE) negotiation. The policies may be distributed from a central 
location when a policy update is performed, or they may be fetched 
as needed. Since KeyNote allows delegation, decentralized[5] 
administration becomes feasible. Users are also able to delegate 
authority to access machines or services they themselves have 
access to. The overall security policy relevant to a particular user 
and a particular end host is the composition of the security policy 
“pushed” to the end host, any credentials given to the user, and 
any credentials stored in a very central location and retrieved 
on-demand. In our implementation, the mechanism is split in two 
components, one residing in the kernel and therefore the other in 
a very user-level method.

II. The Distributed Firewall
A distributed firewall uses a central policy, but pushes enforcement 
towards the edges. The policies defines the connectivity, inbound 
and outbound is permitted; this policy is distributed to all endpoints. 
In the full-blown version, endpoints are characterized by their 
IPSec identity, typically in the form of a certificate. Relying on the 
topological notions of “inside” and “outside” a distributed firewall 
assigns certain rights to whichever machines own the private keys 
corresponding to certain public keys. The right to connect to the 
http port on a company’s internal Web server might be granted to 
those machines. A laptop directly connected to the Internet has the 
same level of protection, as does a desktop in the organization’s 
facility. A laptop connected to the corporate net by a visitor 
would not have the proper credentials. We want to provide the 
security policy language that can describe which connections are 
acceptable, an authentication mechanism, and a policy distribution 
scheme. For the authentication mechanism, we decided to use 
IPSec for traffic protection and user/host authentication. Use 
of application-specific security mechanisms requires extensive 
modifications of all such applications to make them aware of the 
filtering mechanism. Finally, it would be impossible to secure 
legacy applications with inadequate provisioning for security. 

III. Keynote
Trust Management[3] is a relatively new approach to solving the 
authorization and security policy problem. Using of public key 
cryptography for authentication. Trust management dispenses with 
unique names as an indirect means for performing access control. 
Rather than it uses a direct binding between a public key and a 
set of authorizations. This results in an inherently decentralized 
authorization system with sufficient impressibility to guarantee 
flexibility in the face of novel authorization scenarios. One instance 
of a trust-management system is KeyNote. It provides a simple 
notation for specifying both local security policies and credentials 
that can be sent over an untrusted network. 

Fig. 1: Application Interactions with KeyNote

As shown in the fig. 1 applications communicate with a “KeyNote 
evaluator” that interprets KeyNote assertions and returns results to 
applications. Hence, different hosts and environments may provide 
a variety of interfaces to the KeyNote evaluator. A KeyNote 
evaluator accepts as input a set of local policy and credential 
assertions called an “action environment”. It can describe a 
proposed trusted action associated with a set of public keys. An 
important concept in KeyNote is “Monotonicity”. It given a set 
of credentials associated with a request, if there is any subset that 
would cause the request to be approved then the complete set will 
also cause the request to be approved. Monotonicity is enforced by 
the KeyNote language. Northing worth here that although KeyNote 
uses cryptographic keys as principal identifiers. Delegation must 
be controlled by the operating system in our environment. The 
identifier of the principal requesting an action must be securely 
established in the absence of cryptographic authentication. End 
hosts are also considered principals when IPSec is not used to 
secure communications. Local policies or credentials issued by 
administrative keys to specify policies similar to current packet 
filtering rules. The only known solution to this is the use of 
cryptographic protocols to secure[1] communications. Potentially 
for different applications to be contained in the same assertion is 
too trivial to support application-specific credentials. KeyNote 
allows us to use the same and simple language for both policy 
and credentials. Alternately, credentials may be viewed as parts 
of a hypothetical access matrix. They may depend exclusively 
on credentials from the administrator. It is possible to “merge” 
policies from different administrative entities and process them 
unambiguously. In the form of intersection and union of the 
component sub-policies can expressed as merging. 
Our ultimate goal is to KeyNote uses a human-readable format and 
it is indeed possible to write credentials and policies that way. It can 
be use it as an interoperability-layer language that “ties together” 
the various applications that need access control services. Higher-
level language would be used by the administrator to specify 
correspondingly higher-level policy and then have this compiled 
to a set of KeyNote credentials. Using KeyNote as the middle 
language offers a number of benefits:

Various applications are used handle and allowing it for the • 
more comprehensive and mixed-level policies.
Built-in delegation is provided for decentralization of the • 
administration.
Updation of the incremental or localized policy is allowed.• 

IV. Implementation
We decided to use the OpenBSD operating system for our platform 
development. OpenBSD provides an attractive platform for 
developing security applications because of the well-integrated 
security features and libraries. Majorly three components are 
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comprised in our system: 
1. A set of kernel extensions

Kernel Extension implements the enforcement mechanisms• 
2. A user level daemon process

Daemon process implements the distributed firewall [4] • 
policies

3. A device driver
It is used for two-way communication between the kernel • 
and the policy daemon.

Fig. 2 shows a graphical representation of the system, with all 
its components.

Fig. 2: The Figure shows a graphical representation of the 
system

A. Kernel Extensions
We focused our efforts on the control of the TCP connections in 
our working prototype. Similar principles can be applied to other 
protocols for unreliable protocols. In the UNIX operating system 
users create outgoing and allow incoming TCP connections using 
the  connect () and accept () system calls respectively. The filtering 
mechanisms are required and these are based on the policy that is 
set by the administrator. As shown in the fig. 5 user level approach 
is depicted. 

Fig. 3: Wrappers for Filtering the Connect () and Accept () System 
Calls are Added to a System Library

As we mentioned previously, the two system calls we need to filter 
are connect(2) and accept(2). The policy context is a container for 
all the information related to that specific connection. A sequence 
number is associated to each such context and then we start filling 
it with all the information the policy daemon will need to decide 

whether to permit it or not. connect()includes the ID of the user that 
initiated the connection, the destination address and port. There is 
no limit as to the kind or amount of information we can associate 
with a context. The commit operation adds the context to the list 
of contexts the policy daemon needs to handle. When accept(2) 
enters the kernel, it blocks until an incoming connection request 
arrives. We allocate a new context which we fill in similarly to 
the connect(2) case.

B. Policy Device
We implemented a pseudo device driver that serves as a 
communication path between the user–space policy daemons. 
We have implemented the device driver as a loadable module. If 
no policy daemon has opened /dev/policy, no connection filtering 
is done. All subsequent connect () and accept () calls will go 
through the procedure described in the previous section. When 
reading from the device the policy daemon blocks until there are 
requests to be served. It should be noted that both the device and 
the associated messaging protocol are not tied to any particular 
type of application. This allows the kernel and the policy daemon 
to re–synchronize in case of any errors in creating or parsing the 
request messages. 

C. Policy Daemon
It is a user level process liable for creating choices, based on 
policies that are specific by some administrator and credentials 
retrieved remotely or provided by the kernel, on whether or not to 
allow or deny connections. It is possible to remove old policies and 
add new ones dynamically. Communication between the policy 
daemon and the kernel is possible using the policy device. Finally, 
the daemon writes the reply back to the kernel and waits for the 
next request. It can be used to provide policy resolution services 
for many different applications. The daemon can fetch a credential 
based on the ID of the user associated with a connection. A very 
simple approach to that is fetching the credentials via HTTP from 
a remote web server. If credential “privacy” is a requirement, one 
could secure this connection using IPsec or SSL.

V. Conclusion
Network security policy specification remains under

The control of the network administrator. Its enforcement • 
is left up to the hosts in the protected network. Various 
shortcomings of traditional firewalls are overcome:
On restricting the network topology security[6] is no longer • 
dependent.
We no longer solely depend on a single firewall for protection. • 
Hence, we eliminate a performance bottleneck.
Filtering of protocols.• 
Adding or removing links has no impact on the security of • 
the network. Users set the “Backdoor” connections.
End-to-end encryption is made possible without sacrificing • 
Security.
Filtering rules are distributed and established on an as-needed • 
basis.

Distributed firewall architecture requires high quality administration 
tools, and de facto places high confidence in them. Note that the 
introduction of a distributed firewall infrastructure in a network 
does not completely eliminate the need for a traditional firewall. 
Since most of the security enforcement has been moved to the 
end hosts. The interactions between traditional and distributed 
firewalls are a subject for future research. The two main differences 
between the two approaches lie in the granularity of “internal” 
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protection and the end-to-end security guarantees.
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