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Abstract
Smart phones have been a vulnerable target for malware since 
June 2004. The number of infected applications steadily increased 
until certain security measures like application signing and 
validation of developers was introduced. Android phones are one 
such smartphones that were and continue to be a prime target 
for hackers. The main objective of this paper is divided into two 
parts. First, the actual working of a malware is scrutinized in 
order to understand its effects and functioning. Second, reverse 
engineering technology.
Smartphones have been a vulnerable target for malware since June 
2004. The number of infected applications steadily increased until 
certain security measures like application signing and validation 
of developers was introduced. Android phones are one such 
smartphones that were and continue to be a prime target for 
hackers. The main objective of this paper is divided into two 
parts. First, the actual working of a malware is scrutinized in 
order to understand its effects and functioning. Second, reverse 
engineering technique is used in order to tweak the files and 
renovate a legitimate application into a malware.
The reverse engineering tools used are ApkTool, Dex2Jar, 
Notepad+ +, JD-GUI, etc. First a malware is disassembled and 
its source code is scrutinized to find the malicious code. Secondly, 
a legitimate application is disassembled and the AndroidManifest.
xml file is altered to add more permissions and it is then repackaged.  
The new or altered application is then signed using a self-signed 
certificate and installed on the Android Emulator in order to test if 
the changes are reflected. In this paper we also revisit the various 
malwares existing, the architecture and security model of Android, 
the reverse engineering tools and the ways of mitigating malware 
on Android devices.
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I. Introduction
Smartphones have gained tremendous popularity over the last few 
years. In this growing market of smartphones, Android, an open 
source platform of Google has become one of the most popular 
Operating Systems. Android is mainly used in smartphones and 
tablets (1). Smartphones are accepted and admired by many mainly 
because they are capable of providing services such as banking, 
social networking, etc all on the go. They are equipped with several 
features such as Wi-Fi, voice, data, GPS, etc (2). It is believed by 
experts that Android is going to be more popular by 2012 than its 
rivals such as iPhone and Blackberry.
The sudden increase in smartphone applications causes concern in 
terms of user security.Smartphones have become a very soft and 
vulnerable target for malicious application developers. Android 
has gained popularity mainly because it is an open source operating 
system and it has some basic features such as middleware in 
the form of virtual machines, system utilities and a few core 
applications such as calculator, browser, etc (3).
The android architecture is made up of the following four layers 

(3):-
A Linux Kernel that supports multiprocesses and multithreads. • 
Every application has its own Linux ID and runs in a separate 
process. Two applications with the same ID can exchange 
data between them.
Some Open source libraries.• 
Android run-time environment, wherein a Dalvik Virtual • 
Machine runs an applications in the dex binary format. 
An application framework that possesses a Java interface. • 
This layer consists of the Android NDK and SDK.

Some pre-installed core applications 
The android security model is based on a permission and 
sandbox mechanism. Each application runs in its own Dalvik 
Virtual Machine with a unique ID assigned to them. This prevents 
an application from hampering information/data of another 
application. There are different kinds of threats that have emerged 
in the recent years. They can be broadly classified as Application 
Based, Network Based and Web Based Threats. The malwares 
and spywares are rapidly increasing and are currently targeting 
Android. The diagram below gives a vague idea of the increase 
in malware in just six months In case of Android, the applications 
are published on Android Market which is one place where a user 
can surf and download applications. Attackers usually tamper 
with applications and republish them. Users download these 
applications without knowing that they are not original and the 
malware thus gets installed on the device. One way in which an 
attacker can entice users to download the malicious software is 
by repackaging applications using reverse engineering tools. The 
attacker changes the code in order to incorporate the malicious 
code and repackages the application and publishes them in the app 
market. Users usually cannot differentiate between the malware 
application and the legitimate application and thereby end up 
installing the malware. 
In this paper we use reverse engineering technique in order to study 
the exact working of a malware named iCalendar. We use another 
application called Seesmic and apply the reverse engineering 
technique to alter files and repackage it and thereby converting a 
perfectly harmless application into a malware. Reverse Engineering 
is a process with the aid of which we can discover and understand 
the complete working of an application by learning its operation, 
structure and functions. In this paper the tools we use for reverse 
engineering are, ApkTool, Dex2Jar, JD-GUI, Notepad++ and 
Android SDK . The details of each of these tools and the entire 
procedure of reverse engineering are discussed in Methodology. 
Literature review William Enck, MachigarOngtang and Patrick 
McDaniel have stated that, The next generation of open operating 
systems won’t be on desktops or mainframes   but on the small 
mobile devices we carry every day.Such operating systems will be 
responsible for the introduction of new markets andapplications 
due to their openness. This will enable superior amalgamation 
with the existing services .One such open source operating system 
that has attained a great deal of importance and google and study 
has shown that it has become the world’s second most popular 
operating system.
The most attractive feature of Android is that it provides an open 
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platform for developers to create their own applications. Android 
provides an SDK and NDK for the developers to create various 
applications unlike the Apple iphone applications that need to 
be downloaded from the Apple Appstore. The openness of this 
operating system is both an advantage as well as a disadvantage. 
Android allows developers to easily publish their application but 
it also allows for the publication of malicious applications

II. Android Architecture

Fig. 1:

Android Security model The android security model is designed 
such that no application is given the permission to carry out any 
operation that can badly affect other applications, the user or the 
operating system. Each application runs in its own process and 
hence Android is considered to be a multi-process system. Linux 
facilities such as group and user IDs are assigned to applications 
which impose security between the system and the applications 
at the process level.
Sandbox and Permission mechanism is said to be the base of the 
Android Security Model. It is known that each application’s code 
runs in a particular Dalvik virtual machine which has specific user 
ID assigned to it. Each application runs in isolation from the other 
applications and hence any application has no access to another 
application’s files.

Fig. 2: Android Security Model

Android Malware and Security Issues Mobile phones have 
become a soft target for cyber-criminals. Mobile phones contain 
an enormous amount of data from personal contacts to emails 
and it is also possible to carry out all types of transactions online 
.A malware is any malicious code or piece of software that is 
designed to perform functions without the consent of the user. 
Joanna Rutkowska also agrees with the above definition and has 
defined malware as, Troy Vennon a GTC Engineer at Smobile 
Systems has stated that malware is categorized based on what 
the malware actually does once it has infected a system. There 
are hence four types of malware categorized by Troy Vennon, 
namely,

Virus:- A virus is defined as a destructive or malicious program • 
that lacks the capacity to self-reproduce.
Worm:-This is a malicious code that can control a system • 
vulnerability or a network in order to automatically duplicate 
to another system.
Trojan:-A Trojan allows an attacker to obtain unauthorized • 
access or remote access  to a system while it appears to be 
executing a required operation.
Spyware:- This destructive application conceals itself from • 
the user while it collects information about the user’s without 
user’s permission. 

Authors Kamran Habib Khan & Mir NaumanTahir have categorized 
the attacks on mobile  phones as below :

Ad-ware:-This category includes the advertisements on cell • 
phones that are in reality malwares.
Direct Payoff:-This category consists of malwares that send • 
SMS without the consent of the user. 
Destructive:- An example of these kinds of attacks is erasure • 
of phonebook entries Without the user’s knowledge .
Information Scavengers:- This category includes the checking • 
of cookies, address Books and passwords without user’s 
consent.
Premeditated Spyware:- This represents remote listening and • 
location tracking.
Proof of Concept:- This category consists of malwares/• 
spywares that for example Leave the Bluetooth device on 
without user’s consent which drains the device batteries.

III. Conclusion
In the past few years smartphone users have increased exponentially. 
The various smartphones range from products by Nokia, Apple, 
Google, Blackberry, etc. The operating systems for smartphones 
are Simian, iOS, Android and Blackberry. Smartphones are viewed 
as portable PCs as they have all the functionalities of a desktop 
PC integrated in them.
Malwares on Android have been huge in number and attackers are 
constantly discovering newer methods to crack into the devices. 
The main reason for this is because smartphones like Android are 
not just used as a portable telephone these days. Android devices 
can access the internet, make online bank transmissions, manage 
social networks, etc. All these functionalities of a mobile phone 
seem very tempting for an attacker to gain information of the user 
and use it to his/her benefit.

IV. Future Work
In the scope of this paper, the most appropriate way of understanding 
malwares is by studying the working of an already existing 
malware. The next step is to try and alter a normally functioning 
application and craft it to behave as a malware. These two steps 
have been successfully achieved in this piece of work. The ideal 
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next step would be to then program a new malware from the 
beginning, sign the application, release it on the Android Market 
and install it onto a real device and test it to see if it is working 
as expected. 
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