
IJCST Vol. 4, ISSue Spl - 4, oCT - DeC 2013

w w w . i j c s t . c o m InternatIonal Journal of Computer SCIenCe and teChnology  239

 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

Secured Resource Accessing Through VPN Technology
1K.Praveen Kumar, 2B.Premamayudu, 3P.Subbarao

1,2,3Dept. of IT, Vignan University, Valdamudi, Gutnur, AP, India

Abstract
There is huge digitized data available with many libraries and 
they want to give restricted access to the thousands of users. The 
data is valuable and saleable intellectual property so the library 
managements or universities who are maintaining digital libraries 
wants to provide restricted access to their authorized persons such 
as students of their university or people who took contractual 
license. With the development of internet there is much digitized 
data is available with the libraries and the users are expecting 
to access the library data irrespective of location, for this user 
authentication and secure data transfer is essential. In this paper 
we are going to discuss about the various technologies available 
for authenticate a user and a new technology VPN (Virtual private 
Network) a secure data transfer network over unsecure and more 
chaotic public network.
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I. Introduction
The challenging task for the many library managements is 
Access management of Library, Where users are qualified using 
various methods to access valuable resources. In the qualification 
process we use authentication mechanism to signify the process 
of identification of a user in a trusted database, such as patron 
table or user database of university. After authentication we need 
to certify to the data base provider that the user falls under the 
guidelines of the subscription of license agreement. In further 
sections we are going to discuss various methods of authentication 
and certification, current status of Access management and finally 
VPN usage for secure data transfer.

II. Description of Different Authentication and 
Certification Methods

A. Authentication Methods
There are several authentication standards are available like NCIP 
(NISO Circulation Interchange protocol) and LDAP (Light Weight 
Directory Access protocol) for authenticate user for restricted 
access. But very few integrated library systems are using these 
protocols for authentication purpose. These authentication 
standards are yet to be implemented widely by many digital 
libraries.

B. Methods of Certification
In our brief survey we found that many database vendors who 
provide remote data access for their licensed users follow one of 
the 4 methods described below.

IP-Filtering1. 
Referring URL2. 
URL-Embedded username and password3. 
Database vendor provided script4. 

1. IP-Filtering
All most all database vendors use IP recognition as a standard 
method for validating a user I.e. a user is validated with the IP 
address of system with he is accessing the resources, it means user 

must be physically sitting in library and using a library system 
or user is accessing database via a library configured proxy 
server. There are many ways to compromise this mechanism 
like IP-spoofing, maintaining a list of IP addresses which are 
synchronized with library and vendor, but still many data base 
vendors or libraries are following this method to identify a user 
as authenticated user to access library resources.

2. Referring URL
When a user tries to access a protected resource by selecting it, the 
referring URL is passed to the data base vendor for authentication 
purpose via HTTP header. The data base vendor is going to 
maintain a list of referring URL’s for his customers and a service 
is provided which allows only the URL’s which are matched with 
the list of referring URL’s which are provided by the data base 
vendor. This method is a bit complex, requires discovering and 
maintaining the valid referring URL’s.

3. URL-Embedded Username and Password
the other method is to provide user id and password and which 
are passed as variables to the URL which is used to access the 
database or “connected URL” based on these variables a user 
is authenticated. But the drawback of this method is that once a 
user gained access to the protected resource, he could save the 
authenticated URL as bookmark and subsequently can misuse 
it.

4. Database Vendor Provided Script
A few database vendors provide certificate information in HTTP 
message using a script or secure communication. User is allowed 
to access protected data after executing the script and validating 
his authentication. 

C. State of Art Authorization Management
A database vendor or a library allows a valid user to access 
electronic resources after validating but generally a database 
vendor will permit to use the protected data “per simultaneous use” 
basis , in which a library pays for a max number of simultaneous 
accesses. This is usually based on a count variable which maintains 
the number of max users are connected to electronic resources if 
this value is exceed to a limit for which a library pays the access 
is denied for the excess number of users. For example a library 
has 5 licensed accounts to access protected resources, if the access 
count exceeds to 5 i.e. the 6th person access request is denied by 
invoking a control.
This seems not a standard approach for authorization control 
because a user access is restricted based on simultaneous access 
accounts count.

III. Virtual Private Network
VPN is a private network over an unsecured public infrastructure 
network, which provides a secure path called tunnel between user 
and server, where digitized protected data is stored for authorized 
users, implemented by various tunneling protocols. A Digital 
library can provide a VPN access to clients who are outside the 
campus or connected to a public network. The data transferred 
between user and server is tunneled by encrypting such that no 
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attacker can access the data. VPN provides several ways of user 
authentication methods using protocols. The encrypted tunnel 
provides secure data transfer between user and library server.
Types of VPN’s
In this section we discuss various types of virtual private networks 
and their security protocols and authentication methods.
L2TP VPN: Layer 2Tunneling   protocol. This protocol not offers 
any encryption explicitly but provides encryption with the help 
of other encryption protocols. It is a session layer protocol it uses 
Cisco’s Layer 2 Forwarding for data transfer.
IPSec VPN: It is widely used VPN type. This VPN works on 
network layer of OSI model and provides good end-to-end 
security, to implement security we need to depend on third party 
tools and client softwares.
SSTP VPN: Secure Socket Tunneling protocol VPN. It offers best 
secured Tunnel with that best secured data transfer is is ensured. 
This protocol is an improved version of L2TP and PPTP.
PPTP VPN: Point to Point Tunneling protocol VPN. It is very 
popular VPN protocol, It is popular because of its authentication 
protocols like PAP, EAP and CAP because of this feature many 
operating systems supports this VPN type.

A. Working of VPN
VPN provides two kinds of connectivity

Site to Site Connectivity• 
Remote access• 

Site to Site connectivity creates a private network on public 
internet for companies. The company employees can share their 
data securely over a public network with the help of site to site 
connectivity VPN. This can be further divided in to 2 kinds 
1.intranet based VPN, it’s a private network with in a company 
i.e. a company can connect their different branches which are 
located in different places.2.Extranet, It is a private network used 
among 2 or more different companies to work together or share 
the data.
Remote access connectivity allows an individual to gain access 
to a protected resource via a public internet this is done using 2 
nodes called

NAS(network access server)• 
Client Software• 

NAS is the mediator which allows a common user who is out 
side the network to connect remote server. It is the module which 
implements authentication process
Client software creates a secure tunnel between VPN server and 
user computer on a public network.

B. VPN Security
VPN comes with a bundle of security features that ensures secure 
access of protected resources on unprotected public network. VPN 
alone provides protection from viruses, spyware, unauthorized 
access and various kinds of attacks.
Data encryption: Under VPN data is transferred in encrypted form 
to provide secure data access, even any attacker gain access he 
could not able to disclose the information.
Authentication: VPN authenticated each user by asking his 
credentials at NAS by implementing RADIUS.

C. List of Secure Protocols Used in VPN
IPSec: IPSec stands for IP security. It encrypts and encapsulates 
data.
SSL/TLS: Secure Socket Layer (SSL) or Transport Layer Security 
(TLS) enables encrypted data exchange between client and 

server.
PPTP: Point to Point Tunneling protocol (PPTP) offers feeble 
security to keep the traffic confidential. It supports 40 bit and 
128 bit encryption.
L2TP: Layer 2 Tunneling Protocol (L2TP) is stronger than 
PPTP.
SSH: Secure Shell (SSH) enables secure tunnels while establishing 
remote connections.
IPSec: IPSec stands for IP security. It encrypts and encapsulated 
data.

IV. Realization of VPN in Ubuntu Server Operating 
System
In this section we are going to describe the steps for installing and 
configuring VPN using PPTP protocol using terminal.
 Setting up PPTP VPN Server in Ubuntu
Step 1:  Install pptp server using apt-get 
#sudo apt-get install pptpd
Step 2: Configure the pptpd with the file pptpd.conf 
Add server IP and client IP at the end of the file
# sudo vi /etc/pptpd.conf
localip 192.172.0.1
remoteip 192.172.0.100-200
The above to lines set up the PPTP server to use IP 192.172.0.1 
and distributing the IP range 192.172.0.100 to 192.172.0.200 to 
PPTP clients.  Change these numbers as you required in your 
library management system and Campus.
Step 3: Setup the DNS Configuration on the PPTP Server to use 
the Clients
# sudo vi /etc/ppp/pptpd-options
Uncomment the ms-dns and add google like below or 
OpenDNS 
ms-dns 8.8.8.8
ms-dns 8.8.4.4
Step 4:Now add a VPN user in /etc/ppp/chap-secrets file. 
# sudo vi /etc/ppp/chap-secrets
The column is username. Second column is server name, you can 
put “pptpd” in there. Third column is password. The last column 
is the IP addresses, you can put * to allow all IP. 
# client        server  secret                  IP addresses
username * myPassword *
Step 5: Start your server 
# /etc/init.d/pptpd restart
Step 6: To enable IPv4 forward. Change /etc/sysctl.conf file, add 
forward rule blew. 
# sudo vi /etc/sysctl.conf
Uncomnent the line 
net.ipv4.ip_forward=1
Step 7: Reload the configuration 
#sudo sysctl -p
Step 8:Add forward rule in iptables 
# sudo vi /etc/rc.local
adding to the bottom just before the exit 0 
iptables -t nat -A POSTROUTING -s 192.172.0.0/24 -o eth0 -j 
MASQUERADE
iptables -A FORWARD -p tcp --syn -s 192.172.0.0/24 -j TCPMSS 
--set-mss 1356
This example is using 192.168.0 for its PPTP subnet. The second 
rule adjusts the MTU size 
Step 9: Restart the Server
# /etc/init.d/pptpd restart
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V. Conclusion
Today Library is accessed through the internet by the students 
and faculty of all the Universities and Colleges.  Internet is the 
most vulnerable to the digital resources of the library.  There are 
many techniques are available to authenticate and validate the 
authenticity of the user while accessing the Library resources.  
However, many methods are available to authenticate and validate.  
But all the methods are required many configuration parameters 
and infrastructure.
VPN technology can help us maximize the use of the network, 
public network through the VPN tunnel technology, encryption 
technology, and QOS techniques to reduce costs, improve 
efficiency, enhance network security.
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