
IJCST Vol. 4, ISSue Spl - 4, oCT - DeC  2013  ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m 242   InternatIonal Journal of Computer SCIenCe and teChnology

A New approach for Monitoring System for Wireless Sensor 
Networks Using K-anonymity

K.Purna Prakash
Dept. of IT, Sir C.R.Reddy College of Engineering, Eluru, AP, India

Abstract
A privacy-preserving location monitoring system for wireless 
sensor networks is adopted. Two in network location anonymization 
algorithms are considered, namely, resource and quality-aware 
algorithms that aim to enable the system to provide high-quality 
location monitoring services for system users, while preserving 
personal location privacy. Both algorithms rely on the well 
established k-anonymity privacy concept, that is, a person is 
indistinguishable among k persons, to enable trusted sensor 
nodes to provide the aggregate location information of monitored 
persons. Each aggregate location is in a form of a monitored 
area A along with the number of monitored persons residing in 
A, where A contains at least k persons. To utilize the aggregate 
location information and to provide location monitoring services, 
a spatial histogram approach is used that estimates the distribution 
of the monitored persons based on the gathered aggregate location 
information. Then, the estimated distribution is used to provide 
location monitoring services through answering range queries. 
The resource-aware algorithm aims to minimize communication 
and computational cost, while the quality-aware algorithm aims to 
maximize the accuracy of the aggregate locations by minimizing 
their monitored areas.
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I. Introduction
Wireless Sensor Networks (WSN), is a large collection of densely 
deployed, spatially distributed, autonomous devices (or nodes) 
that communicate via wireless and cooperatively monitor physical 
or environmental conditions. The sensor nodes such networks 
are deployed over a geographic area by aerial scattering or other 
means. Each sensor node can only detect events within a very 
limited distance, called the sensing range. In addition, sensor 
nodes normally have fairly limited transmission and reception 
capabilities so that sensing data have to be relayed via a multi-hop 
path to a distant Base Station (BS), which is a data collection center 
with sufficiently powerful processing capabilities and resources. 
Monitoring personal locations with a potentially untrusted system 
poses privacy threats to the monitored individuals. This paper 
proposes a privacy preserving location monitoring system for 
wireless sensor networks to provide monitoring services. It relies 
on the well established k-anonymity privacy concept which 
requires each person is indistinguishable among k persons. In 
this system each sensor node blurs its sensing area into a cloaked 
area, in which at least k persons are residing. Each sensor node 
reports only aggregate location information, which is inform of 
a cloaked area along with the number of persons, N located in A 
where N>= k to the server[1]. Two in- network aggregate location 
anonymization algorithms namely resource and quality aware 
algorithms are adopted along with securing the user system by 
Nymble which provides the following properties: anonymous 
authentication, backward unlinkability, subjective blacklisting. In 

Nymble, users acquire an ordered collection of nymbles, a special 
type of pseudonym, to connect to Websites. Without additional 
information, these nymbles are computationally hard to link, and 
hence, using the stream of nymbles simulates anonymous access 
to services. Web sites, however, can blacklist users by obtaining 
a seed for a particular nymble, allowing them to link future 
nymbles from the same user—those used before the complaint 
remains unlinkable. Servers can therefore blacklist anonymous 
users without knowledge of their IP addresses while allowing 
behaving users to connect anonymously. 

II. System Model
Fig.1 depicts the architecture of our system, where there are three 
major entities, sensor nodes, server, and system users. We will 
define the problem addressed by our system, and then describe the 
detail of each entity and the privacy model of our system.

Fig. 1: System Architecture

A. Sensor Nodes
Each sensor node is responsible for determining the number of 
objects in its sensing area, blurring its sensing area into a cloaked 
area A, which includes at least k objects, and reporting A with the 
number of objects located in A as aggregate location information 
to the server. Each sensor node is also aware of its location and 
sensing area.

Fig. 2: The Nymble System Architecture Showing the Various 
Modes of Interaction. Note That Users Interact With the NM and 
Servers Though the Anonymizing Network

B. Resource-Based Blocking
To limit the number of identities a user can obtain, the Nymble 
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system binds

C. Server
The server is responsible for collecting the aggregate locations 
reported from the sensor nodes, using a spatial histogram to estimate 
the distribution of the monitored objects, and answering range 
queries based on the estimated object distribution. Furthermore, 
the administrator can change the anonymized level k of the system 
at anytime by disseminating a message with a new value of k to 
all the sensor nodes.

D. System Users
Authenticated administrators and users can issue range queries 
to our system through either the server or the sensor nodes, as 
depicted in fig. 1. The server uses the spatial histogram to answer 
their queries.

E. Privacy Model
In our system, the sensor nodes constitute a trusted zone, where 
they behave as defined in our algorithm and communicate with each 
other through a secure network channel to avoid internal network 
attacks, [6]. Our system also provides anonymous communication 
between the sensor nodes and the server by employing existing 
anonymous communication techniques. Thus given an aggregate 
location R, the server only knows that the sender of R is one 
of the sensor nodes within R. Furthermore, only authenticated 
administrators can change the k-anonymity level and the spatial 
histogram size. In emergency cases, the administrators can set the 
k-anonymity level to a small value to get more accurate aggregate 
locations from the sensor nodes, or even set it to zero to disable 
our algorithm to get the original readings from the sensor nodes, 
in order to get the best services from the system.

F. The Pseudonym Manager
The user must first contact the Pseudonym Manager (PM) and 
demonstrate control over a resource; for IP-address blocking, the 
user must connect to the PM directly.

G. The Nymble Manager
After obtaining a pseudonym from the PM, the user connects 
to the Nymble Manager (NM) through the anonymizing 
network, and requests nymbles for access to a particular server 
(such as Wikipedia). A user’s requests to the NM are therefore 
pseudonymous, and nymbles are generated using the user’s 
pseudonym and the server’s identity. These nymbles are thus 
specific to a particular user-server pair.

H. Time
Nymble tickets are bound to specific time periods. While a user’s 
access within a time period is tied to a single nymble ticket, the 
use of different nymble tickets across time periods grants the user 
anonymity between time periods. Smaller time periods provide 
users with higher rates of anonymous authentication, while longer 
time periods allow servers to rate-limit the number of misbehaviors 
from a particular user before he or she is blocked. The linkability 
window allows for dynamism since resources such as IP addresses 
can get reassigned and it is undesirable to blacklist such resources 
indefinitely, and it ensures forgiveness of misbehavior after a 
certain period of time.

I. Blacklisting a User
If a user misbehaves, the server may link any future connection 

from this user within the current linkability window. A user 
connects and misbehaves at a server during time period t within 
linkability window w. The server later detects this misbehavior 
and complains to the NM in time period tc of the same linkability 
window w. As part of the complaint, the server presents the nimble 
ticket of the misbehaving user and obtains the corresponding seed 
from the NM. The server is then able to link future connections 
by the user in time periods of the same linkability window w to 
the complaint. Therefore, once the server has complained about 
a user, that user is blacklisted for the rest of the day

III. Location Anonymizing and Nymble Secure System 
Algorithms

A. The Resource-Aware Algorithm
Algorithm 1 outlines the resource-aware location anonymization 
algorithm. Fig. 3 gives an example to
illustrate the resource-aware algorithm, where there are seven 
sensor nodes, A to G, and the required anonymity level is five, 
k = 5. The dotted circles represent the sensing area of the sensor 
nodes, and a line between two sensor nodes indicates that these 
two sensor nodes can communicate directly with each other. In 
general, the algorithm has three steps.

1: function RESOURCEAWARE (Integer k, Sensor m,List R)
2: PeerList ß{0}
// Step 1: The broadcast 
3: Send a message with m’s identity m.ID, sensing area m.Area, 
and object count m.Count to m’s neighbor peers
4: if Receive a message from a peer p, i.e., (p.ID, p.Area, p.count) 
then
5: Add the message to PeerList
6: if m has found an adequate number of objects then
7: Send a notification message to m’s neighbors
8: end if
9: if some m’s neighbor has not found an adequate number of 
objects then
10: Forward the message to m’s neighbors
11: end if
12: end if
// Step 2: The cloaked area step
13: S Ñ{m}
14: Compute a score for each peer in PeerList
15: Repeatedly select the peer with the highest score from PeerList 
to S until the total number of objects in S is at least k
16: Area : a minimum bounding rectangle of the senor nodes in 
S
17: N: the total number of objects in S
// Step 3: The validation step
18: if No containment relationship with Area and R € R
then
19: Send (Area;N) to the peers within Area and the server
20: else if m’s sensing area is contained by some R€ R then
21: Randomly select a R’ € R such that R’:Area contains m’s 
sensing area
22: Send R’ to the peers within R’:Area and the server
23: else
24: Send Area with a cloaked N to the peers within Area and the 
server
25: endif
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Fig. 3: The Resource Aware Location Anonymizing Algorithm 
(k=5). (a) Peer Lists After the First Broadcast. (b) Rebroadcast 
From Sensor Node F. (c) Resource Aware Cloaked Area of Sensor 
Node A.

B. Quality-Aware Location Anonymization Algorithm
1: function QUALITYAWARE (Integer k, Sensor m, Set init_ 
solution, List R)
2: current_min_cloaked_area init_solution
// Step 1: The search space step
3: Determine a search space S based on init_solution
4: Collect the information of the peers located in S
// Step 2: The minimal cloaked area step
5: Add each peer located in S to C[1] as an item
6: Add m to each item set in C[1] as the first item
7: for i = 1; i <= 4; i ++ do
8: for each item set X ={a1; . . . ; ai+1g in C[i] do
9:ifArea(MBR(X)) < Area(current_min_cloaked_area) then
10: if N(MBR(X)) >=k then
11: current_min_cloaked_area ={X}
12: Remove X from C[i]
13: end if
14: else
15: Remove X from C[i]
16: end if
17: end for
18: if i < 4 then
19:for each item set pair X= {x1, . . , xi+1} Y = {y1,.. . , yi+1} 
in C[i] do
20: if x1 = y1, . . . ;,xi = yi and xi+1 ≠ yi+1 then
When the anonymity level gets stricter, our algorithms generate 
larger cloaked areas, which reduce the
21: Add an item set {x1, . . . , xi+1, yi+1} 
to C[i + 1]
22: end if
23: end for
24: end if
25: end for
26: Area : a minimum bounding rectangle of current_min_
cloaked_area
27: N: the total number of objects in current_min_cloaked_area
// Step 3: The validation step
28: Lines 18 to 25 in Algorithm 1

Fig. 4: The Search Space S of Sensor Node A. (a)The MBR of A’s 
Sensing Area. (b)The Extended MBR1 of the Edge e1. (c) The 
Extended MBRi (1 <= i <= 4) (d) The Search Space S.

Fig. 5: The quality-Aware Cloaked Area of Sensor Node A. (a) 
The Full Lattice Structure

Pruning item set {A;B}. • 
Pruning item set {A;D}.• 
The minimal cloaked area.• 

IV. Experimental Results and Analysis
In this section, we show and analyze the experimental results 
with respect to the privacy protection and the quality of location 
monitoring services of our system. 

A. Anonymization Strength
When there are more objects, our algorithms generate smaller 
cloaked areas, which increase the accuracy of the aggregate 
locations reported to the server.

B. Effect of Query Region Size
Fig.6 depicts the privacy protection and the quality of our location 
monitoring system with respect to increasing the query region size 
ratio from 0.001 to 0.256, where the query region size ratio is the 
ratio of the query region area to the system area and the query 
region size ratio 0.001 corresponds to the size of a sensor node’s 
sensing area. The results give evidence that our system provides 
low-quality location monitoring services for the range query with 
a small query region, and better quality services for larger query 
regions. This is an important feature to protect personal location 
privacy, because providing the accurate number of objects in a 
small area could reveal individual location information; therefore, 
an adversary cannot use our system output to track the monitored 
objects with any fidelity. The definition of a Parameter Settings. 

Fig. 6: Query Region Size (a) Resource Aware Algorithm (b) 
Quality aware algorithm

C. Effect of the Number of Objects
The broadcast step of the resource-aware algorithm effectively 
allows each sensor node to find an adequate number of objects 
to blur its sensing area. When there are more objects, the sensor 
node finds smaller cloaked areas that satisfy the k-anonymity 
privacy requirement,
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D. Effect of Privacy Requirements
Fig. 7 depict the performance of our system with respect to 
varying the required anonymity level k from 10 to 30. When the 
k-anonymity privacy requirement gets stricter, the sensor nodes 
have to enlist more peers for help to blur their sensing areas; 
therefore, the communication cost of our algorithms increases 
(Fig.7a). To satisfy the stricter anonymity levels, our algorithms 
generate larger cloaked areas, as depicted in Fig. 7b. For the 
quality-aware algorithm, since there are more peers in the required 
search space when the input (resource-aware) cloaked area gets 
larger, the computational cost of computing the minimal cloaked 
area by the quality-aware algorithm and the basic approach gets 
worse (Fig. 7c). However, the quality- aware algorithm reduces 
the computational cost of the basic approach by at least four 
orders of magnitude. Larger cloaked areas give more inaccurate 
aggregate location information to the system, so the estimation 
error increases as the required k-anonymity increases (Fig. 7d). 
The quality-aware algorithm provides much better quality location 
monitoring services than the resource-aware algorithm, when the 
required anonymity level gets stricter.

Fig. 7. Anonymity Levels. (a) Communication Cost (b) Cloaked 
Area Size (c) Computational Cost (d) Estimation Error

E. Blacklistability
An honest PM and NM will issue a coalition of c unique users at 
most c valid credentials for a given server. Because of the security 
of HMAC, only the NM can issue valid tickets, and for any time 
period, the coalition has at most c valid tickets, and can thus make 
at most c connections to the server in any time period regardless 
of the server’s blacklisting. It suffices to show that if each of the 
c users has been blacklisted in some previous time period of the 
current linkability window, the coalition cannot authenticate in 
the current time period k’.

F. Nonframeability
Assume the contrary that the adversary successfully framed honest 
user i* with respect to an honest server in time period t*, and thus, 
user i* was unable to connect in time period t* using ticket* even 
though none of his tickets were previously blacklisted. Because of 
the security of HMAC, and since the PM and NM are honest, the 
adversary cannot forge tickets for user i* and the server cannot 
already have seen ticket*; it must be that ticket* was linked to an 
entry in the linking list. Thus, there exists an entry in the server’s 
linking list, such that the nymble in ticket* equals nimble*. The 
server must have obtained this entry in a successful blacklist 
update for some valid ticket b, implying the NM had created this 
ticket for some user i’.

G. Anonymity
We show that an adversary learns only that some legitimate user 
connected or that some illegitimate user’s connection failed, 
i.e., there are two anonymity sets of legitimate and illegitimate 
users. Since all honest users execute the Nymble connection 
Establishment protocol in exactly the same manner up until the 
end of the Blacklist validation stage, it suffices to show that every 
illegitimate user will evaluate safe to false, and hence, terminate 

the protocol with failure at the end of the Privacy check stage. 
The authenticity of the channel implies that a legitimate user 
knows the correct identity of the server, and thus, Boolean ticket 
Disclosed for the server remains false.

H. Across Multiple Linkability Windows
With multiple linkability windows, our Nymble construction still 
has Accountability and Nonframeability because each ticket is 
valid for and only for a specific linkability window; it still has 
Anonymity because pseudonyms are an output of a collision-
resistant function that takes the linkability window as input.

Fig. 8. Nymble’s performance at (a) the NM and (b) the user 
and the server when performing various protocols. (a) Blacklist 
updates take several milliseconds and credentials can be generated 
in 9 ms for the suggested parameter of L =288. (b) The bottleneck 
operation of server ticket examination is less than 1 ms and 
validating the blacklist takes the user only a few ms.

V. Related Work
Straightforward approaches for preserving users’ location privacy 
include enforcing privacy policies to restrict the use of collected 
location information and anonymizing the stored data before any 
disclosure. However, these approaches fail to prevent internal data 
thefts or inadvertent disclosure. Recently, location anonymization 
techniques have been widely used to anonymize personal location 
information before any server gathers the location information, 
in order to preserve personal location privacy in location-based 
services. These techniques are based on one of the three concepts. 
1) False locations. Instead of reporting the monitored object’s 
exact location, the object reports n different locations, where only 
one of them is the object’s actual location while the rest are false 
locations. 2) Spatial cloaking. The spatial cloaking technique blurs 
a user’s location into a cloaked spatial area that satisfies the user’s 
specified privacy requirements. 3) Space transformation. This 
technique transforms the location information of queries and data 
into another space, where the spatial relationship among the query 
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and data are encoded. Among these three privacy concepts, only 
the spatial cloaking technique can be applied to our problem. 
The main reasons for this are that 1) the false location techniques 
cannot provide high-quality monitoring services due to a large 
amount of false location information, 2) the space transformation 
techniques cannot provide privacy preserving monitoring services 
as it reveals the monitored object’s exact location information to 
the query location information to the query issuer.

VI. Conclusion
In this paper, we propose a privacy-preserving location monitoring 
system for wireless sensor networks. We adopt two in-network 
location anonymization algorithms, namely, resource and quality-
aware algorithms that preserve personal location privacy, while 
enabling the system to provide location monitoring services. Both 
algorithms rely on the well-established k-anonymity privacy 
concept that requires a person is indistinguishable among k persons. 
In our system, sensor nodes execute our location anonymization 
algorithms to provide k-anonymous aggregate locations, in which 
each aggregate location is a cloaked area A with the number of 
monitored objects, N, located in A, where N>= k, for the system. 
The resource-aware algorithm aims to minimize communication 
and computational cost, while the quality-aware algorithm aims 
to minimize the size of cloaked areas in order to generate more 
accurate aggregate locations. To provide location monitoring 
services based on the aggregate location information, we adopt a 
spatial histogram approach that analyzes the aggregate locations 
reported from the sensor nodes to estimate the distribution of the 
monitored objects. The estimated distribution is used to provide 
location monitoring services through answering range queries. We 
evaluate our system through simulated experiments. The results 
show that our system provides high-quality location monitoring 
services (the accuracy of the resource-aware algorithm is about 75 
percent and the accuracy of the quality-aware algorithm is about 90 
percent), while preserving the monitored object’s location privacy. 
We have proposed and built a comprehensive credential system 
called Nymble, which can be used to add a layer of accountability 
to any publicly known anonymizing network. Servers can blacklist 
misbehaving users while maintaining their privacy, and we show 
how these properties can be attained in a way that is practical, 
efficient, and sensitive to the needs of both users and services. 
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