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Abstract 
A Mobile Ad-Hoc Network (MANET) is an autonomous 
collection of mobile devices (laptops, smart phones, sensors, 
etc.) that communicate with each other over wireless links and 
cooperate in a distributed manner in order to provide the necessary 
network functionality in the absence of a fixed infrastructure. The 
wireless links in this network are highly error prone and can go 
down frequently due to mobility of nodes, interference and less 
infrastructure. Owe to the vulnerable nature of the mobile ad 
hoc network, there are numerous security threats that disturb the 
development of it. Therefore, routing in MANET is also a critical 
task due to highly dynamic environment. In recent years, several 
routing protocols have been proposed for mobile ad hoc networks. 
In this paper we have attempted to present an overview of the 
routing protocols, the known routing attacks in various works. 
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I. Introduction
A Mobile Ad-Hoc Network (MANET) is a system of wireless 
mobile nodes that dynamically self-organize in arbitrary and 
temporary network topologies. In MANET, each node acts both 
as a router and as a host & even the topology of network may also 
change rapidly. The fig 1, given below, depicts the Mobile Ad hoc 
Network and fig 2 indicates its architecture. In a MANET, no such 
infrastructure exists and the network topology may dynamically 
change in an unpredictable manner since nodes are free to move. 
A MANET environment has various characteristics and challenges 
to overcome certain issues and limitations.

A. MANETs characteristics 
1. Distributed operation
2. Multi-hop routing
3. Dynamic network topology
4. Fluctuating link capacity
5. Light-weight terminals
6. Autonomous

B.  MANET Challenges
1. Routing
2. Security and Reliability
3. Quality of Service 
4. Internetworking 
5. Power Consumption
6. Limited range of wireless transmission
7. Acket losses due to errors in transmission
8. Route changes due to mobility and Frequent network 
partitions
In MANET, each mobile terminal is an autonomous node, which 
may function as both a host and a router. Since the topology of 
the network is constantly changing, the issue of routing packets 
between any pair of nodes becomes a challenging task. Multicast 
routing is another challenge because the multicast tree is no 

longer static due to the random movement of nodes within the 
network.

Fig. 1: Mobile Ad-Hoc Network (MANET) 

In addition to the common vulnerabilities of wireless connection, 
an ad hoc network has its particular security problems e.g. nasty 
neighbour relaying packets. The feature of distributed operation 
requires different schemes of authentication and key management. 
Providing different quality of service levels in a constantly 
changing environment will be a challenge. For most of the light-
weight mobile terminals, the communication-related functions 
should be optimized for lean power consumption. Conservation of 
power and power-aware routing must be taken into consideration. 
The limited radio band results reduced data rates compared to the 
wireless networks. 

Fig. 2: Architecture of MANET

The dynamic nature of network topology results in frequent path 
breaks. The random movement of nodes often leads to partition of 
the network. This mostly affects the intermediate nodes. Mobility 
of nodes is an important property of MANET [1]. The routing 
strategy in MANET is not a simple issue. Many routing protocols 
for MANET are already tested in different simulators. But still it 
has some limitations due to its complexity. 

II. Routing Protocols in MANET 
The nature of the networks places two fundamental requirements on 
the routing protocols. First, it has to be distributed. Secondly, since 
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the topology changes are frequent, it should compute multiple, 
loop-free routes while keeping the communication overheads to a 
minimum. Routing protocols for ad hoc networks can be classified 
into two categeories: Topology based routing protocols, Position 
based routing protocols. Fig. 3 given below lists routing protocols 
in Mobile Ad-Hoc networks.

A. Topology Based Routing Protocols
Topology based routing protocols use link’s information within 
the network to send the data packets from source to destination. 
These routing protocols use links information that exist in the 
network to perform packet forwarding. Topology based routing 
approach can be further categorized into proactive (table-driven) 
and reactive (on- demand) routing and hybrid (combining both 
behaviors). Proactive protocols continuously exchange network 
topology information so as to constantly monitor topology 
changes and use that knowledge for efficient, low latency data 
transmission. In their turn, proactive protocols can be classified 
into two categories: link state routing and distance vector 
routing. Common proactive routing protocols include Dynamic 
Destination-Sequenced Distance-Vector Routing (DSDV) is a 
well-known distance vector routing protocol that uses a destination 
sequence to help find a route to a destination. Optimized Link State 
Routing (OLSR) is also a link state routing protocol that uses the 
multipoint relay mechanism to reduce the number of periodic 
update packets. Topology Dissemination Based on Reverse-Path 
Forwarding (TBRPF) which provides hop-by-hop routing along 
shortest paths to each destination. 

Fig. 3: Classification of Routing Protocols

Since the topologies of ad hoc networks depend on node locations 
and since nodes are mobiles, updates of topologies may occur more 
frequently than static networks, especially at high node mobility. 
Moreover, with the limitation of the traffic channel capacity and 
limited battery life of Mobile nodes, pure proactive protocols do 
not perform well in ad hoc networks. Reactive protocols were 
introduced to remedy the above shortcomings. These adopt a lazy 
approach to communication requirements, where nodes react only 
on-demand to data transmission requests and perform path finding 
operations only when needed. Thus, when a node has data to send 
to some destination, it starts a path finding process to determine 
the best way to reach the destination. Other nodes will cooperate 
and provide the information that is available to them. When the 
path is determined, it is used by the source node to transmit its 
data. Reactive protocols do effectively save channel and battery 
power usage as they generate fewer control packets when there 
is no demand for transmission.

1. Proactive Protocols

(i). Destination Sequence Distance Vector Routing 
(DSDV)
Is uses the Bellman ford algorithm to calculate paths. The cost 
metric used is the hop count, which is the number of hops it takes 
for the packet to reach the destination. Packets are transmitted 
by using “Route Table” To Maintain Route Table Each node 
broadcasts its Route Table entries periodically and immediately.

(ii). Optimized Link State Routing (OLSR)
OLSR is a proactive link-state routing protocol, which 
uses hello and topology control (TC) messages to discover and 
then disseminate link state information throughout the mobile 
ad hoc network. It operates as a table driven, proactive protocol, 
i.e exchanges topology information with other nodes of the 
network regularly. Each node selects a set of its neighbor nodes 
as “multipoint relays” (MPR). Fig 4 shows multipoint relays. In 
OLSR, only nodes, selected as such MPRs, are responsible for 
forwarding control traffic, intended for diffusion into the entire 
network. MPRs provide an efficient mechanism for flooding 
control traffic by reducing the number of transmissions required. 
Nodes, selected as MPRs, also have a special responsibility 
when declaring link state information in the network. Indeed, 
the only requirement for OLSR to provide shortest path routes to 
all destinations is that MPR nodes declare link-state information 
for their MPR selectors. 

Fig. 4: Multi Point Relays

(iii). Topology Dissemination Based on Reverse-Path 
Forwarding (TBRPF)
TBRPF is a proactive, link-state routing protocol designed for 
mobile ad-hoc networks, which provides hop-by-hop routing 
along shortest paths to each destination. Each node running 
TBRPF computes a source tree (providing paths to all reachable 
nodes) based on partial topology information stored in its topology 
table, using a modification of Dijkstra’s algorithm. TBRPF uses 
a combination of periodic and differential updates to keep all 
neighbors informed of the reported part of its source tree. Each 
node also has the option to report additional topology information 
(up to the full topology), to provide improved robustness in highly 
mobile networks. 
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2. Reactive Protocols

(i). Dynamic Source Routing Protocol (DSR)
Is a simple and efficient routing protocol designed specifically 
for use in multi-hop wireless ad hoc networks of mobile nodes. 
DSR allows the network to be completely self-organizing and 
self-configured, without the need for any existing network 
infrastructure or administration. The protocol is composed of 
the two mechanisms of Route Discovery and Route Maintenance, 
which work together to allow nodes to discover and maintain 
source routes to arbitrary destinations in the ad hoc network. The 
DSR protocol allows nodes to dynamically discover a source 
route across multiple network hops to any destination in the ad 
hoc network. Each data packet sent then carries in its header the 
complete, ordered list of nodes through which the packet must pass, 
allowing packet routing to be trivially loop-free and avoiding the 
need for up-to-date routing information in the intermediate nodes 
through which the packet is forwarded. By including this source 
route in the header of each data packet, other nodes forwarding 
or overhearing any of these packets may also easily cache this 
routing information for future use.

(ii). Ad-hoc On Demand Distance Vector (AODV)
is a routing protocol designed for ad hoc mobile networks AODV 
is capable of both uni-cast and multicast routing . It is an on 
demand algorithm, meaning that it builds routes between nodes 
only as desired by source nodes. It  maintains these routes as 
long as they are needed by the sources. Additionally, AODV 
forms trees which connect multicast group members. The trees 
are composed of the group members and the nodes needed to 
connect the members. AODV uses sequence numbers to ensure 
the freshness of routes. It is loop-free, self-starting, and scales to 
large numbers of mobile nodes. AODV builds routes using a route 
request / route reply query cycle. When a source node desires a 
route to a destination for which it does not already have a route, 
it broadcasts a route request (RREQ) packet across the network. 
Nodes receiving this packet update their information for the source 
node and set up backwards pointers to the source node in the route 
tables. In addition to the source node’s IP address, current sequence 
number, and broadcast ID, the RREQ also contains the most recent 
sequence number for the destination of which the source node is 
aware. A node receiving the RREQ may send a route reply (RREP) 
if it is either the destination or if it has a route to the destination 
with corresponding sequence number greater than or equal to that 
contained in the RREQ. If this is the case, it unicasts a RREP back 
to the source. Otherwise, it rebroadcasts the RREQ. Nodes keep 
track of the RREQ’s source IP address and broadcast ID . If they 
receive a RREQ which they have already processed, they discard 
the RREQ and do not forward it. As the RREP propagates  back 
to the source, nodes set up forward pointers to the destination. 
Once the source node receives the RREP, it may begin to forward 
data packets to the destination. Hybrid protocols

(iii). Zone Routing Protocol (ZRP)
is a hybrid routing framework suitable for a wide variety of mobile 
ad-hoc networks, especially those with large network spans and 
diverse mobility patterns. Each node proactively maintains routes 
within a local region (referred to as the routing zone). Knowledge 
of the routing zone topology is leveraged by the ZRP to improve 
the efficiency of a globally reactive route query/reply mechanism. 
The proactive maintenance of routing zones also helps improve 
the quality of discovered routes, by making them more robust to 

changes in network topology. The ZRP can be configured for a 
particular network by proper selection of a single parameter, the 
routing zone radius. The advantage of this protocol is that it has 
significantly reduced the amount of communication over head 
and  delays. 

B. Position Based Routing Protocols
Mobile ad-hoc networks change their topology frequently and 
without prior notice, routing in such networks is a challenging 
task.

Table 1: Comparision With Various Preoperties of Routing 
Protocols
Properties/
Protocols AODV DSR TORA ZRP DSDV

Distributed Yes Yes Yes Yes Yes
Multiple Routes No Yes Yes No Yes
Loop free Yes Yes No Yes Yes
Periodic 
broadcasts Yes No Yes Yes No

Quality of Service No No No No No
Multicast Yes No No No No
Security No No No No No
Power 
Conservation No No No No No

Position-based routing algorithms eliminate some of the limitations 
of topology-based routing by using additional information. They 
require information about the physical position of the participating 
nodes in the network their availability. Commonly, each node 
determines its own position through the use of GPS or some 
other type of positioning service. Position based routing is mainly 
focused on two issues: one; A location service is used by the 
sender of a packet to determine the position of the destination 
and to include it in the packet’s destination address and two; A 
forwarding strategy used to forward the packets.

1. Greedy Forwarding Protocols

(i). Scalable Energy-efficient Location Aided Routing 
protocol (SELAR)
is a  protocol for wireless sensor networks as a scalable and energy-
efficient routing solution for large-scale wireless sensor networks. 
In SELAR, nodes use location and energy information of the 
neighboring nodes to perform the routing function. Further, the 
sink node is moved during the network operation to avoid the 
energy depletion problem and increase the network lifetime. 

(ii). Nearest with Forwarding Progress (NFP)
is an energy-aware protocol which tries to minimize the energy 
consumption by sending the message to the closest node in the 
direction of the sink. The main advantage of NFP is that it makes 
collisions less likely as a node will adjust its transmission power 
to be just strong enough to reach the nearest neighbor which will 
result in forward progress.

2. Restricted Flooding Protocols

(i). Distance Routing Effect Algorithm for Mobility 
(DREAM)
is a routing protocol employs a different approach to routing when 
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compared to the routing protocols described so far. In DREAM, 
each node knows its geographical coordinates through a GPS. These 
coordinates are periodically exchanged between each node and 
stored in a routing table (called a location table). The advantage of 
exchanging location information is that it consumes significantly 
less bandwidth than ex changing complete link state or distance 
vector information, which means that its is more scalable. 

(ii). Location-aided Routing (LAR)
It is based on flooding algorithms (such as DSR). However, LAR 
attempts to reduce the routing overheads present in the traditional 
flooding algorithm by using location information. This protocol 
assumes that each node knows its location through a GPS. Two 
different LAR scheme were proposed, first scheme calculates a 
request zone which defines a boundary where the route request 
packets can travel to reach the required destination. The second 
method stores the coordinates of the destination in the route request 
packets. These packets can only travel in the direction were the 
relative distance to the destination becomes smaller as they travel 
from one hop to another. Both methods limit the control over head 
transmitted through the network and hence conserve bandwidth. 
They will also determine the shortest path (in most cases) to the 
destination, since the route request packets travel away from the 
source and towards the destination. 

(iii). Angular Routing Protocol (ARP)
is a new position-based routing protocol that uses an improved 
geographic forwarding route packets as and when possible. If the 
geographic forwarding fails, it uses an angle-based forwarding 
scheme to circumvent voids in sparser networks. ARP does not 
require a routing table nor does it require nodes to establish/
maintain routes. Each node maintains a one-hop neighbor table 
using an adaptive beaconing protocol. To evaluate the performance 
of our protocol we simulated ARP in GloMoSim.

III.  Security Attacks in  MANET
Due to dynamic, distributed infrastructure less nature of MANETs, 
and lack of centralized authority, the ad hoc networks are 
vulnerable to various kinds of attacks[3]. The challenges to be 
faced by MANETs are over and above to those to be faced by the 
traditional wireless networks. The security attacks in MANET can 
be roughly classified into two major categories, namely passive 
attacks and active attacks.

A. Passive Attacks
A passive attack does not disrupt proper operation of the network. 
The attacker snoops the data exchanged in the network without 
altering it. Here, the requirement of confidentiality can be violated 
if an attacker is also able to interpret the data gathered through 
snooping. Detection of passive attacks is very difficult. List of  
Common passive attacks:
1. Snooping
2. Eavesdropping
3. Traffic Analysis & Monitoring
Snooping is unauthorized access to another person’s data. 
Snooping can include casual  observance of an e-mail that appears 
on another’s computer screen or watching what someone else is 
typing. Eavesdropping is another kind of attack It aims to obtain 
some confidential information that should be kept secret during 
the communication. Traffic analysis attack adversaries monitor 
packet transmission to infer important information such as a 
source, destination, and source-destination pair.

B. Active Attacks
An active attack attempts to alter or destroy the data being 
exchanged in the network, thereby disrupting the normal 
functioning of the network. It can be classified into two categories 
external attacks and internal attacks. External attacks are carried 
out by nodes that do not belong to the network. These attacks 
can  be prevented by using standard security mechanisms such as 
encryption techniques and firewalls. Internal attacks are carried 
out by compromised nodes that are actually part of the network. 
Since the attackers are already part of the network as authorized 
nodes, internal attacks are more severe and difficult to detect when 
compared to external attacks. The active attacks further divided 
according to five layers: application, transport, network, data link, 
and physical as shown in below fig 5. In Wormhole attack, An 
attacker records packets at one location in the network and tunnels 
them to another location. Routing can be disrupted when routing 
control messages are tunneled. This tunnel between two colluding 
attackers is referred as a wormhole. In Black hole attack, First, the 
node exploits the mobile ad hoc routing protocol, such as AODV, 
to advertise itself as having a valid route to a destination node, 
even though the route is spurious, with the intention of intercepting 
packets. Second, the attacker consumes the intercepted packets 
without any forwarding. However, the attacker runs the risk that 
neighboring nodes will monitor and expose the ongoing attacks. 
Byzantine attack is a compromised intermediate node works alone, 
or a set of compromised intermediate nodes works in collusion 
and carry out attacks such as creating routing loops, forwarding 
packets through non-optimal paths, or selectively dropping 
packets, which results in disruption or degradation of the routing 
services. In the TCP session hijacking attack, the attacker spoofs 
the victim’s IP address, determines the correct sequence number 
that is expected by the target, and then performs a DoS attack on 
the victim. Thus the attacker impersonates the victim node and 
continues the session with the target.

Fig. 5: Layered Approach Security Attacks

In SYN flooding attack is a denial-of-service attack. The attacker 
creates a large number of half-opened TCP connections with a 
victim node, but never completes the handshake to fully open the 
connection. Repudiation refers to a denial of participation in all 
or part of the communications. In a message modification attack, 
adversaries make some changes to the routing messages, and thus 
endanger the integrity of the packets in the networks. 
List of common  Routing Attacks in Manets
There are several types of attacks mounted on the routing protocol 
which are aimed at disrupting the operation of the network. 
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1. Routing Table Overflow
2. Routing Table Poisoning
3. Packet Replication
4. Resource consumption attack
5. IP Spoofing attack
6. Fabrication
7. Flooding Attack

IV. Conclusion
A MANET is an emerging technology that has been attracting 
tremendous attention from researchers. Because these networks can 
be deployed quickly without relying on a predefined infrastructure, 
they can be applied in various situations ranging from emergency 
operations and disaster relief to military service and task forces. 
Routing is an essential component of communication protocols 
in mobile ad hoc networks. The design of the protocols are 
driven by specific goals and requirements based on respective 
assumptions about the network properties or application area. In 
this survey, we reviewed the Routing protocols and well known 
routing attacks. 
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