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Abstract
Due to the high cost of building and maintaining specialized 
data centers, many PHR services are outsourced to or provided 
by third-party service providers, for example, Microsoft Health 
Vault. While it is exciting to have convenient PHR services for 
everyone, there are many security and privacy risks. Which could 
impede its wide adoption. The main concern is about whether 
the patients could actually control the sharing of their sensitive 
Personal Health Information (PHI), especially when they are 
stored on a third-party server which people may not fully trust. 
To assure the patients’ control over access to their own PHRs, it 
is a promising method to encrypt the PHRs before outsourcing. 
In this paper, we propose a novel patient-centric framework and 
a suite of mechanisms for data access control to PHRs stored in 
semi-trusted servers. To achieve fine-grained and scalable data 
access control for PHRs, we leverage Attribute Based Encryption 
(ABE) techniques to encrypt each patient’s PHR file. To ensure 
patient-centric privacy control over their own PHRs, it is essential 
to have fine-grained data access control mechanisms that work 
with semi-trusted servers. In order to protect the personal health 
data stored on a semi-trusted server, we adopt Attribute-Based 
Encryption (ABE) as the main encryption primitive. Using ABE, 
access policies are expressed based on the attributes of users or 
data, which enables a patient to selectively share her PHR among a 
set of users by encrypting the file under a set of attributes, without 
the need to know a complete list of users.
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I. Introduction
In recent years, Personal Health Record (PHR) has emerged as 
a patient-centric model of health information exchange. A PHR 
service allows a patient to create, manage, and control her personal 
health data in one place through the web, which has made the 
storage, retrieval, and sharing of the medical information more 
efficient. Especially, each patient is promised the full control of her 
medical records and can share her health data with a wide range of 
users, including healthcare providers, family members or friends. 
Due to the high cost of building and maintaining specialized data 
centers, many PHR services are outsourced to or provided by third-
party service providers, for example, Microsoft HealthVault1. 
Recently, architectures of storing PHRs in cloud computing have 
been proposed in [2-3]which could impede its wide adoption. The 
main concern is about whether the patients could actually control 
the sharing of their sensitive personal health information (PHI), 
especially when they are stored on a third-party server which 
people may not fully trust. On the one hand, although there exist 
healthcare regulations such as HIPAA which is recently amended 
to incorporate business associates [4], cloud providers are usually 
not covered entities [5]. On the other hand, due to the high value 
of the sensitive Personal Health Information (PHI), the third-

party storage servers are often the targets of various malicious 
behaviors which may lead to expo-sure of the PHI. As a famous 
incident, a Department of Veterans Affairs database containing 
sensitive PHI of 26.5 million military veterans, including their 
social security numbers and health problems was stolen by an 
employee who took the data home without authorization [6]. To 
ensure patient-centric privacy control over their own PHRs, it is 
essential to have fine-grained data access control mechanisms that 
work with semi-trusted servers.

II. Related work
This paper is mostly related to works in cryptographically enforced 
access control for outsourced data and attribute based encryption. 
To realize fine-grained access control, the traditional public key 
encryption (PKE) based schemes [8], [10] either incur high key 
management overhead, or require encrypting multiple copies of 
a file using different users’ keys. To improve upon the scalability 
of the above solutions, one-to-many encryption methods such 
as ABE can be used. In Goyaletal’s seminal paper on ABE [11], 
data is encrypted under a set of attributes so that multiple users 
who possess proper keys can decrypt. This potentially makes 
encryption and key management more efficient [12]. A fundamental 
property of ABE is preventing against user collusion. In addition, 
the encryptor is not required to know the ACL.

A. ABE for Fine-Grained Data Access Control
A number of works used ABE to realize fine-grained access 
control for outsourced data [13-14], [9, 15]. Especially, there has 
been an increasing interest in applying ABE to secure Electronic 
Healthcare Records (EHRs). Recently, Narayan et al. proposed 
an attribute-based infrastructure for EHR systems, where each 
patient’s EHR files are encrypted using a broadcast variant of 
CP-ABE [16] that allows direct revocation. However, the cipher 
text length grows linearly with the number of unrevoked users. In 
[17], a variant of ABE that allows delegation of access rights is 
proposed for encrypted EHRs. Ibraimi et.al. [18] applied cipher 
text policy ABE (CP-ABE) [19] to manage the sharing of PHRs, 
and introduced the concept of social/professional domains. In 
[20], Akinyele et al. investigated using ABE to generate self-
protecting EMRs, which can either be stored on cloud servers 
or cell phones so that EMR could be accessed when the health 
provider is offline.

B. Revocable ABE
It is a well-known challenging problem to revoke user-s/attributes 
efficiently and on-demand in ABE. Traditionally this is often done 
by the authority broadcasting periodic key updates to unrevoked 
users frequently [13, 22], which does not achieve complete 
backward/forward security and is less efficient. Recently, [23] 
and [24] proposed two CP-ABE schemes with immediate attribute 
revocation capability, instead of periodical revocation. However, 
they were not designed for MA-ABE.
In addition, Ruj et al. [25] proposed an alternative solution for 
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the same problem in our paper using Lewko and Waters’s (LW) 
decentralized ABE scheme [26]. The main advantage of their 
solution is, each user can obtain secret keys from any subset 
of the TAs in the system, in contrast to the CC MA-ABE. The 
LW ABE scheme enjoys better policy expressiveness, and it is 
extended by [25] to support user revocation. On the downside, 
the communication overhead of key revocation is still high, as it 
requires a data owner to transmit an updated cipher text component 
to every non-revoked user. They also do not differentiate personal 
and public domains.
In this paper, we bridge the above gaps by proposing a unified 
security framework for patient-centric sharing of PHRs in a 
multi-domain, multi-authority PHR system with many users. The 
framework captures application-level requirements of both public 
and personal use of a patient’s PHRs, and distributes users’ trust 
to multiple authorities that better reflects reality. We also propose 
a suite of access control mechanisms by uniquely combining the 
technical strengths of both CC MA-ABE [21] and the YWRL ABE 
scheme [9]. Using our scheme, patients can choose and enforce 
their own access policy for each PHR file, and can revoke a user 
without involving high overhead. We also implement part of our 
solution in a prototype PHR system.

III. Framework for Patient-Centric, Secure and Scalable 
PHR Sharing
In this section, we describe our novel patient-centric secure data 
sharing framework for cloud-based PHR systems. The main 
notations are summarized in Table 1. 

TABLE 1

Frequently used notations
UD , UR The attribute universes for data and roles

, L(
T

)
A user access tree and its leaf node setT C

Ak Attributes in the ciphertext (from the kth AA)
Au User u’s attributes given by the kth AA
k An attribute type, a specific attribute value of that 

typeA, a
Access policy for a PHR document 

A key-policy assigned to 
                               a user MK, P K Master  
                               key and public key in 
                               ABE SK A user’s secret 
                                key in ABE 

rk(k) Proxy re-key for attribute j and version k

A. Problem Definition
We consider a PHR system where there are multiple PHR owners 
and PHR users. The owners refer to patients who have full control 
over their own PHR data, i.e., they can create, manage and delete 
it. There is a central server belonging to the PHR service provider 
that stores all the owners’ PHRs. The users may come from various 
aspects; for example, a friend, a caregiver or a researcher. Users 
access the PHR documents through the server in order to read 
or write to someone’s PHR, and a user can simultaneously have 
access to multiple owners’ data.

1. Security Model
In this paper, we consider the server to be semi-trusted, i.e., honest 
but curious as those in [28] and [15]. That means the server will try 
to find out as much secret information in the stored PHR files as 
possible, but they will honestly follow the protocol in general. On 
the other hand, some users will also try to access the files beyond 
their privileges. For example, a pharmacy may want to obtain the 
prescriptions of patients for marketing and boosting its profits. To 
do so, they may collude with other users, or even with the server. 
In addition, we assume each party in our system is preloaded with 
a public/private key pair, and entity authentication can be done 
by traditional challenge-response protocols.

2. Requirements
To achieve “patient-centric” PHR sharing, a core requirement 
is that each patient can control who are authorized to access to 
her own PHR documents. Especially, user-controlled read/write 
access and revocation are the two core security objectives for any 
electronic health record system, pointed out by Mandl et. al. [7] 
in as early as 2001. 

B. Details of the Proposed Framework
In our framework, there are multiple SDs, multiple owners, 
multiple AAs, and multiple users. In addition, two ABE systems 
are involved: for each PSD the YWRL’s revocable KP-ABE 
scheme [9] is adopted; for each PUD, our proposed revocable 
MA-ABE scheme (described in Sec. 4) is used. The framework 
is illustrated in Fig. 1. We term the users having read and write 
access as data readers and contributors, respectively.

1. System Setup and Key Distribution
The system first defines a common universe of data attributes 
shared by every PSD, such as “basic profile”, “medical history”, 
“allergies”, and “prescriptions”. An emergency attribute is also 
defined for break-glass access. Each PHR owner’s client application 
generates its corresponding public/master keys. The public keys 
can be published via user’s profile in an online healthcare social 
network (HSN) (which could be part of the PHR service; e.g., the 
Individual system [27]). There are two ways for distributing secret 
keys. First, when first using the PHR service, a PHR owner can 
specify the access privilege of a data reader in her PSD, and let 
her application generate and distribute corresponding key to the 
latter, in a way resembling invitations in Google Doc.

2. PHR Encryption and Access
The owners upload ABE-encrypted PHR file is encrypted both 
under a certain fine-grained and role-based access policy for users 
from the PUD to access, and under a selected set of data attributes 
that allows access from users in the PSD. Only authorized users 
can decrypt the PHR files, excluding the server. For improving 
efficiency, the data attributes will include all the intermediate 
file types from a leaf node to the root. For example, in fig. 2, an 
“allergy” file’s attributes are {P HR, medical history, allergy}. 
The data readers download PHR files from the server, and they 
can decrypt the files only if they have suitable attribute-based 
keys ((5)). The data contributors will be granted write access to 
someone’s PHR, if they present proper write keys ((4)).
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Fig. 1: The Proposed Framework for Patient-Centric, Secure and 
Scalable PHR Sharing on Semi-Trusted Storage Under Multi 
Owner Settings

3. User Revocation
Here we consider revocation of a data reader or her attributes/access 
privileges. There are several possible cases: (1) revocation of one 
or more role attributes of a public domain user; (2) revocation of 
a public domain user which is equivalent to revoking all of that 
user’s attributes. These operations are done by the AA that the 
user belongs to, where the actual computations can be delegated 
to the server to improve efficiency ((8)). (3) Revocation of a 
personal domain user’s access privileges; (4) revocation of a 
personal domain user. These can be initiated through the PHR  
owner’s client application in a similar way.

4. Policy Updates
A PHR owner can update her sharing policy for an existing PHR 
document by updating the attributes (or access policy) in the cipher 
text. The supported operations include add/delete/modify, which 
can be done by the server on behalf of the user.

5. Break-glass
When an emergency happens, the regular access policies may no 
longer be applicable. To handle this situation, break-glass access 
is needed to access the victim’s PHR. In our framework, each 
owner’s PHR’s access right is also delegated to an emergency 
department (ED, (6)). To prevent from abuse of break-glass 
option, the emergency staff needs to contact the ED to verify 
her identity

Fig. 2: The Attribute Hierarchy of Files – Leaf Nodes are Atomic 
File Categories While Internal Nodes are Compound Categories. 
Dark Boxes are the Categories that a PSD’s Data Reader has 
Access to.

and the emergency situation, and obtain temporary read keys ((7)). 
After the emergency is over, the patient can revoke the emergent 
access via the ED. 

IV. Main Design Issues
In this section, we address several key design issues in secure and 
scalable sharing of PHRs in cloud computing, under the proposed 
framework.

A. Using MA-ABE in the Public Domain
For the PUDs, our framework delegates the key management 
functions to multiple attribute authorities. In order to achieve 
stronger privacy guarantee for data owners, the Chase-Chow (CC) 
MA-ABE scheme [21] is used, where each authority governs a 
disjoint set of attributes distributively. It is natural to associate the 
cipher text of a PHR document with an owner-specified access 
policy for users from PUD. However, one technical challenge is 
that CC MA-ABE is essentially a KP-ABE scheme, where the 
access policies are enforced
in users’ secret keys and those key-policies do not directly translate 
to document access policies from the owners’ points of view. 
By our design, we show that by agreeing upon the formats of 
the key-policies and the rules of specifying which attributes are 
required in the cipher text, the CC MA-ABE can actually support 
owner-specified document access policies with some degree of 
flexibility.

V. Security Analysis
In this section, we analyze the security of the proposed PHR 
sharing solution. First we show it achieves data confidentiality (i.e., 
preventing unauthorized read accesses), by proving the enhanced 
MA-ABE scheme (with efficient revocation) to be secure under 
the attribute-based selective-set model [3, 21].

VI. Scalability and Efficiency 

A. Storage and Communication Costs
First, we evaluate the scalability and efficiency of our solution 
in terms of storage, communication and computation costs. We 
compare with previous schemes in terms of cipher text size, user 
secret key size, public key/information size, and revocation (re-
keying) message size.
Our analysis is based on the worst case where each user may 
potentially access part of every owners’ data. Table 4 is a list of 
notations, where in our scheme:
|U| = |UD| + |UR|, tc = |ACP SD| + |ACP UD| (includes one 
emergency attribute), and tu = |AuP SD| + |AuP UD| (a user could 
be both in a PSD and PUD). Note that, since the HN, NGS and 
RNS schemes do not separate PSD and PUD, their |U| = |UR|, tc 
= |ACP UD |, and tu = |A uP UD|. However, they only apply to 
PHR access in the PUD.

TABLE 2
Notations for efficiency comparison.

Sk Bit size of a FEK

S1 Bit size of an element in G1/G2
ST Bit size of an element in GT
Sz Bit size of an element in Zp

∗

SP Bit size of access policy and attribute set in CT
N (or Ni)    Number of AAs in a PUD (or the i-th 
PUD)
No The number of owners in the system
Nu The number of data users in the system
Nr Number of revoked users for a file
Na Number of users in an attribute group
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Number of attribute types in the PUD 
tc, tu Total number of attributes appeared in CT, sku

Depth of file hierarchy of an owner’s PHR 

VII. Conclusion
In this paper, we have proposed a novel framework of secure 
sharing of personal health records in cloud computing. Considering 
partially trustworthy cloud servers, we argue that to fully realize 
the patient-centric concept, patients shall have complete control of 
their own privacy through encrypting their PHR files to allow fine-
grained access. The framework addresses the unique challenges 
brought by multiple PHR owners and users, in that we greatly 
reduce the complexity of key management while enhance the 
privacy guarantees compared with previous works. We utilize ABE 
to encrypt the PHR data, so that patients can allow access not only 
by personal users, but also various users from public domains with 
different professional roles, qualifications and affiliations. Further-
more, we enhance an existing MA-ABE scheme to handle efficient 
and on-demand user revocation, and prove its security. Through 
implementation and simulation, we show that our solution is both 
scalable and efficient.
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