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Abstract
Privacy preserving data publishing is a promising research area 
since individual privacy has become a major concern. In many 
data analysis applications a major issue is privacy preservation. 
Privacy-preserving techniques are often required to reduce the 
possibility of identifying sensitive information about individuals, 
when a data set is released to other parties for data analysis.  
Sensitive information can be a specific location of an individual 
for spatial data. The study is made on protecting the privacy of 
persons and data has received from many fields. The information 
that a user browses certain websites may be considered sensitive 
in web surfing. We review the research work in privacy-preserving 
data publishing. In this paper, we describe how an organization, 
without violating the confidentiality of personal information, can 
release the data to the public is discussed. However, the simplest 
solution to protect the sensitive information is not to disclose 
the information but it will delay the data analysis process. The 
data must be disclosed under the government regulations in some 
applications. On the other hand, if the data owner first modifies the 
data then the modified data can guarantee privacy, such that the 
modified data retains enough utility and can be released to other 
parties safely. In this paper, we examine how the data owner can 
modify the data and how the modified data can preserve privacy 
and protect sensitive information.
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I. Introduction
Many organizations use the data mining techniques to gain the 
characteristics and the behaviors of the customers. The process of 
extracting useful, interesting, and previously unknown information 
from large data sets is Data mining. The availability of high 
quality data and effective information sharing depends on data 
mining. An environment that facilitates large-scale data mining 
and data analysis is the collection of digital information (i.e. by 
governments, corporations and individuals). On the other hand, 
the public has an increased sense of privacy invasion due to the 
increased level of security after revolutionary attacks. However, 
the public has acquired a negative impression that data mining is 
a technique for privacy intrusion since data mining is often a key 
component of many security systems, monitoring and enterprise 
information systems and surveillance systems. The main obstacle 
to the advancement of technology is the lack of trust in data mining. 
Many techniques are proposed for protecting individual privacy 
and sensitive information in order to avoid the obstacles. To restrict 
the types of publishable data and agreements on the use and storage 
of sensitive data the current privacy protection practice primarily 
depends up on the policies and guidelines. The constraint of this 
approach is that the data is distorted extremely or it requires a trust 
level that is impractically high in many data-sharing scenarios. 
The sensitive data will not be carelessly misplaced and end up in 
the wrong hands. We describe the data collection and publishing 
Figure1.

Fig. 1: Data Collection and Publisher

The data holder collects data from record owners (e.g., Anne and 
Rob) in the data collection phase. The data holder releases the 
collected data to a data miner or the public in the data publishing 
phase, called the data recipient who will then conduct data mining 
on the published data. There are two models of data holders i.e. 
the un-trusted model in which the data holder is not trusted and 
attempt to identify sensitive information from record owners 
(example Anne and Jake). To collect records anonymously from 
their owners without revealing the owners’ identity the various 
cryptographic, anonymous communications and statistical 
methods were proposed. In the trusted model, the data holder 
is trustworthy and record owners are willing to provide their 
personal information to the data holder. However, the trust is 
not transitive to the data recipient. In this paper, we assume the 
trusted model of data holders and consider privacy issues in the 
data publishing phase. Every data publishing scenario in practice 
has its own assumptions and requirements on the data holder, the 
data recipients, and the data publishing purpose. The following 
are different assumptions and properties that may be adopted in 
practical data publishing depending on the application. To perform 
data mining on behalf of the data recipient the data holder is not 
required to have the knowledge. After receiving the data from the 
data holder any data mining activities can be performed by the data 
recipient. Sometimes, the data holder does not even know who the 
recipients are at the time of publication. For example, publishing 
patient records in hospitals on the internet. The hospitals do not 
know who the recipients are and how the recipients will use the 
data. The hospital publishes patient records because it is required 
by regulations, or because it supports general medical research, not 
because the hospital needs the result of data mining. Therefore, it 
is not possible to expect the data holder to anonymzing the data 
for publication. In other scenarios, the data holder is interested in 
the data mining result, but lacks the in-house expertise. The data 
holder could release a customized data set that preserves specific 
types of patterns for such a data mining task in order to improve 
the quality of the data mining result. The data mining activities 
are performed by the data recipient but not by the data holder. The 
data recipient could be an adversary. In PPDP, one assumption is 
that the data recipient could also be an adversary. For example, the 
data recipient, says a drug research company, is a trustworthy entity 
however; it is diffcult to guarantee every staff in the company to 
be trustworthy as well. The authorized and trustworthy recipients 
are given the private key for accessing the clear text and this 
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assumption makes the PPDP problems and solutions to be very 
different from the encryption and cryptographic approaches. A 
major challenge in PPDP is to preserve both the privacy and 
information utility in the anonymous data. This requirement is 
more rigid than publishing data mining results. For example, in the 
case of the Netflix data release, useful information may be some 
type of associations of movie ratings. Netflix decided to publish 
data records instead of publishing such associations because the 
participants, with data records, have greater flexibility to perform 
required analysis and data exploration, such as mining patterns in 
one partition but not in other partitions, visualizing the transactions 
containing a specific pattern, trying different modeling methods 
and parameters, and so forth. The assumption of publishing data, 
not data mining results, is also closely related to the assumption 
of a non-expert data holder. In some data publishing scenarios, it 
is important that each published record corresponds to an existing 
individual in real life. Consider the example of patient records. 
The pharmaceutical researcher (the data recipient) may need to 
examine the actual patient records to discover some previously 
unknown side effects of the tested drug. It is difficult to deploy 
data mining results in the real world if a published record does 
not correspond to an existing patient in real life. Randomized and 
synthetic data do not meet this requirement. Also, randomized and 
synthetic data become meaningless to data recipients who may 
want to manually interpret individual data records. Encryption is 
another commonly employed technique for privacy protection. 
Although an encrypted record corresponds to a real life patient, 
the encryption hides the semantics required for acting on the 
represented patient. Encryption aims to prevent an unauthorized 
party from accessing the data, but enable an authorized party to 
have full access to the data. In PP DP, it is the authorized party who 
may also play the role of the adversary with the goal of inferring 
sensitive information from the data received. Thus, encryption may 
not be directly applicable to some PP DP problems. In this paper 
we discuss about the developed algorithms which are evaluated in 
terms of the level of privacy protection, data quality anonymization, 
that are applicable to real life databases, efficiency and scalability. 
Anonymizing classification is a fundamental problem in data 
analysis. To access large collection of data a classifier is required. 
A threat may pose to an individual’s privacy by releasing person-
specific data. A useful k-anonymization model used to combat 
the linking attacks which are discussed above is anonymizing 
the quasi-identifier, denoted T, so that at least k released records 
match each value combination of T. By masking specific values 
to general values the anonymization is done, preferably in a way 
to minimize the distortion to the data. The first contribution of 
this paper is to efficiently identify a k-anonymous solution which 
preserves the classification structure. By the considering the both 
information and privacy the search is done by detailing the level 
of information in a top-down manner. This top-down refinement 
(TDR) algorithmic framework is highly efficient and natural for 
handling different types of attributes. This approach exploits by 
the noise and redundant structures in the data for achieving both a 
privacy goal and a classification goal. The privacy concern related 
to the input of data mining methods is addressed by the Confidence 
bounding which is the first contribution, but the output of data 
mining methods could also cause privacy threats. Although it 
can be used to infer sensitive properties about record holders 
the output is an aggregate pattern, it is not intended to identify 
a record holder. To preserve the information for a wanted data 
analysis and to limit the usefulness of unwanted inferences that 
may be derived from the release of data are the two main goals. 

If sensitive values of a group of individuals can be confidently 
inferred by some linking attributes from the released data then a 
sensitive inference occurs. The identities of record holders and 
some released data records are prior to k-anonymity which focuses 
on limiting the associations.

II. Advantages
To improve the current state of the art, we introduce a novel data 
anonymization technique called slicing.
Based on the privacy requirement of k-diversity we show that slicing 
can be effectively used for preventing attribute disclosure.

III. Conclusion
This paper we have discussed about the overview of privacy 
preserving data publishing. We have shown how it overcomes the 
limitations of generalization and preserves the better utility while 
protecting against privacy threats. We discussed how it is used to 
prevent attribute disclosure and membership disclosure. Before 
anonymizing the data, one can analyze the data characteristics and 
use these characteristics in data anonymization this is the general 
proposed method. However, in this paper, we have described how 
an organization, without violating the confidentiality of personal 
information, can release the data to the public is discussed.
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