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Abstract 
Anomaly detection is the identification of items, events or 
observations which do not conform to an expected pattern or 
other items in a dataset. Typically the anomalous items will 
translate to some kind of problem such as bank fraud, a structural 
defect, medical problems or finding errors in text. Anomalies 
are also referred to as outliers, novelties, noise, deviations and 
exceptions. Many techniques employed for detecting outliers are 
fundamentally identical but with different names chosen by the 
authors. In the most general case, an anomaly detector can detect 
deviations from an established baseline profile that characterizes 
normal behavior. Anomaly detection finds extensive use in a wide 
variety of applications such as fraud detection for credit cards, 
insurance or health care, intrusion detection for cyber-security, 
fault detection in safety critical systems, and military surveillance 
for enemy activities. The importance of anomaly detection is due 
to the fact that anomalies in data translate to significant actionable 
information in a wide variety of application domains. Principal 
Component Analysis (PCA) is a statistical procedure that uses 
an orthogonal transformation to convert a set of observations 
of possibly correlated variables into a set of values of linearly 
uncorrelated variables. In this paper we discuss various anomaly 
detection techniques and their merits and demerits.
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I. Introduction
Anomaly is a pattern in the data that does not conform to the 
expected behaviour this is sometimes referred to as outliers, 
exceptions, peculiarities, surprise, etc. Anomaly detection is 
a critical task in many safety critical environments.  Figure 1 
illustrates anomalies in a simple 2-dimensional data set. The data 
has two normal regions, N1 and N2, since most observations lie 
in these two regions. Points that are sufficiently far away from 
the regions, ie., points o1 and o2, and points in region O3, are 
anomalies.

Fig. 1: Anomalies in a 2 Dimensional Data Set

Anomalies might be induced in the data for a variety of reasons, 
such as malicious activity, i.e., credit card fraud, cyber-intrusion, 
terrorist activity or breakdown of a system, but all of the reasons 
have a common characteristic that they are interesting to the 
analyst. The interestingness or real life relevance of anomalies is 
a key feature of anomaly detection. A straightforward anomaly 
detection approach is to define a region representing normal 
behavior and declare any observation in the data which does not 
belong to this normal region as an anomaly.
Certain challenges make this process complex. Defining a normal 
region which encompasses every possible normal behavior is very 
difficult. In addition, the boundary between normal and anomalous 
behavior is often not precise. Thus an anomalous observation 
which lies close to the boundary can actually be normal, and 
vice-versa. When anomalies are the result of malicious actions, 
the malicious adversaries often adapt themselves to make the 
anomalous observations appear like normal, thereby making the 
task of defining normal behavior more difficult. the anomaly 
detection problem, in its most general form, is not easy to solve. 
In fact, most of the existing anomaly detection techniques solve 
a specific formulation of the problem. The formulation is induced 
by various factors such as nature of the data, availability of labeled 
data, type of anomalies to be detected, etc. Often, these factors are 
determined by the application domain in which the anomalies need 
to be detected. Researchers have adopted concepts from diverse 
disciplines such as statistics, machine learning, data mining, and 
information theory, spectral theory, and have applied them to 
specific problem formulations. 

II. Key Aspects of Anomaly Detection
Nature of input data: Most common form of data handled by 
anomaly detection techniques is Record Data, Univariate and 
Multivariate. The attributes can be of different types such as binary, 
categorical or continuous. The nature of attributes determine the 
applicability of anomaly detection techniques. An important aspect 
of an anomaly detection technique is the nature of the desired. If 
an individual data instance can be considered as anomalous with 
respect to the rest of data, then the instance is termed as a point 
anomaly. This is the simplest type of anomaly and is the focus of 
majority of research on anomaly detection. If a data instance is 
anomalous in a specific context, then it is termed as a contextual 
anomaly also referred to as conditional anomaly. The anomalous 
behavior is determined using the values for the behavioral attributes 
within a specific context. A data instance might be a contextual 
anomaly in a given context, but an identical data instance  could 
be considered normal in a different context. This property is key 
in identifying contextual and behavioral attributes for a contextual 
anomaly detection technique. An important aspect for any anomaly 
detection technique is the manner in which the anomalies are 
reported. 

Applications of Anomaly Detection• 
Network intrusion detection• 
Insurance / Credit card fraud detection• 
Healthcare Informatics / Medical diagnostics• 
Industrial Damage Detection• 
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Image Processing / Video surveillance • 
Novel Topic Detection in Text Mining• 

III. Principal Component Analysis
Principal Component Analysis is a well-established technique for 
dimensionality reduction and multivariate analysis. Examples of 
its many applications include data compression, image processing, 
visualization, exploratory data analysis, pattern recognition, and 
time series prediction. A complete discussion of PCA can be found 
in textbooks. The popularity of PCA comes from three important 
properties. First, it is the optimal  linear scheme for compressing 
a set of high dimensional vectors into a set of lower dimensional 
vectors and then reconstructing the original set. Second, the model 
parameters can be computed directly from the data - for example by 
diagonalizing the sample covariance matrix. Third, compression 
and decompression are easy operations to perform given the 
model parameters - they require only matrix multiplication. A 
multi-dimensional hyper-space is often difficult to visualize. The 
main objectives of unsupervised learning methods are to reduce 
dimensionality, scoring all observations based on a composite index 
and clustering similar observations together based on multivariate 
attributes. Summarizing multivariate attributes by two or three 
variables that can be displayed graphically with minimal loss of 
information is useful in knowledge discovery. Because it is hard 
to visualize a multi dimensional space, PCA is mainly used to 
reduce the dimensionality of d multivariate attributes into two 
or three dimensions.
The PCA model can be represented by:
umx1 = Wmxd x dx1 
where u, an m-dimensional vector, is a projection of x - the original 
d-dimensional data vector (m << d).

PCA is variable-oriented method, with transforms a set of 
correlated original variables into a set of uncorrelated variables, 
called Principal Components (PC). These principal components 
are linear combinations of the original variables. By carrying out 
PCA we hope that a few PCs can explain most of the variation 
in the original data. Thus, dimensionality can be reduced with 
almost no loss of information. It is obvious, that in case of a priori 
uncorrelated data, PCA makes no sense. If xT = (x1, . . . , xp) 
denotes a p-dimensional vector of random variables with expected 
value μ and covariance matrix Σ, then we try to find a set of new, 
uncorrelated random variables, whose variance decreases with 
increasing  j = 1, . . . , p. Hence, for the  first principal component 
we look for a linear function α1

Tx having maximum variance. 
Next, we look for α2

Tx, uncorrelated with α1
Tx and maximum 

variance, etc. Furthermore, αj, j = 1, . . . , p is scaled to meet the 
constraint αj

T, j αj = 1. The deviation of the PCs leads to the result, 
that  the vectors of coefficients α1, . . . , αp for each PC are the 
eigenvectors of Σ corresponding to λ1, . . . , λp eigen values, with 
λ1 ≤ λ2 ≤ … ≤ λp. As mentioned before, we hope that m << p PCs 
will account for most of the variance in x. If the p × p matrix of 
eigenvectors is denoted by
A = (α1, …. , αp), the vector z of principal components can be 
written as z = AT x.

IV. Principal Components Analysis Based Anomaly 
Detection
Typical datasets for intrusion detection are typically very large 
and multidimensional. With the growth of high speed networks 
and distributed network based data intensive applications storing, 
processing, transmitting, visualizing and understanding the 

data is becoming more complex and expensive. To tackle the 
problem of high dimensional datasets, researchers have developed 
a dimensionality reduction technique known as Principal 
Component Analysis (PCA). In mathematical terms, PCA is a 
technique where n correlated random variables are transformed 
into d ≤ n uncorrelated variables. The uncorrelated variables are 
linear combinations of the original variables and can be used to 
express the data in a reduced form. Typically, the first principal 
component of the transformation is the linear combination of the 
original variables with the largest variance. In other words, the first 
principal component is the projection on the direction in which 
the variance of the projection is maximized. The second principal 
component is the linear combination of the original variables with 
the second largest variance and orthogonal to the first principal 
component, and so on. In many data sets, the first several principal 
components contribute most of the variance in the original data 
set, so that the rest can be disregarded
with minimal loss of the variance for dimension reduction of 
the dataset. PCA has been widely used in the domain of image 
compression, pattern recognition and intrusion detection. 
They measured the distance of each observation from the center 
of the data for anomaly detection. The distance is computed based 
on the sum of squares of the standardized principal component 
scores.  

V. Conclusion
Comprehensive survey on anomaly detection should allow  to not 
only understand the motivation behind using a particular anomaly 
detection technique, but also provide a comparative analysis of 
various techniques. But the current research has been done in 
an unstructured fashion, without relying on a unified notion 
of anomalies, which makes the job of providing a theoretical 
understanding of the anomaly detection problem very difficult. A 
possible future work would be to unify the assumptions made by 
different techniques regarding the normal and anomalous behavior 
into a statistical or machine learning framework.
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