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Abstract 
Data leakage can cause an organization untold public embarrassment 
and loss of revenue. Decision-makers therefore need to address 
the risk of data loss or leakage in light of a broader security 
strategy and roadmap. Data leakage incidents are not necessarily 
the result of malicious intent. Employees may transfer sensitive 
data to external media devices such as iPods, smartphones, USB 
memory sticks or e-mail to home addresses, just so that they can 
continue working from home.  Data leakage can be caused by 
internal and external parties, either intentionally or accidentally. 
As the capabilities of data transmission and storage are being 
continuously improved nowadays, data leakage incidents may 
result in more significant damages, diminishing organisations’ 
value and reputations. A comprehensive and effective DLP solution 
requires the commitment from both the management and general 
users to carefully determine the system specifications, functional 
requirements and data coverage, so that the solution can best fit in 
the university’s existing IT infrastructure and operational process 
and would not introduce inefficiencies and incompatibilities.
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I. Introduction
Data leakage refers to unauthorized transmission of data from 
within an organisation to an external destination or recipient. The 
transmission can be done both electronically and physically. The 
types of data leaked usually include:

Confidential / Sensitive Information• 
Intellectual property• 
Customer / Student Data• 
Health Records• 

Sensitive data in companies and organizations include intellectual 
property, financial information, patient information, personal 
credit-card data, and other information depending on the business 
and the industry. Data leakage poses a serious issue for companies 
as the number of incidents and the cost to those experiencing 
them continue to increase. Data leakage is enhanced by the fact 
that transmitted data including emails, instant messaging, website 
forms, and file transfers among others, are largely unregulated 
and unmonitored on their way to their destinations. In many 
cases, sensitive data are shared among various stakeholders such 
as employees working from outside the organization’s premises 
, business partners, and customers. This increases the risk that 
confidential information will fall into unauthorized hands. 
Whether caused by malicious intent or an inadvertent mistake 
by an insider or outsider, exposure of sensitive information can 
seriously hurt an organization. The potential damage and adverse 
consequences of a data leakage incident can be classified into two 
categories: direct and indirect losses. Direct losses refer to tangible 
damage that is easy to measure or to estimate quantitatively. 
Indirect losses, on the other hand, are much harder to quantify 
and have a much broader impact in terms of cost, place, and time. 
Direct losses include violations of regulations  resulting in fines, 
settlements or customer compensation fees; litigation involving 
lawsuits; loss of future sales; costs of investigation and remedial 
or restoration fees. Indirect losses include reduced share price as a 

result of negative publicity; damage to a company’s goodwill and 
reputation; customer abandonment; and exposure of intellectual 
property  to competitors.

II. Data Leakage Detection
Data Leakage detection is handled by watermarking, e.g., a 
unique code is embedded in each distributed copy. If that copy 
is later discovered in the hands of an unauthorized party, the 
leaker can be identified. Watermarks can be very useful in some 
cases, but again, involve some modification of the original data. 
Furthermore, watermarks can sometimes be destroyed if the 
data recipient is malicious. In this paper, We call the owner of 
the data the distributor and the supposedly trusted third parties 
the agents. when the distributor’s sensitive data has been leaked 
by agents, and if possible to identify the agent that leaked the 
data. Perturbation is a very useful technique where the data is 
modified and made less sensitive before being handed to agents. 
Creating and enforcing organization-wide data handling policies 
based on industry regulations and on the organization’s specific 
requirements is essential to regulate all aspects of handling 
personal data in an organization. These policies declare strict 
rules for handling these data, such as discarding or archiving 
unneeded personal data and creating access control mechanisms 
to enable access to such data by authorized employees only. The 
creation of a data handling policy should be accompanied by 
appropriate training that informs employees of the rules and a 
requirement that employees sign binding statements regarding 
their responsibilities and their commitment to work according 
to the policy. Advanced or intelligent security measures include 
machine learning and temporal reasoning algorithms for detecting 
abnormal access to data, activity-based verification, detection of 
abnormal email exchange patterns, and applying the honeypot 
concept for detecting malicious insiders. Device control, access 
control, and encryption are used to prevent access by an
unauthorized user. These are the simplest measures that can be 
taken to protect large amounts of personal data against malicious 
outsider and insider attacks.

III. Data Leakage Prevention
Data loss prevention (DLP) is a strategy for making sure that end 
users do not send sensitive or critical information outside of the 
corporate network. The term is also used to describe software 
products that help a network administrator control what data end 
users can transfer. Adoption of DLP, variously called data leak 
prevention is being driven by insider threats and by more rigorous 
state privacy laws, many of which have stringent data protection 
or access components.  Security vendors and researchers also 
developed various counter measures to fight against data leakage 
issues, which are collectively known as Data Leakage Prevention 
(DLP) solutions. A key distinguishing feature of DLP that contrasts 
with non-DLP security tools, such as data encryption, is deep 
content analysis based on pre-defined security policies. In general, 
DLP refers to any systems or tools that identify, monitor, and 
protect the following type of data:

Data in Motion – Any data that is moving through the network • 
to the outside via the Internet. This feature applies to all data 
transmitted on wire or wirelessly. 



IJCST  Vol. 5, ISSue 4, oCT - DeC 2014

w w w . i j c s t . c o m InternatIonal Journal of Computer SCIenCe and teChnology  137

 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

Data in Use – Data at the endpoints of the network .• 
Data at Rest – Data that resides in files system, databases and • 
other storage methods. 

In response to the above types of data having exposure to 
potential leakage problem, specific DLP systems or tools have 
been engineered to mitigate the risks or detect any security 
violations.

1. Network DLP
Network DLP is designed to detect any leakage incidents related 
to data in motion, by detecting if particular important data files 
are being transferred through universities’ networks. This kind of 
DLP devices usually supports multiple protocols such as HTTP, 
FTP, P2P and SMTP.

2. Endpoint DLP
Endpoint DLP products are agents or software that usually reside 
on end user terminals such as mobile devices and laptops. The 
common use of Endpoint DLP is to prevent users from storing 
sensitive information on removable media devices.

3. Embedded DLP
Embedded DLP are planted within specific applications to 
effectively monitor the data outflows, identify keywords or related 
patterns belong to sensitive information and block any suspicious 
data leakage attempts.

IV. Benefits of  Data Leakage Prevention
Prevent Data Leakage – Preventing accidental or malicious 1. 
loss of data by insiders  is the main purpose of all DLP 
solutions.
Reduce Cost of Investigation and Damage to Reputation 2. 
– Leakage of sensitive data of universities usually means 
economic loss or damage to the reputation.  
Facilitate Early Risk Detection and Mitigation – DLP solutions 3. 
require universities to perform a series of preparation work, 
including data classification, risk assessment, research on 
regulatory and privacy requirement, development of policies, 
standards and procedures for data protection, through which 
a number of around vulnerabilities of data leakage can be 
noticed within management radar and makes early mitigation 
possible.

V. Conclusion
A comprehensive and effective DLP solution requires the 
commitment from both the management and general users 
to carefully determine the system specifications, functional 
requirements and data coverage, so that the solution can best fit in 
the university’s existing IT infrastructure and operational process 
and would not introduce inefficiencies and incompatibilities.
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