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Abstract 
Un reliable and malicious nodes create a lot of problems in wireless 
sensor networks. To address the energy consumption and QoS 
gain in reliability, delay and security with the goal to maximize 
the lifetime of a clustered Heterogeneous Wireless Sensor 
Networks while satisfying application  QoS requirements in the 
context of multipath routing.  The proposed research is a highly 
scalable cluster-based hierarchical trust management protocol for 
wireless sensor networks (WSNs) to effectively deal with selfish 
or malicious nodes. The proposed work consider multidimensional 
trust attributes derived from communication and social networks to 
evaluate the overall trust of a sensor node. The protocol relies on a 
new multipath constructions paradigm that is defined specifically 
for heterogeneous WSN. The approach leverages a reasonable 
increase in the network lifetime and a higher resilience and fault 
tolerance.
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I. Introduction
A Heterogeneous Wireless Sensor Networks (HWSNs) consists 
of two or more types of nodes. The redundancy management 
of various wireless sensor networks uses multipath routing to 
answer user queries in the presence of defective and malicious 
nodes. Many Wireless Sensor Networks (WSNs) are deployed 
in an unattended environment in which energy replenishment is 
impossible. Due to limited resources, a WSN must not only satisfy 
the application specific QoS requirements such as reliability, 
timeliness and security, but also minimize energy consumption 
to prolong the system useful lifetime. The trade-off between energy 
consumption vs. reliability gains, with the goal to maximize the 
WSN system lifetime has been well explored. A HWSN comprises 
sensors of different capabilities.  Multipath routing is considered 
an effective mechanism for fault and intrusion tolerance to 
improve data communication and data delivery in WSNs. Most 
prior research focused on using multipath routing to improve 
reliability, and to tolerate insider attacks. However, these studies 
largely ignored energy consumption which can adversely shorten 
the system lifetime. The research problems are to enhance an 
Intrusion Detection System (IDS) of a clustered HWSN to prolong 
its lifetime operation in the presence of unreliable and malicious 
nodes. Also, to address the energy consumption and QoS gain in 
reliability, minimum delay and security with the goal to maximize 
the lifetime of a clustered HWSN while satisfying application QoS 
requirements in the context of multipath routing. More specifically, 
to analyze the optimal amount of redundancy through which data 
are routed to a remote sink or base station in the presence of 
unreliable and malicious nodes, so that the data delivery success 
probability is maximized while maximizing the HWSN lifetime We 
consider two types of sensors: CHs and SNs. CHs are superior to 
SNs in energy and computational resources. All sensors are subject 
to capture attacks, i.e., they are vulnerable to physical capture by 
the adversary after which their code is compromised and they 
become inside attackers. Due to limited resources, we assume that 

when a node is compromised, it only performs two most energy 
conserving attacks, namely, bad-mouthing attacks when serving 
as recommender, and packet dropping attacks when performing 
packet routing to disrupt the operation of the network. Multipath 
routing is considered an effective mechanism for fault and intrusion 
tolerance to improve data delivery in WSNs. The basic idea is that 
the probability of at least one path reaching the sink node or base 
station increases as we have more paths doing data delivery. we 
analyze the optimal amount of redundancy through which data are 
routed to a remote sink in the presence of unreliable and malicious 
nodes, so that the query success probability is maximized while 
maximizing the HWSN lifetime. A leader based intrusion detection 
system is used to detect and remove sinkhole attack. We consider 
this optimization problem for the case in which a voting based 
distributed intrusion detection algorithm is applied to remove 
packet dropping attack and bad mouthing attack from the HWSN. 
A model-based analysis methodology by which the optimal 
multipath redundancy levels and intrusion detection settings may 
be identified for satisfying application QoS requirements while 
maximizing the lifetime of HWSNs. Redundancy management 
of multipath routing for intrusion tolerance is achieved through 
two forms of redundancy: (a) source redundancy by which ms 
SNs sensing a physical phenomenon in the same feature zone are 
used to forward sensing data to their CH.  (b) path redundancy 
by which mp paths are used to relay packets from the source CH 
to the PC through intermediate CHs. 

II. Redundancy in WSN
A WSN is a special type of Ad hoc networks containing several 
sensor nodes which are able to collect data and to transmit it using 
a multi-hop routing protocol to the collection point called Sink 
node. The important density of sensor nodes implies the existence 
of redundant nodes. Generally, the breakdowns in a WSN can 
be caused by the mobility or the exhaustion of the nodes energy. 
These breakdowns must be detected and solved in an acceptable 
time without affecting quality of service. This centralization of 
diagnosis and reconfiguration operations in only one module 
presents the following major Disadvantages:
 Overload of the monitoring module by control treatments. Overload 
of all the nodes in network by the control and reconfiguration 
messages, which increases considerably energy consumption 
especially in the case of large scales networks. So WSN life 
time is reduced.  The failure detection can be delayed because 
Transmission times. The failure of the monitoring module paralyzes 
the operation of the entire network. Many wireless sensor networks 
(WSNs) are deployed in an unattended environment in which 
energy replenishment is difficult if not impossible. Multipath 
routing is considered an effective mechanism for fault and intrusion 
tolerance to improve data delivery in WSNs. The basic idea is 
that the probability of at least one path reaching the sink node or 
base station increases as we have more paths doing data delivery. 
While most prior research focused on using multipath routing to 
improve reliability, some attention has been paid to using multipath 
routing to tolerate insider attacks. These studies, however, largely 
ignored the trade-off between QoS gain vs. energy consumption 
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which can adversely shorten the system lifetime. The research 
problem we are addressing in this paper is effective redundancy 
management of a clustered HWSN to prolong its lifetime operation 
in the presence of unreliable and malicious nodes. We address the 
trade-off between energy consumption vs. QoS gain in reliability, 
timeliness and security with the goal to maximize the lifetime of a 
clustered HWSN while satisfying application QoS requirements in 
the context of multipath routing. More specifically, we analyze the 
optimal amount of redundancy through which data are routed to a 
remote sink in the presence of unreliable and malicious nodes, so 
that the query success probability is maximized while maximizing 
the HWSN lifetime.

shows a scenario with a source redundancy of 3 (ms= 3) and 
a path redundancy of 2 (mp = 2).It has been reported that the 
number of edge-disjoint paths between nodes is equal to the 
average node degree with a very high probability. Therefore, 
when the density is sufficiently high such that the average number 
of one-hop neighbors is sufficiently larger than mp and ms, we 
can effectively result in mp redundant paths for path redundancy 
and ms distinct paths from ms sensors for source redundancy. 
Compared with existing works cited above, the proposed research 
work extends from with considerations given to explore more 
extensive malicious attacks, each with  different implications 
to energy, security and reliability, and also investigate intrusion 
detection and multipath routing based tolerance protocols to react 
to these attacks. In addition to this the proposed work also consider 
smart and insidious attackers which can perform more targeted 
attacks, capture certain nodes with high probability, alternate 
between benign and malicious behavior and concatenate with 
other attackers to avoid intrusion detection. Also to investigate 
the use of trust/reputation management  to strengthen intrusion 
detection through “weighted voting” leveraging knowledge of 
trust/reputation of neighbor nodes. Using weighted voting scheme 
in intrusion detection system (IDS) would considerably reduce the 
false positives (FPs) and false negatives (FNs) ratio. The accuracy 
is the percentage of whole traces that are determined accurately, 
while the efficiency indicates that the voting algorithm performs 
better on reducing both FP and FN ratios. The weighted voting 
scheme achieved 90% - 95% accuracy and 90% - 94% efficiency. 
The propose work also tackle the “what paths to use” problem 
in multipath routing decision making for intrusion tolerance in 
WSNs, so to maximize the system lifetime of a HWSN in the 
presence of unreliable and malicious nodes. In the context of 
secure multipath routing for intrusion tolerance, in the authors 
considered a multipath routing protocol to tolerate black hole 

and selective forwarding attacks. This  work specifically focuses 
on the amount of energy being consumed for intrusion detection 
and also to reduced energy consumption in multipath routing to 
tolerate intrusion. Moreover, the work consider intrusion detection 
to detect and evict compromised nodes as well as the best rate 
to invoke intrusion detection so that the energy consumption is 
reduced considerably along with security and reliability gain to 
maximize the system lifetime. In, voting based IDS approach 
given the tradeoff between energy loss vs. security and reliability 
gain due to employment of the voting-based IDS with the goal to 
prolong the system lifetime. In general there are two approaches 
by which energy efficient IDS can be implemented in WSNs. One 
approach is applicable to flat WSNs where an intermediate node 
provides a feedback about the maliciousness and energy status 
of its neighbor nodes to the sender node  who can then utilize the 
knowledge to route packets to avoid nodes with unacceptable 
maliciousness or energy status. 

III. Conclusion
we demonstrated that our counter measures are effective against 
selective capture. There exist best protocol settings in terms of 
the best radio adjustment, the best redundancy level for multipath 
routing, the best number of voters, and the best intrusion invocation 
interval used for intrusion detection to maximize the system 
lifetime. 

References
[1] W. Heinzelman, A. Chandrakasan, H. Balakrishnan, “Energy-

E±cient Communication Protocol for Wireless Mi-crosensor 
Networks”, Proceedings of the 33rd Hawaii International 
Conference on System Sciences (HICSS ‘00), January 
2000.

[2] C. Intanagonwiwat, R. Govindan, D. Estrin,“Directed 
di®usion: A scalable and robust communication paradigm 
for sensor networks”, Proceedings of ACM MobiCom ‘00, 
Boston, MA, 2000, pp. 56-67.

[3] W. Heinzelman, J. Kulik, H. Balakrishnan,“Adaptive 
Protocols for Information Dissemination in Wireless Sensor 
Networks”, Proc. 5th ACM/IEEE Mobicom Conference 
(MobiCom ‘99), Seattle, WA, August, 1999. pp. 174-85.

[4] I. Akyildiz, W. Su, Y. Sankarasubramaniam, E. Cayirci, 
“A survey on sensor networks”, IEEE Communications 
Magazine, Vol. 40 Issue 8, pp. 102-114, August 2002.

[5] A. Perrig, R. Szewzyk, J.D. Tygar, V. Wen, D. E. Culler, 
“SPINS: Security protocols for sensor networks”, Wireless 
Networks, Vol. 8, pp. 521-534, 2000.

[6] S. Hedetniemi, A. Liestman,"A survey of gossiping and 
broadcasting in communication networks”, IEEE Networks, 
Vol. 18, No. 4, pp. 319-349, 1988.

[7] J. Kulik, W. R. Heinzelman, H. Balakrishnan, “Negotiation-
based protocols for disseminating information in wireless 
sensor networks”, Wireless Networks, Vol. 8, pp. 169-185, 
2002.

[8] A. Manjeshwar, D. P. Agarwal,“TEEN: A routing protocol 
for enhanced e±ciency in wireless sensor networks”, In 
1st International Workshop on Parallel and Distributed 
Computing Issues in Wireless Networks and Mobile 
Computing, April 2001.



IJCST  Vol. 5, ISSue 4, oCT - DeC 2014  ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m 140   InternatIonal Journal of Computer SCIenCe and teChnology

Pandi P Pradeep kumar (M.tech), 
Department of CSE, Pydah college 
of engineering and technology, 
Visakhapatnam, India.

K.Vinay kumar (Asst.Professor), 
Department of CSE, Pydah college 
of engineering and echnology, 
Visakhapatnam, India.


