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Abstract 
By means of concentrating memory, bandwidth and processing 
cloud computing permits for additional resourceful computing 
and to preserve the data the internet was used by the technology. 
Cloud is kind of centralized database where numerous clients 
accumulate their data, recover data and possibly adjust data and it 
is a representation where user is made available services by Cloud 
Service Provider on the basis of pay per use. For the past few 
years, the technology of cloud computing has the extreme growth 
sections in the field of infrastructure and permits the consumers to 
make usage of applications devoid of installation and by means of 
internet access the personal files. Even if the utilization of cloud 
computing has rapidly improved; the safety of cloud computing 
is still considered the most important issue in the environment of 
cloud computing. By taking a variety of kinds of data in the data 
safety, the difficulty of checking correctness of data is still became 
a challenging one. The examining from the approaches of existing 
and the computational practicality inspires to plan secure method 
of outsourcing linear equations by means of an entirely different 
method of iterative approach, where the explanation is extracted 
by means of finding consecutive estimations to the elucidation 
until the necessary accuracy is attained. When measured to direct 
method, method of iterative merely demands moderately simpler 
operations of matrix-vector with O(n2) cost of computation, which 
is greatly easier to put into practice in practice and extensively 
adopted for large-scale linear equations.
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 I. Introduction 
Cloud computing is an expression used to describe a variety of 
computing concepts that involve a large number of computers 
connected to the internet. In science, cloud computing is a synonym 
for distributed computing over a network, and means the ability 
to run a program or application on many connected computers at 
the same time. The cloud are more commonly refer to network-
based service, which appear in the real server hardware, and in 
fact served by virtual hardware, software run on one or more real 
machines. Such virtual server which do not physically exist and 
can therefore be moved around and scaled up (or down) on the fly 
without affecting the end user - arguably, rather like a cloud [1]. 
Efficient Memory management is one of the hot topics these 
days in Cloud because of the augmenting need of integrated 
data handling and exigency of optimized memory management 
algorithm. The trend Application Service Provider (ASP) and 
Database-as-a-Service (DaaS) paradigms are in need of smart 
memory management protocols to be integrated in Cloud in order 
to get rid of the latency and load balancing issues. 
Hardware Constraints: Hardware Constraints may lead to poor 
performance in terms of Network, processor, Memory unit or 
physical components in the cloud resource provider. Secure 
outsourcing for widely applicable large-scale systems of Linear 
Equations (LE), which are among the most popular algorithmic 

and computational tools in various engineering disciplines that 
analyze and optimize real-world systems. Also, by interior 
point method, system optimization problem can be converted 
to nonlinear equation, which is solved as a sequence of systems 
of linear equation. SMC model do not address the asymmetry 
among the computational power possessed by cloud and the 
customer framework of SMC usually does not directly consider 
the computation result verification as an indispensable security 
requirements, due to assumption that each involves party is the 
semi honest traditional direct method for jointly solving the LE, 
the Gaussian elimination method or the secure matrix inversion 
method [2] While working well for small size problem, these 
approach that general do not derive practically acceptable 
solution time for large-scale LE, due to the expensive cubic time 
computational burden for matrix-matrix operations and the huge 
IO cost on customer’s weak devices.

II. Hiding Equality Constraints (A, B)
First of all, a randomly generated m × m non-singular matrix Q 
can be part of the secret key K. The customer can apply the matrix 
for the following constraints transformation,
Ax=b A’x=b’     (1)
Where A’=QA B’=QB
Since we have assumed that A has full row rank, A′ must have 
full row rank. Without knowing Q, it is not possible for one to 
determine the exact elements of A. However, the null spaces 
of A and A′ remains the same, which may violate the security 
requirement of some applications. The vector b is encrypted in 
a perfect way since it can be mapped to an arbitrary b′ with a 
proper choice of Q.

III. Hiding Inequality Constraints (B)
The customer cannot transform the inequality constraints in the 
similar way as used for the equality constraints. This is because 
for an arbitrary invertible matrix Q, Bx ≥ 0 is not equivalent to 
QBx ≥ 0 in general.
To hide B, we can leverage the fact that a feasible solution to must 
satisfy the equality constraints. To be more specific, the feasible 
regions defined by the following two groups of constraints are 
the same.

  (2)

⋋ Where is a randomly generated n×m matrix in K satisfying that 
|B′| = |B − A| 6= 0 and _b = 0. Since the condition b = 0 is largely 
underdetermined, it leaves great flexibility to choose _ ⋋ in order 
to satisfy the above conditions. To enhance the security strength 
of LP outsourcing, we must be able to change the feasible region 
of original LP and at the same time hide output vector x during 
the problem input encryption. We propose to encrypt the feasible 
region of ⋋ by applying an affine mapping on the decision variables 
x. This design principle is based on the following observation: 
ideally, if we can arbitrarily transform the feasible area of problem 
⋋ from one vector space to another and keep the mapping function 
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as the secret key, there is no way for cloud server to learn the 
original feasible area information. 
Further, such a linear mapping also serves the important purpose of 
output hiding, as illustrated below. Let M be an n × n non-singular 
matrix and r be an n × 1 vector. The affine mapping defined by M 
and r transforms x into y = M−1(x + r). Since this mapping is a 
one-to-one mapping, the LP problem ⋋ in Eq. (2) can be expressed 
as the following LP problem of the decision variables y.

Using the basic techniques, this LP problem can be further 
transformed to 

One can denote the constraints of above LP via Eq. (3):

    (3)

If the following condition is hold

  (4)
than the LP Problem K = (A', B', b', c') can be formulated via 
Eq (5) 

 (5)

IV. Proposed System 
 Cloud Computing by harnessing the scheduling performance 
through trust establishing through Secure outsourcing mechanism 
for solving large-scale systems of linear equations (LE). Because 
applying traditional approaches like Gaussian elimination or 
LU decomposition (aka. direct method) to such large-scale LEs 
would be prohibitively expensive, and the secure LE outsourcing 
mechanism via a completely different approach iterative method, 
it is easier to implement in practice and only demands relatively 
simpler matrix-vector operations. Our mechanism enables a 
customer to securely harness the cloud for iteratively finding 
successive approximations to the LE solution, which keeps both 
the sensitive input and output of the computation. For robust 
cheating detection with merle hash tree, The algebraic property 
of matrix-vector operations through the proposed scheme and 
propose an efficient result verification mechanism, which allow 
the customer to verify all answers received from previous iterative 
approximations in one batch with high probability. 

Our Scheme benefit from less computation time. • 
System is highly privacy preserved and resilient for • 
cheating. 
System eliminates the high IO cost. • 
Ensuring the high Computing integrity.• 

V. Rellated Works
Despite the tremendous benefits, the fact that customers and cloud 
are not necessarily in the same trusted domain brings many security 
concerns and challenges towards this promising computation 
outsourcing model [3]. Firstly, customer’s data that are processed 
and generated during the computation in cloud are often sensitive 
in nature, such as business financial records, proprietary research 

data, and personally identifiable health information etc [4]. 
While applying ordinary encryption techniques to this sensitive 
information before outsourcing could be one way to combat the 
security concern, it also makes the task of computation over 
encrypted data in general a very difficult problem [5]. Secondly, 
since the operational details inside the cloud are not transparent 
enough to customers [4], no guarantee is provided on the quality 
of the computed results from the cloud. 
For example, for computations demanding a large amount of 
resources, there are huge financial incentives for the cloud server 
to be “lazy” if the customer cannot tell the correctness of the 
answer. Besides, possible software/ hardware malfunctions and/
or outsider attacks might also affect the quality of the computed 
results. Thus, we argue that the cloud is intrinsically not secure 
from the viewpoint of customers. Without providing a mechanism 
for secure computation outsourcing, i.e., to protect the sensitive 
input and output information of the outsourced computing needs 
and to validate the integrity of the computation result, it would 
be hard to expect cloud customers to turn over control of their 
computing needs from local machines to cloud solely based on 
its economic savings and resource flexibility.
Focusing on the engineering and scientific computing problems, 
this paper investigates secure outsourcing for widely applicable 
large-scale systems of Linear Equations (LE), which are among 
the most popular algorithmic and computational tools in various 
engineering disciplines that analyze and optimize real-world 
systems. By “large”, we mean the storage requirements of the 
system coefficient matrix may easily exceed the available memory 
of the customer’s computing device [6], like a modern portable 
laptop. In practice, there are many real world problems that would 
lead to very large scale and even dense systems of linear equations 
with up to hundreds of thousands [7-8] or a few million unknowns 
[9]. For example, a typical double-precision 50,000X50, 000 
system matrix resulted from electromagnetic application would 
easily occupy up to 20 GBytes storage space, seriously challenging 
the computational power of these low-end computing devices. 
Because the execution time of a computer program depends not 
only on the number of operations it must execute, but also on the 
location of the data in the memory hierarchy of the computer [6], 
solving such large-scale problems on customer’s weak computing 
devices can be practically impossible, due to the inevitably 
involved huge IO cost. Therefore, resorting to cloud for such 
computation intensive tasks can be arguably the only choice for 
customers with weak computational power, especially when the 
solution is demanded in a timely fashion.

VI. Conclusion
Even if the utilization of cloud computing has rapidly improved; 
the safety of cloud computing is still considered the most 
important issue in the environment of cloud computing. When 
measured to direct method, method of iterative merely demands 
moderately simpler operations of matrix-vector with O(n2) cost 
of computation, which is greatly easier to put into practice in 
practice and extensively adopted for large-scale linear equations. 
No existing work has ever productively tackled safe protocols 
intended for iterative methods on solving systems of large-scale 
of linear equations in the model of computation outsourcing. By 
means of harnessing the computation power of cloud, the operation 
of leading in iteration intended for customer is merely to carry 
out n decryptions.
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VII. Scope
This can be extended for differential equations.
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