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Abstract
This paper is based on the combination of different types of 
asymmetric key cryptography. Here we will going to combine 
two different algorithms which are RSA algorithm and El-Gamal 
algorithm and hence form a new algorithm named as RSA-
ELGAMAL algorithm. The results will be implemented with the 
help of JAVA, Such that the combined RSA-ELGAMAL algorithm 
will be written in JAVA code hence run on it. We will be going to 
find the time of different bit length of a same text massage, such 
as “hello”. By increasing the bit length of the same massage will 
going to increase the complexity of the massage, due to which 
the hacker will be failed to crack the massage. We were having 
one more opposition to increase massage size instead of bit length 
but it is more complex and confusing because with the increase in 
massage size the memory space will increase the whole process 
will be very complicated and confusing. 
Our motive is to confuse the hacker to crack the massage not to 
confuse our self. So we are going to implement easy coding, just 
increase the bit length only not massage by this the massage will 
be easy and more secure. At the end the graphical representation 
will be done on MATLAB.
Cryptography basically meant for secure communication, its motive 
to send or receive the massage, ought to be secure, confidential, 
authenticated and non-repudiate. This paper relies on the mixture 
of RSA AND El-Gamal Cryptography with their security problems. 
The RSA Cryptography depends on the integer factorization 
problem (IFP), whereas the El-Gamal Cryptosystem depends on 
distinct logarithm problem (DLP). This model works on the idea 
of merging between IFP with DLP which provides a good speed of 
computation for uneven cryptosystem supported troublesomeness 
of the solutions of 2 difficult issues, Hence the computation of 
the proposed system is additional economical compared to El-
Gamal algorithm and RSA algorithm. Cryptography may be a 
acknowledge for confidentiality , security and privacy .Here during 
this paper we tend to area unit functioning on the implementation 
numerous |of varied| of assorted} asymmetric key cryptography 
techniques by modifying their architecture design as well as 
combining of varied algorithms along and so to try and do the 
comparative study beside various complexness analysis.
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I. Introduction
The cryptography came from Greek hidden, security it is an art of 
hiding secret information from the third party user. Only owner 
can read or write the secret information. The process of hiding 
information consists of two parts encryption as well as decryption. 
Encryption refers to converting normal text in cyper txt or we can 
say unreadable txt so that no one can read the hidden massage. 
Second part of this process is decryption , in simple words we can 
say to open the hidden information is known as decryption .To 
decrypt  the data we need a secret key which is already assigned by 
the  owner . So this whole process is known as cryptography.

As per time going on our technology is becoming more vast 
and more usefull, Now a days the cryptography became modern 
cryptography as many of mathematical theory and computerized 
practical algorithms are being used in it. 
It is easy to crack the security which is in theoretical form, but 
it is very difficult to crack practical form of security. So modern 
cryptography is very useful to hide secret information now days. 
It would b difficult for hacker to crack such complicated and 
difficult security. Applications of cryptography include ATM cards, 
computer passwords, and electronic commerce. For example in 
ATM cards a hacker can only attempt three times to fill the security 
password ,  if three times attempted wrong then automatically 
forth time the card will be blocked .
Cryptography basically divided into two sub parts they are:

A. Symmetric Key Cryptography
In this type of cryptography depends on single  security key is 
used for both encryption as well as decryption that is why it is 
also known as secret key cryptosystems, for example classical, 
stream, DES cipher systems. 

B. Asymmetric Key Cryptography 
In this type of cryptography different security keys depends for 
encryption and decryption.
One security key depends on encryption then same security key 
will not depends on decryption. For decryption there will be 
required different security key .By doing this the information 
will become more secured. For example RSA, El-Gamal cipher 
systems, DSS and Diffie-Hellman key exchange system.
Asymmetric key cryptography is more secure then symmetric key 
cryptography because a hacker can easily hack the information in 
symmetric key cryptography because it consists of a single key, but 
in asymmetric key cryptography there are two different security 
keys, due to this a hacker cannot hack two different keys at a time.  
So it more secure as compared to symmetric key cryptography. 
Here in this paper we are comparing the results of RSA and 
Enhanced RSA. RSA is the type of asymmetric key cryptography 
and enhanced RSA is the modified form of RSA. We are going to 
compare the old as well as new form of RSA in this paper.

II. RSA Algorithm 
Choose two distinct prime numbers say p and q
1. Find n such that          
n = p*q*s {n will be used as modulus of both public and private 
key}
2. Phi (n) = (p-1)(q-1)
3. Choose e such that      
1<e<Phi(n)       
Such that e and Phi (n) share no division other than 1 {e= public 
key exponent}
4. Determine‘d’ which satisfies the congruence relation  
        d* e=1 ( mod Phi (n))
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III. EL-GAMAL Algorithm 
 Here in El-Gamal for the implementation, there are two persons 
Alice and Bob who wants to communicate the secured data. First 
of all they will choose prime number p and generator g which are 
public key of Bob. Alice will choose a random key K and Bob 
will choose private key X (however Bob don’t know the which 
random key Alice is choosing, neither Alice knows the value of 
Bobs private key X).
 Bob calculate the value Y by its private key X by the formula Y 
=gX mod p and send the value Y to Alice.  Alice will calculate k 
by the formula K= Yk mod p. Then Alice will calculate K then 
will calculate C1 and C2 by following method C1= gk mod p, C2= 
MK mod p .Now the values of C1 and C2 will send to Bob. Here 
Bob will calculate (C1X) mod p =k and will recover the massage 
M = (K-1) C2 mod p K-1 =inverse of K mod p

A. RSA-EL-GAMAL ALGORITHM 
This algorithm is formed by the combination of RSA Algorithm 
as well as EL-GAMAL Algorithm

1. El Gamal Variables
i) A large prime pA (say 200 to 300 digits).
ii) A primitive random element xA modulo pA.
iii) A possibly (random number) integer dA with 2<=dA<=pA-2.
iv) (Computes) bA ≡ xA

dA(mod pA).
Result: public key : (pA, xA, bA)  private key: dA

2. Enhance RSA variables:
i) A large prime p, q, r (say 100 to 200 digits).
ii). (Computes) n = p*q
iii). (Computes) ø(n) = (p-1)*(q-1)
iv). Choose e such that 1<e< ø(n), such that e and ø(n) share no 
division other than 1 (e=public key component)
v). Determine d such that d*e ≡ 1 mod (ø(n))
Result: public key : (e,n)  private key:  (d,n)

3. Encryption Process
Bob encrypts a short message M (M< pA) and sends it to Alice 
like this
i). Bob choose random integer k (which he keeps secret).
ii). (Computes) r ≡ xA

e(mod n) and t ≡ of bA
kM(mod pA) and then 

discards k.
iii). Sends encrypted message (r, t) to Alice

4. Decryption Process
Alice decrypts the message in the following way.
i). (Computes) tr-dA ≡ bA

kM(xA
k)d  (mod n)

ii) ≡ (xA
dA)k M (xA

k)-dA (mod pA)
iii) ≡ M (mod pA)

B. Research Implementation and Analysis
The research work will be implemented in Java. Java originally 
developed by Sun Microsystems Company but now overtaken 
by ORACLE Company recently. The first version of java (java 
1.0) was introduced on 1995 .The latest version of java released 
is  java 1.7 . Java is a platform which accepts the program written 
in other language and converts it into java programming language 
and runs that language on java virtual machine. Its main feature 
is that java writes the program once and hence runs that program 
on multiple operating systems. Java is platform independent and 
open source language. It supports huge number of readymade code 
so it’s easy to implement any kind of complex research work. As 

per huge calculations are required in implementation of security 
algorithms so there is required high class APIs which are available 
in JAVA language. Results Analysis is complex in java, and takes 
more time for result’s analysis.
MATLAB is developed by MATHWORK, it is basically used 
for matrix manipulation plotting of data and functions, it creates 
the user interface and interfacing with the program is written in 
other language. The Results analysis is to be done in MATLAB. 
Interface features. MATLAB includes GUIDE (GUI development 
environment) .MATLAB is easy approach to represent results into 
Tabular and Graphical form.MATLAB has inbuilt features with 
the help of which we can easily convert any numeric results into 
Tabular and Graphical form. Take short time interval for Result 
Analysis.

IV. Results

Size Operation RSA ElGamal Hybrid RSA 
& ElGamal

1 KB
Encryption 2.59 86.38 17.74
Decryption 3.58 40.01 29.03

2 KB
Encryption 5.70 86.69 36.96
Decryption 7.22 47.95 62.19

4 KB
Encryption 6.00 137.75 49.32
Decryption 8.00 58.14 72.53

8 KB
Encryption 17.39 431.99 132.93
Decryption 21.28 156.31 231.84

16 KB
Encryption 41.51 863.08 270.21
Decryption 55.86 313.71 468.98

32 KB
Encryption 78.61 1822.06 606.21
Decryption 112.06 647.09 931.65

In results it’s clear that maximum is the bit length more complex 
is to crack the massage. With the increment in bit length the run 
time will be increasing. 
As shown in above table when the bit length of RSA-ELGAMAL 
is 128 its encryption run time is 7.72 sec but its decryption run 
time is 26.55 sec by this the probability to crack the massage 
will increase. 
In another case when the bit length of RSA-ELGAMAL is 512, 
its encryption run time is 44.09 sec and decryption run time is 
15.27 sec, here also the same situation follows so probability to 
crack the massage will increase.
By representing this result it’s clear that by combining two different 
algorithms the complexity in cracking massage will increase. 

V. Findings 
RSA is most widely used algorithm.1. 
There is no remarkable improvement is the progress of  2. 
integrated papers. 
El-Gamal algorithm is less explored. 3. 
In RSA, the security will be compromised if the factorization  4. 
of n could be done.
Although blowfish is better than DES and AES, still it is 5. 
less used.

VI. Conclusion
Now we have done the comparative study to Elgamal and 
combination of RSA-ELGAMAL where we found the better 
results to make algorithm more secure and in future it can be 
better approach if use introduce enhanced RSA combining with 
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Elgamal algorithm.
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