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Abstract
Wireless Sensor Networks (WSNs) are frequently deployed in 
unfriendly environments, they are exposed to physical capture 
and cooperation. In a node replication attack or clone attack, an 
adversary physically arrest a sensor node, removes its cryptographic 
confidences and distributes a large number of imitations of captured 
node all over the network. Previous node clone attack detection 
scheme are mainly concentrated on either centralized or distributed 
solutions and have severaldrawbacks. In this paper, we propose 
a clone attack detection scheme, namely the Modified History 
Information-Exchange Optimized Protocol (Modified HOP), 
which is based on both centralized as well as distributed solution 
and its simulation result shows that this protocol is more efficient 
and provides better detection capability.
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I. Introduction
A Wireless Sensor Network (WSN) entails of sensor nodes 
smattering on a designated area for observing environment 
conditions such as hotness, air pressure, moistness, light etc. The 
wireless sensor nodes collect the information from their location 
and pass the informationto the base station. Fig. 1 shows the 
topology of a general wireless sensor network. A sensor node 
mostlycomprises of four fundamental parts which are: (1) sensing 
subsystem for information assembling, (2) transforming subsystem 
for information handling and information putting away, (3) 
remote correspondence subsystem for information transmission, 
and (4) vitality supply subsystem. Ordinary sensor nodes have 
little memory, confined figuring/transforming competence, and 
constrained energy supply. By the by, wireless sensor systems have 
been progressively connected in different applications and security 
in remote sensor systems has turned into a fundamental issue.
Once sensor nodes have been positioned in the area of interest, 
there will be insignificant human mediation and checking. This 
could be hazardous when the WSN is conveyed in hazardous 
situations. Nodes will be exposed to physical attacks in antagonistic 
environments. One essentialphysical attack is the presentations 
of cloned nodes into the network. In a node replication attackor a 
node clone attack, an adversary physically catches a sensor node, 
excerpts cryptographic secrets from the node,and disperses an 
arbitrary number of imitations of captured node all through the 
system. Replicated nodes, while organized by the adversary, will 
be acknowledged as legitimate members of the networksince they 
move all cryptographic secrets extracted from captured node, and 
thus could be used by the opponent to launch a variability of insider 
attacks. Such attacks are very hazardous because they permit the 
attack to influence the compromise of a limited number of nodes 
to employ control over a large part of the system, even disrupt the 
whole network.

Fig. 1: A Wireless Sensor Network [1]

In this paper , we propose a scheme for detection of clone attack 
in mobile WSNs, namely Modified History Information-Exchange 
Optimized Protocol.
There mainder of this paper is organized as follows. Section II 
reviews there lated work. Section III discusses the assumptions 
considered in this paper for the network model and the threat 
model. Section IV describes our proposal for clone detection 
in mobile WSNs: the protocol Modified History Information-
Exchange Optimized Protocol. Section V presents as imulation 
and performance evaluation. Finally, we conclude our work in 
Section VI.

II. Related Work
This work concentrates on the clone discovery in mobile Wireless 
Sensor Networks. Node replica detection in wireless networks has 
been a testing issue that goes astray from the established Byzantine 
general understanding issue [2]. Node replica has been tended 
to in distinctive ways. Initially, concentrated results have been 
proposed [3-4], where essentially the identification is carried 
out by a focal Base Station that gathers the data reported by the 
sensor nodes. In appropriately, centralized solutions have numerous 
drawbacks like single point of failure and high communication rate. 
Correspondingly, distributed solutions that are confined [5,6,3,7] 
(e.g. based on local voting mechanism) dropshortly—they cannot 
identify two replicas that are located far away from each-other. 
A humble and globally-aware distributed solution is Node-To 
Network Broad casting (proposed by [8]), where every node over 
flows the network with a message comprising its location material 
and compares the acknowledged location material with that of its 
neighbors. In any case, this strategy is not by any means suitable 
because of the high energy expense forced by communications. 
[8] presented two distributed detection protocols leve raging 
random collection of nodes that are probable witnesses of the 
attack. The detection possibility of the proposal is enhanced by 
[9], by legitimately dividing the network in to cells and taking 
all the nodes within a cell as probable witnesses. However, the 
predicted detection mechanism of [9], based on witnesses, has 
some features of probability [10] that can believe raged by the 
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enemy—compromising the witnesses so as to go undetected. In 
[11] we proposed a randomized, effective and distributed clone 
detection protocol that, related to the previous solution for node 
replica detection in static environment, does not have any certainty 
on the witnesses of the attack, and delight in moderate overhead.
The results described up to this point just consider static WSNS. 
Taking care of node replica problem in mobile environments more 
difficult than in the static network situation. Indeed, the localities of 
node IDs cannot be seen as predictable: legitimate sensors do move, 
subsequently experiencing distinctive positions. A few investigators 
recently started tending the duplication detection in a mobile 
environment [12-14]. [12] Propose XED. As indicated by this 
protocol, when two nodes reach they exchange a random number. 
At the sub-sequent meeting, these two nodes check if the random 
number they are putting away (i.e. the random number exchanged 
in the previous meeting) is the same, and eventually exchange a 
new random number to be utilized as a part of next meeting. This 
protocol required limited storage as well as limited computation. 
However, since the verification of meeting (the random value) does 
not convey any context information (e.g. location, or neighborhood 
nodes) we contend that a straight forward collaboration between 
malicious nodes may lead the protocol to stop. An alternate protocol 
for replica detection in mobile environment can be found in [13]. 
However, this is a centralized protocol and conveys all the related 
drawbacks like single point of failure and not uniform energy 
consumption to contact the BS, that already persuaded the research 
of distributed solutions in static situation [11,8,15]. Infect, the result 
of [13] requires the Base Station to gather the location claims of 
the sensor nodes and when these claims gathered then they are 
used to compute the speed of the nodes. To distinguish replicas, 
the sequential probability ratio test (SPRT) is used. The node is 
considered to be cloned if the speed detected for a node is more 
than the system configured maximum speed.
To the best of our knowledge, the first distributed protocols for 
clone detection for mobile wireless sensor networks is our recent 
proposal [16] and the one of [12]. In particular, this paper is inspired 
by our preliminary work [16]. We extend our preliminary work in 
many directions: we introduce two novel adversary models and 
extend the mobility models considering also the Random Way-
Point mobility model. Moreover, we provide a thorough set of 
experimental results to asses show our proposal is influenced by 
system parameters, and, finally, we provide a though comparison 
with XED [12]—the state of the art as for clone detection.

III. Network and Threat Models 
In this paper, we consider a distributed mobile wireless sensor 
network, in which total 50 nodes are initially distributed evenly 
in a square of size N and move according to a Random Way-Point 
mobility model. We assume that the last node in the network is 
taken as a base station or central authority. We consider a threat 
model in which sensor nodes are deployed in a hostile environment 
and are subjected to capture and complete control by an adversary. 
We assume that an adversary uses the compromised nodes to clone 
many nodes and deploys the replicas in a network.

IV. Modified History Information-Exchange Protocol
In this section, we present our proposol for detecting sensor replicas 
in a mobile wireless sensor networks. 

A. Protocol Description
We proposed two algorithms: one is based on distributed detection 
and other is based on centralized detection. In distributed detection 

based algorithm detection is accomplished by nearby distributed 
node and in centralized detection based algorithm detection is 
accomplished by base station.

Table 1: List of notations used in this paper
Symbol Meaning
M               number of nodes in a network
N  number of clusters
S  set of nodes
K  number of nodes per cluster
ma  identifier of sensor node 
neia  neighbor of ma
nei_id                   neighbor id
CHa  identifier of cluster head a
d  Eucledian distance

In distributed based detection of clone nodes algorithm (Algorithm 
1), we initially calculate eucledian distance (step 1-5) which can 
helps us to find the shortest neighbors of every node. Here sensor 
follows two different procedures: Broadcast and Receive. With the 
first procedure, a sensor broadcasts the information related to its 
neighbors to their own cluster head nodes. With the second one, 
a cluster head nodes collects records from sensors and checks for 
possible in consistencies within the received records. The Broadcast 
procedure is straight forward. When the algorithm starts, each 
sensor node fills a new message with its own data, namely its ID 
(step 9), its neighbors (step 10), and its neighbor’s id (step 11). 
Then, it uses the Broad cast function to broadcast the message to 
its cluster heads (step 13).Then Receive procedure is introduced 
in Algorithm 1. It is composed of two phases: cluster head nodes 
collecting messages from sensors (step14), comparing identifiers 
neighbors (steps15–17), and checks if there is any presence of in 
consistency.

Table 2: Algorithm for distributed based detection of clone node
Algorithm 1: Distributed based detection of clone nodes
1 Let Si = nodes belonging to ith cluster;
2 for (i = 1 : N);   // for each 
number of cluster
3  for (j = 1 : K);   // for each 
number of nodes
4 for (l = 1 : K); 
5 Calculate Eucledian distance d;
6          end;
7      end ;
8 end;
Broadcast Procedure:
 9 node.id                      ma;
10 ma.nei                        d;
11 ma.nei_id                   nei_id;
12 Msg(node.id,ma.nei,ma.nei_id);
13 Broadcast(Msg);
Receive Procedure:
14 Receive(Msg);
15 foreach(msgi,msgj) €Msg do;
16 if (msgi.id == msgj.id) then;
17 if (ma.neii_id ≠ ma.neij_id) then
18            RaiseAlarm();
19         end;
20 end;
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With the function Receive-from sensors ofstep14, cluster head 
nodes receive the messages broadcast by sensors during the Spread 
procedure. Instep 15, once all the messages are collected, each 
cluster head nodes looks for the presence of clones in its cell, 
verifying if there are two same sensor nodes with the different 
neighbors (step 17). If such nodes exist, the Raise-alarm function 
is invoked (step 18).In centralized based detection of clone nodes 
algorithm (Algorithm 2). Here sensor also follows two different 
procedures: Broadcast and Receive. With the first procedure, 
a cluster head nodes broadcasts the information related to its 
member lists to base station. With the second one, a base station 
collects records from cluster head nodes and checks for possible 
in consistencies within the received records.

Table 3: Algorithm for Centralized Based Detection of Clone 
Node

Algorithm 2: Centralized based detection of clone nodes

Broadcast Procedure:
1 CH.id                     CHa; 
2 mem_list                nei_id;
3 Msg(CH.id,mem_list);
4 Broadcast(Msg);
Receive Procedure:
5 Receive(Msg);
6 foreach(CHi,CHj) € Msg do;
7 if (CHi.id == CHj.id) then;
8 if (memi_list ≠ memj_list) then
9 RaiseAlarm();
10       end;
11 end;

The Broadcast procedure is straight forward. When the algorithm 
starts, each cluster head node fills a new message with its own 
data, namely its ID (step 1), its member lists (step 2). Then, it uses 
the Broadcast function to broadcast the message to base station 
(step 4). Then Receive procedure is introduced in Algorithm 2. 
It is composed of two phases: base station collecting messages 
from cluster head nodes (step 5), comparing member lists (steps 
6-8), and checks if there is any presence of in consistency. This 
detection is based on centralized detection in which detection is 
accomplished by base station. With the function Receive-from 
cluster head nodes of step 5, base station receive the messages 
broadcast by cluster head nodes during the Spread procedure. In 
step 6, once all the messages are collected, base station looks for 
the presence of clones, verifying if there are same two cluster head 
nodes with the different member lists (step 8). If such cluster head 
nodes exist, the Raise-alarm function is invoked (step9).

V. Simulations and Performance Evaluation
This section reports the results of the experiments we performed 
to evaluate of our proposal Modified HOP and to compare them 
with History Information-exchange Optimized Protocol [17]. We 
evaluate our technique by simulations. In our simulations, we 
randomly deploy 50 nodes within a 1100m X 1100m square as 
described in Table 4. We run the simulations for a duration of 
25000 s using a ns-2.35 network simulator.

Table 4: Simulation parameters and performance metrices

Simulation Parameters Values

Network Size 1100m X 1100 m

No. of mobile nodes 50

Routing Protocol AODV

Initial energy for nodes (in joules) 50 

Simulation time 25000s

No. of clone nodes 5

A. Detection Rate 
It is one of the important parameter when it comes to detect the 
presence of attack in a network. Detection Rate is defined as ratio 
of total number of defected nodes detected and total number of 
actual defected node present in a network.

Detection Rate = Total number of nodes detected / Total number 
of actual defected node *100

Fig. 2: Detection Rate

Our proposal accomplishes higher detection rate that is 80% (see 
Fig. 2) compared with existing history information-exchanged 
optimized protocol (HOP) which provides 40% detection rate.
This result reflects that our scheme is valid for detecting the clone 
nodes in a networks. 

VI. Conclusion
Clone attack is great threat to the security of wireless sensor 
networks. Existing detection protocols fail to hold in mobile 
wireless sensor networks. In this paper, we propose a scheme for 
detecting node clone attack in mobile wireless sensor networks, 
namely Modified History Information-Exchange Optimized 
Protocol which is based on both distributed as well as centralized 
solutions. The proposed protocol is simple and efficient and also 
provides better detection rate as compared to existing scheme in 
simulation result.
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