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Abstract
A cloud is a collection of storage servers maintained by the 
cloud service provider. It is providing on-demand self service, 
resource pooling, rapid elasticity and measured service. But 
data confidentiality is the main problem for the users when they 
are storing the information in cloud. But cloud minimizes the 
investment cost of the individual users. Security can be provided 
by building a secure storage system along with two identity-based 
secure distributed data storage schemes. This scheme can capture 
the following properties: (1) The file owner can decide the access 
permission independently without the help of the private key 
generator (2) For one query, a receiver can only access one file, 
instead of all files of the owner. The proposed method is a proxy re-
encryption scheme which is integrated with a decentralized erasure 
code so that a secure distributed storage system is developed.
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I. Objective
As high-speed networks and ubiquitous Internet become widely 
accessible in recent years, many utilities are available on the 
Internet such that the users can use them from anywhere and at 
any time [1]. Cloud computing is a concept that treats the utilities 
on the Internet as a unified entity cloud. Users just access services 
without concentrating about how computing is done and storage 
is managed.
While the data is stored in the third party cloud system there 
will raise a serious problem on data confidentiality. Strong 
confidentiality for data in storage servers can be obtained by 
first encrypting the data by using cryptographic methods before 
applying any erasure code methods to encode and store data in 
the storage servers [2].

II. General System Model
The available encryption schemes protect data confidentiality but 
they also limit their functionality of the storage system because 
only few operations are supported over encrypted data. While 
storing data in a third party cloud system data confidentiality 
became a serious concern.

Fig. 1: A General System Model of the Work

Here three different problems occur in the above straightforward 
integration process of encryption and encoding. Firstly more 
computations should be performed by the user. Second between 
the user and the storage server the communication traffic will be 
very high. Third cryptographic keys should be managed by the 
user only. 

A. Description 
As shown in Fig. 1 the system model consists of users, n storage 
servers S1, S2…, Sn and m key servers K1, K2…, Km. Storage 
servers implement storage services and key servers implement key 
management services. They work individually. The distributed 
storage system consists of four aspects: system setup, data 
forwarding, data storage and data retrieval.

These phases are described as follows:
In the data storage phase, user encrypts his message and • 
sends it to storage servers. A message M is disintegrated 
into k blocks ms1, ms2. . . msk and has an identifier ID. User 
encrypts each block msi into a cipher text cti and sends it to 
V randomly chosen storage servers [3].
In the data retrieval phase, user appeals to retrieve a message • 
from the storage servers. Then the message is either stored 
by him or forwarded to him.
 During system recovery when any storage server fails a new • 
one is added. The new storage server inquires k available 
storage servers linearly and combines the received codeword 
symbols as a new code and saves it. The system is then 
recovered.

III. Proxy Re-Encryption Scheme
The proposed scheme is a proxy re-encryption scheme which 
is combined with decentralized erasure code so that a secure 
distributed storage system can be developed [4]. By using this 
distributed storage system a user can not only store and retrieve 
secure and robust data but can also forward his data stored in the 
storage server to another user without getting back the data.
By using this proxy re-encryption scheme a secure cloud storage 
system is developed which provides secure data storage and secure 
data forwarding [5].
The proposed system is two identity-based secure distributed 
data storage scheme. This scheme can capture the following 
properties: 

The file owner can decide the access permission independently 1. 
without the help of the private key generator (PKG)
For one query, a receiver can only access one file, instead of 2. 
all files of the owner.
 This scheme is secure against the collusion attacks, even if 3. 
the receiver can compromise the proxy servers, he cannot 
obtain the owner’s secret key.

IV. How a Secure Storage System is Formulated?
Before presenting about storage system, a brief introduction about 
the algebraic setting, an erasure code over exponents and our 
approach is given.
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Here proxy re-encryption scheme integrated with multiplicative 
homomorphic property is used for implementing. An encryption 
scheme is said to be multiplicative homomorphic if it supports a 
group of operations on encrypted plaintexts without decryption 
[6].

A. Construction of Secure Storage System with Secure 
Forwarding
There are four phases of our storage system.

1. Construction of Cloud Data Storage
In admin module the admin can login into the system by giving 
his login details such as username and password provided to him. 
After that a server setup method will be activated. In this process 
the admin will first set remote server’s IP address and then send that 
IP address to the receiver. The server can skip the process in order 
to activate or deactivate the process. If the IP address is displayed 
by the storage server then the process is in activating state. If in the 
case of vice versa then the process is in deactivating state. These 
details will be viewed by using key server. The IP addresses of the 
activated processes are stored in the storage servers. By using the 
storage server one can view the present available IP address.

2. Data Encryption
In login module the user can login with his login details. If the 
user does not have the account for that system then user can 
first register his details for logging into the cloud system. The 
registration process contains details such as username, E-mail 
id, password, confirmation password, date of birth and gender. 
After submitting the details in the registration process the details 
will be stored in database of the available cloud system. Then the 
user will login to give his updated username and password then 
the code will be sent to his/her E-mail. There the user can upload 
his files and while he uploads the file the file will be encrypted 
using the proposed algorithm.

3. Data Forwarding
User A1 wants to forward a message to another user A2. He needs 
the first component a1 of his secret key. If A1 does not possess a1, 
he queries key servers for key shares [7]. Here the storage details 
for the uploaded files can also be viewed. The details such as file 
name, folder name, question, answer, forward value which may 
be true or false, forwarded E-mail can be known by clicking on 
the storage details option. If the forwarded value is true then the 
user cannot forward the file to another user. If the forwarded value 
is false then the user can forward the file to another user. In the 
process of forwarding a file to another user it requires selected file 
name and the E-mail address of the forwarder. Now the forwarder 
will check his account for the code forwarded from the user. Then 
by using these details such as file name and the code the file can 
be downloaded.

4. Data Retrieval
When user wants to retrieve the message with the identifier ID, 
he informs all key servers with the identity token T. A key server 
first retrieves original codeword symbols from u randomly chosen 
storage servers. In order to download the file username and file 
name are required. First the server process will connect to its 
particular client which means the server process is in running 
state. Now the client will download the file by using the file key. 
Username, filename, question, answer and the code are the fields 
during the process of key downloading. Now by clicking on the 

download option the user can view the encrypted key [8]. Now 
by using that key the user can access the file.

V. Algorithm Evaluation Steps
The system manager chooses system parameters and publishes • 
them.
Each Cloud user   is assigned a public-secret key pair.• 
User distributes his secret key   to key servers.• 
Each key server holds key share • 
User encrypts his message and sends it to storage servers.• 
A message is decomposed into number of blocks and an • 
identifier ID. 
User   encrypts each block into a cipher text and sends it to   • 
randomly chosen storage servers.
Each storage server linearly associates cipher text coefficients • 
which are randomly chosen into a codeword symbol and 
stores it.
User forwards his encrypted message along with an identifier • 
ID saved in the storage servers to another user.
Another user can decrypt the forwarded message by using • 
his secret key.
Cloud user uses his secret key and another user public key to • 
compute a re-encryption key and then forwards to all storage 
servers.
Each storage server avails the re -encryption key in order to • 
re-encrypt its codeword symbol for later access requests by 
other user.
The re-encrypted codeword symbol is the combination of • 
cipher texts under other user public key
User requests to retrieve a message from storage servers.• 
User   sends a retrieval request to key servers.• 
Receiving the retrieval request and executing a proper • 
authentication process with user.
Each key server appeals the   randomly chosen storage servers • 
to obtain codeword symbols and performs partial decryption 
on the obtained codeword symbols by using the key share.
User combines the partially decrypted codeword symbols to • 
retrieve the original message.

VI. Experimental Results

Fig. 2: System Home Screen
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Fig. 3: Data Owner Registration

Fig. 4: Data User Registration

Fig. 5: Uploading File

Fig. 6: File Sharing

Fig. 7: Files in Cloud

Fig: 8 Encrypted File in Cloud

Fig. 9: Dowloading File With Secret Key

VII. Conclusion
It can be concluded that a secure cloud storage system will be 
constructed which holds the functions of secure data forwarding by 
using a proxy re-encryption scheme. Here the cloud storage system 
consists of storage servers and key servers which are combined 
with a newly proposed proxy re-encryption scheme and erasure 
codes. The proxy re-encryption scheme supports operations 
such as encoding, forwarding and partial decryption of data in 
a distributed manner. By using the proxy re-encryption scheme 
one can develop a secure cloud storage system which provides 
secure data storage and secure data forwarding functionality in 
a decentralized structure. In addition to this each storage server 
individually performs encoding and re-encryption operations 
and each key server individually performs partial decryption 
operation.



IJCST  Vol. 5, ISSue 4, oCT - DeC 2014

w w w . i j c s t . c o m InternatIonal Journal of Computer SCIenCe and teChnology  219

 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

References
[1] A.G. Dimakis, V. Prabhakaran, K. Ramchandran, “Ubiquitous 

Access to Distributed Data in Large-Scale Sensor Networks 
through Decentralized Erasure Codes”, Proc. Fourth Int’l 
Symp. Information Processing in Sensor Networks (IPSN), 
pp. 111-117, 2005.

[2] A.G. Dimakis, V. Prabhakaran, K. Ramchandran, 
“Decentralized Erasure Codes for Distributed Networked 
Storage”, IEEE Trans. Information Theory, Vol. 52, No. 6 
pp. 2809-2816, June 2006.

[3] K.D. Bowers, A. Juels, A. Oprea,“HAIL: A High-Availability 
and Integrity Layer for Cloud Storage”, Proc. 16th ACM 
Conf. Computer and Comm. Security (CCS), pp. 187-198, 
2009.

[4] G. Ateniese, K. Fu, M. Green, S. Hohenberger,“Improved 
Proxy Re-Encryption Schemes with Applications to Secure 
Distributed Storage”, ACM Trans. Information and System 
Security, Vol. 9, No. 1, pp. 1-30, 2006.

[5] H.-Y. Lin, W.-G. Tzeng,“A Secure Decentralized Erasure 
Code for Distributed Network Storage”, IEEE Trans. Parallel 
and Distributed Systems, Vol. 21, No. 11, pp. 1586-1594, 
Nov. 2010.

[6] C. Wang, Q. Wang, K. Ren, W. Lou,“Privacy-Preserving 
Public Auditing for Data Storage Security in Cloud 
Computing”, Proc. IEEE 29th Int’l Conf. Computer Comm. 
(INFOCOM), pp. 525-533, 2010.

[7] D. Reed, L. Svobodova,"Swallow: A distributed data storage 
system for a local network", In A. West and P. Janson, editors, 
Local Networks for Computer Communications, pp. 355-373. 
North-Holland Publishing Company, Amsterdam, 1981.

[8] G.Ateniese, K. Benson, S. Hohenberger,“Key-Private Proxy 
Re-Encryption”, Proc. Topics in Cryptology (CT-RSA), pp. 
279-294, 2009.

Mrs. N.V.S.Sowjanya is a student 
of Aditya Engineering College, 
Surampalem. Presently she is pursuing 
her M.Tech [CSE] from this college 
and she received her B.Tech degree 
in Information Technology from V. 
S. Lakshmi Engineering College for 
women, affiliated to JNTU Kakinada 
in the year 2012. Her area of interest 
includes Data Mining, Object oriented 
languages and current trends in 
Computer Science. 

              

Mrs. S. Rama Sree obtained her 
B.Tech. Degree in Computer Science & 
Engineering from Koneru Lakshmaiah 
College of Engineering, affiliated to 
Jawaharlal Nehru Technological 
University Kakinada and M.Tech 
Degree in Computer Science from 
Jawaharlal Nehru Technological 
University Kakinada, India. She is 
currently a Research Scholar and 
working as professor and Head of 
the Department of Computer Science 

& Engineering at Aditya Engineering college, Surampalem, 
India. She has 18 international Journal Papers and 5 National/ 
International Conferences to her credit. Her research interests 
include Software Engineering, Cost Estimation, Fuzzy Logic, 
Neural Networks and Neuro Fuzzy Systems.


