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Abstract
Location based service is a service which allows the user to 
receive service based on geographic location. Location Based 
Services are becoming important and gaining prominence with 
the increasing use of Mobile devices. There are so many issues 
in establishing Location Based Service out of which privacy is a 
paramount issue. User’s privacy can be breached by linking one’s 
identity, location, and query content. A good privacy-preserving 
LBS must be secure and provide accurate query results. In this 
work we study various protocols to deal with the privacy and 
the accuracy issues of privacy-preserving LBS. These protocols 
ensure the security level is close to perfect secrecy without the help 
of  a trusted third party. These protocols must resist correlation 
attacks and support a multiuser scenario . A private circular query 
protocol deal with the privacy and the accuracy issues of privacy-
preserving LBS. The protocol consists of a space filling curve 
and a public-key homomorphic cryptosystem. These protocols 
should allow the service provider to authenticate any authorized 
requesting location-based services. The problem of preserving the 
location privacy and user anonymity of mobile users accessing 
authenticated location-based services is addressed in this work.
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I. Introduction
The pervasiveness of mobile devices in today’s social and 
commercial activities has led to the proliferation of numerous 
user-centric applications and services. Using various wireless 
technologies including cellular, WiFi, and WiMax  to name a few, 
users can remain continuously connected to a web of services 
and information banks irrespective of their location. Moreover, 
equipping the mobile devices with positioning capabilities, either 
by embedding a GPS receiver, or exploiting the reception of radio 
signals of known origin , has enabled the precise determination 
of ones location. Sharing this location with service providers 
has given rise to a wealth of personalized services that exploit 
knowledge of one’s position, typically referred to as, Location-
Based Services. These services include but are not limited to the 
discovery of points of interest, localized traffic and weather updates, 
provision of navigation instructions and social networking. In a 
location-based service scenario, the user consents to disclose his 
location, in exchange for receiving location-relevant information 
such as listings of nearby restaurants, medical care providers, or 
lists of people with specific interests. Because of the generality 
of the types of information that can be requested, oftentimes this 
information can be highly sensitive, the disclosure of which can 
lead to a major breach of a user’s privacy rights. For instance, a user 
requesting listings of highly specialized medical care providers may 
implicitly reveal an existing medical condition to the information 
service provider. Thus breach of privacy can occur on many levels, 
including the privacy of the information sought by users and the 
privacy of the users’ whereabouts. Typically, location service 
providers are assumed to be trusted entities that have entered 
into legal agreement with users for the non-disclosure of private 

data. However, the providers themselves may exploit private data 
to profile users and improve on their marketing strategies, or 
fall victims of security breaches in which case users’ records are 
illegally retrieved by unauthorized parties .Due to the increased 
privacy concerns raised by authenticated information retrieval, 
several location-based services are provisioned anonymously. 
The concept of anonymity states that an individual shall not 
be identifiable among the set of users. Intuitively, protecting 
the sender’s anonymity by excluding his identity from this 
communication with a location-based server (LBS) should be 
sufficient to disassociate the sender’s identity from the nature 
and contents of his queries. However, even if the user’s identity is 
omitted from the LBS-user interaction, knowledge of one’s location 
may be sufficient to link the user to his identity and eventually, his 
queries. For example, a user submitting a query from his private 
residence becomes uniquely identifiable if his position is known 
with high accuracy. Location service providers are assumed 
to be trusted entities that have entered into legal agreement 
with users for the non-disclosure of private data. However, the 
providers themselves may exploit private data to profile users and 
improve on their marketing strategies, or fall victims of security 
breaches in which case users’ records are illegally retrieved by 
unauthorized parties. Due to the increased privacy concerns raised 
by authenticated information retrieval, several location-based 
services are provisioned anonymously. The concept of anonymity 
states that an individual shall not be identifiable among the set of 
users. Intuitively, protecting the sender’s anonymity by excluding 
his identity from this communication with a location-based server 
(LBS) should be sufficient to disassociate the sender’s identity 
from the nature and contents of his queries. Even if the user’s 
identity is omitted from the LBS-user interaction, knowledge of 
one’s location may be sufficient to link the user to his identity 
and eventually, his queries. A  user submitting a query from his 
private residence becomes uniquely identifiable if his position is 
known with high accuracy.

II. The MAZE Protocol

A. System Architecture
MAZE is  a distributed privacy preserving protocol that relies 
on P2P collaboration. MAZE does not utilize a centralized 
trusted party such as a location anonymizer.  In MAZE, a set 
of users cooperate in order to anonymize their location-based 
queries to a desired degree of anonymity according to their user 
profile settings. Once queries have been anonymized, they are 
collectively submitted to the LBS for service. The LBS is able to 
authenticate that the queries originate from legitimate users  and 
is able to charge the users submitting the requests. However, the 
LBS cannot link the submitted queries to individual users. The 
responses of the LBS propagate back to the group of users and 
are distributed accordingly. The MAZE protocol consists of the 
following three phases.

1. Group Formation Phase
During this phase, a set of users U = {u1, u2, u3, · · ,uk} form 
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a P2P anonymity group of size k. The group U satisfies privacy 
profile of each individual user ui ∈ U. Because peers are considered 
to be untrusted, during the group formation phase, users do not 
reveal their locations for forming U. 

2. Query Anonymization Phase
In this phase, users in U  anonymize a set of queries Q = {q1, q2, 
· · · , qk} by applying a transformation F = {f1, f2, . . . , fk} to 
the query set Q. The transformed set F(Q) = {f1(q1), f2(q2), . . 
., f2(qk)}, is shuffled between the group participants  so that the 
identity of the originator of each query cannot be determined by the 
users or the LBS. The goal of F is dual; to prevent the disclosure 
of the contents of a query qi made by ui to any user in U, and to 
prevent the LBS from associating qi with ui.

Fig. 1: The MAZE Protocol Architecture

3. Query Service Phase
In this phase, the set of transformed queries F(Q) is collectively 
submitted to the LBS by the group U. The LBS authenticates all 
users in U, and charges them an appropriate fee for the service it 
provides. It then obtains Q by applying the inverse transformation 
F−1 = {f1−1, f2−1, fk-1} and prepares a response set R = {r1, r2, 
· · · , rk}. Set R is hidden by the application of a transformation 
G = {g1, g2, . . . , gk} on R. Because the LBS cannot associate 
qi with ui, the set of transformed responses G(R) is sent to all 
members of U. Each member is able to extract ri from G(R) by 
applying an inverse transformation gi−1, but cannot learn the 
response to any other query.
PCQP Technique of Location Based Service:
The user privacy issue becomes the most important concern, while 
considering the challenges to establish LBS. The LBS provider has 
no knowledge about the user’s location during the query process. 
The process of privacy preserving LBS is to provide accurate 
query results about the k-nearest neighbors (k-NN). The proposed 
novel private circular query protocol (PCQP) which is mainly used 
to improves the accuracy of k-NN search and protect the query 
privacy from disclosure without the aid of TTP. It consists of a 
space filling curve and a public key homomorphic cryptosystem. 
Initially to form a circular structure, we connect the points of 
interest (POIs) on a map with the aid of a Moore curve and then 
the homomorphism of Paillier cryptosystem is used to perform 
secret circular shifts of POI-related information (POI-info)which 
is stored on the server side. During the query process after shifting 
the POI-info and the amount of shifts are encrypted, the actual 
location is hidden from LBS providers (e.g., servers). Hence the 
protocol can resist correlation attack and support a multiuser. Thus 
the resultant analysis shows the security level of the proposed 
protocol is close to perfect secrecy without the aid of a trusted 
third party. 
For achieving privacy preserving LBS, a novel of effective and 
efficient secure -NN search scheme, called Private Circular Query 
Protocol (PCQP), is proposed. PCQPnot only can improve the 

accuracy of -NN search, but also protect the query privacy from 
disclosure. 

III. The  Process of PCQP 
In PCQP, Moore curves are chosen as the mapping tool and will 
bring out a new way to query -NN securely. The whole architecture 
of PCQP is illustrated in Fig. 3, which belongs to 2-tier LBS 
architecture category, and the whole protocol consists of the 
following 6 steps:

1. Initiating Processes 
Step-1: Server builds a Moore curve and produces H-indexes for 
all registered POIs on the target map. In this first step, LBSserver 
constructs an appropriate Moore curve covering up the target map 
and builds a table containing all the evident data related to all POIs. 
Each stored POI in the table (called H-table, thereafter) is totaled 
according to an evenly dispersed H- index with common difference 
instead of the originally associated H-value. The mapping from 
H-values to H- indexes is kept in a lookup-table on the server. 
Since the generation of H-indexes needs to be done only once in 
the server side, the necessary efforts can be treated as a part of 
the service setup costs. 
Step-2: Server publicly announces the lookup-table and Moore 
curve’s setting parameters to the registered users so that an 
enquiring user can compute the H-index of his/her current position 
on the map. The lookup-table and the Moore curve’s setting 
parameters could be made publicly toevery registered user, and 
this public announcement won’t affect the privacy issue. By the 
way, a registered user can download this information just from 
LBSWebsite. step-3: User chooses his/her public and private 
key pairs of the Pailler cryptosystem and sends the public key 
to server. 

2. Enquiry Processes
Step-4: User issues a k-NN query to server. 
Step-5: Server accomplishes a secret circular shift, which is 
defined by Eri,j(Pl1i,j), on the POI-info column of H-table based 
on the Additive and Multiplicative homomorphisms of Paillier 
cryptosystem with user’s public key. Server, then, conducts a 
k-NN search upon the circularly shifted H-table, and returns the 
encrypted examine results back to user. 
step-6: User select his/her private key (selected in step-3) to decrypt 
the received results and finds the required -NN solutions. 
Since H-index of the querying user and the POI-info column of 
H-table have respectively been added by and secretly circularly 
shifted by 11 where l2=d*l1, the secret k-NN search results done 
in the shifted H -table will be the same as that of the original -NN 
search results done in their plaintext version. 

IV. Details of PCQP 

1. H-Index versus H-Value
Observing the Hilbert curve one can find that the starting and 
the ending cells do not neighbor to each other. In this case, if the 
query position is near to the starting or ending cell of the curve, 
then the searching directions will be reduced from two to one, 
which is opposite to the starting or ending cell. Besides, one can 
also find that those H-values in DB are only used to string all the 
POIs together in a locality-preserving order and behave as a tool 
for addressing all POIs in DB. As long as those H-values retain 
their numerical order,
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Fig. 2: The Hilbert Curve of Order 3

altering those H-values won’t affect the result of query because 
only the order of H-values is of concern in retrieving -NN search 
results.

V. Conclusion
In this work, we have studied tha MAZE and a Private Circular 
Query Protocol with cross like search mechanism is proposed to 
simultaneously accomplish the location-based -NN query and 
the location privacy preservation, in a novel way. To the best of 
our knowledge, this is the first work to apply Moore curves to 
location-based query problem in the literature. The security level 
of the proposed protocol is near to perfect secrecy without TTP and 
the accuracy rate is stably above 90% regardless of the variation 
of . The proposed circular structure seamlessly integrates the 
robustness of specific public-key cryptosystems and the clustering 
property of space-filling curves. In other words, we have
achieved a novel computing scheme for conducting secret 
computation with well-clustering property. While the technology 
trend nowadays is migrating to the cloud computing paradigm, 
the user privacy issue has became one of the most important 
concerns.
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