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Abstract 
In mobile networks, about the Location Information is an 
important parameter.  An increasing number of ad hoc networking 
protocols and location-aware services require that mobile nodes 
learn the position of their neighbors. However, such a process can 
be easily disrupted by adversarial nodes. In absence of a priori 
trusted nodes, the discovery and verification of neighbor positions 
presents challenges that have been scarcely investigated in the 
literature. In this paper, we address this open issue by proposing 
a fully distributed cooperative solution that is robust against 
independent and colluding adversaries, and can be impaired only 
by an overwhelming presence of adversaries. Results show that 
our protocol can thwart more than 99 percent of the attacks under 
the best possible conditions for the adversaries, with minimal 
false positive rates.
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I. Introduction
A Mobile Ad-hoc Network is a collection of independent mobile 
nodes that can communicate to each other via radio waves. The 
mobile nodes that are in radio range of each other can directly 
communicate, whereas others need the aid of intermediate 
nodes to route their packets. Each of the nodes has a wireless 
interface to communicate with each other. These networks are 
fully distributed, and can work at any place without the help of 
any fixed infrastructure as access points or base stations. Figure 
1 shows a simple ad-hoc network with 3 nodes. Node 1 and node 
3 are not within range of each other, however the node 2 can be 
used to forward packets between node 1and node 2. The node 2 
will act as a router and these three nodes together form an ad-hoc 
network.  

Fig. 1: A Mobile Ad-Hoc Network

The ad-hoc networks are self configuring where  a large number 
of wireless nodes organize themselves to efficiently perform the 
tasks required by the application after they have been deployed. 
After nodes are deployed, they do not have knowledge about the 
neighbours thus, they need to discover their neighbours in order to 

communicate with them. Knowledge of the neighbours is essential 
for almost all routing protocols, medium-access control protocols 
and several other topology-control algorithms. Neighbours 
discovery is, therefore, a crucial first step in the process of self-
organization of a wireless ad-hoc network. The neighbours can 
be either physical neighbours or communication neighbour. The 
physical neighbours are those that are in the range of physical 
proximity of the discoverer. The communication neighbours are 
those that are reachable for communication but need not to be in 
the physical range of the discoverer. Neighbour discovery is the 
process by which a node in a network determines the total number 
and identity of other nodes in its vicinity. It is a fundamental 
building block of many protocols including localization, 
routing, leader election, and group management. Time based 
communications and many media access control mechanisms 
rely on accurate neighbour information. Neighbour discovery 
is especially important to the proper functioning of wireless 
networks. In wireless networks, neighbours are usually defined 
as nodes that lie within radio range of each other. Thus, neighbour 
discovery can be considered as the exploration of the volume 
of space or neighborhood immediately surrounding a wireless 
node. Nodes found within the neighborhood are neighbours and, 
depending on network configuration and topology, may cooperate 
in the performance of various tasks including communications, 
sensing and localization. However, wireless communications are 
susceptible to abuse.

II. Existing System
Some examples of services that build on the availability of neighbor 
position information are Geographic routing in spontaneous 
networks, data gathering in sensor networks, movement coordination 
among autonomous robotic nodes, location-specific services for 
handheld devices, and danger warning or traffic monitoring in 
vehicular networks etc.,. The correctness of the locations of the 
node is therefore an important parameter  in mobile networks, and 
it becomes specifically challenging in the presence of adversaries 
aiming at harming the system protocols including localization, 
routing, leader election, and group management. Time based 
communications and many media access control mechanisms 
rely on accurate neighbour information. Neighbour discovery 
is especially important to the proper functioning of wireless 
networks. In wireless networks, neighbours are usually defined 
as nodes that lie within radio range of each other. Thus, neighbour 
discovery can be considered as the exploration of the volume 
of space or neighborhood  immediately surrounding a wireless 
node. Nodes found within the neighborhood are neighbours and, 
depending on network configuration and topology, may cooperate 
in the performance of various tasks including communications, 
sensing and localization. However, wireless communications are 
susceptible to abuse.

Disadvantages of Existing System
Correctly establish their location in spite of attacks feeding false 
location information, and Verify the positions of their neighbors, 
so as to detect adversarial nodes announcing false locations.
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III. Proposed System
In this paper, we focus on the latter aspect, hereinafter referred to 
as neighbor position verification (NPV for short). Specifically, we 
deal with a mobile ad hoc network, where a pervasive infrastructure 
is not present, and the location data must be obtained through 
node-to-node communication. Such a scenario is of particular 
interest since it leaves the door open for adversarial nodes to 
misuse or disrupt the location-based services. For example, by 
advertising forged positions, adversaries could bias geographic 
routing or data gathering processes, attracting network traffic 
and then eavesdropping or discarding it. Similarly, counterfeit 
positions could grant adversaries unauthorized access to location-
dependent services, let vehicles forfeit road tolls, disrupt vehicular 
traffic or endanger passengers and drivers.

Advantages of Proposed System
Our NPV scheme is compatible with state-of the-art security 
architectures, including the ones that have been proposed for 
vehicular networks. It is lightweight, as it generates low overhead 
traffic. It is robust against independent and colluding adversaries. It 
leverages cooperation but allows a node to perform all verification 
procedures autonomously.

IV. Conclusion
Techniques for finding neighbors effectively in a non priori 
trusted environment are identified. The proposed techniques will 
eventually provide security from malicious nodes. The protocol 
is robust to adversarial attacks. This protocol will also update the 
position of the nodes in an active environment. The performance 
of the proposed scheme will be effective one.
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