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Abstract
In this paper we have studied a method for encrypted information 
hiding based on stochastic diffusion  for the encryption of digital 
images. This process uses Least Significant Bit method for 
embedding information. we studied a novel approach for hiding 
encrypted data in a digital image. We consider an approach in 
which a plaintext image is encrypted with a cipher using the 
processes of stochastic diffusion and the output quantized into 
a 1-bit array generating a binary image cipher- text. This output 
is then embedded in a host image which is undertaken either 
in the lowest 1-bit layer or multiple 1-bit layers. Decryption is 
accomplished by extracting the binary image from the host image 
and correlating the result with the original cipher.
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I. Introduction
An Important  weaknesses of all encryption systems is that the 
form of the output, if intercepted, alerts the intruder to the fact 
that the information being transmitted may be of some importance 
and that it is thereby worth attacking. It is therefore of significant 
value if a method can be found that allows data to be transmitted 
by embedding it in non-sensitive information after it has been 
encrypted. This is known as Steganography which is concerned 
with developing methods of writing hidden messages in such 
a way that no one, apart from the intended recipient, knows 
of the existence of the message in contrast to cryptography in 
which the existence of the message itself is not disguised but 
the content is scrambled. Steganography provides a significant 
advantage over cryptography alone in that messages do not attract 
attention to themselves, to messengers, or to recipients. No matter 
how well plaintext is encrypted by default, a cipher text will 
arouse suspicion and may in itself be incriminating, as in some 
countries encryption is illegal. This paper presents a method of 
hiding encrypted information in the form of a digital watermark 
in a colour digital image. In principle, any cipher can be used to 
do this providing it consists of decimal integer and or floating 
point numbers that are, ideally, uniformly distributed. The scheme 
allows for the authentication and self authentication of documents 
such as letters, certificates and other image based data and the 
applications to which the method can be applied are numerous.  The 
method also provides a unique way of propagating disinformation 
in the form of an encrypted document which contains hidden 
information. Developments in computer networks and digital 
media transmission (e.g. digital image, audio and video data) 
along with the fast growth of Internet connectivity, the demand for 
securing data exchange over the Internet has become increasingly 
important. Transmission of data over networks and Internet-based 
dissemination of digital information has brought about several 
security issues. Illegal distribution of digital media, copyright 
protection of digital data, copying, and unauthorized information 
interception are common problems requiring innovative and novel 
solutions.

Fig. 1: Conventional Image Processing Technique

II. Existing System
Transmission of data over networks and Internet-based 
dissemination of digital information has brought about several 
security issues. Illegal distribution of digital media, copyright 
protection of digital data, copying, and unauthorized information 
interception are common problems requiring innovative and novel 
solutions. Of these, cryptography remains the most common. There 
are a large number of commercially available cryptosystems for 
data encryption that are considered computationally secure and 
are relatively difficult to break

Disadvantages:
Cryptography does not necessarily assure security of a 1. 
transmission; the meaningless form of data after encryption 
leads to suspicion of its importance and potential attack.
In addition, rapid improvements in the computational 2. 
performance and sophistication of attack methods threaten 
the security of encryption techniques. 
Finally, encrypted data may be incriminating in countries 3. 
when encryption is illegal.

III. Proposed System
This paper presents the encrypted information hiding concept 
to reduce the risk of using cryptographic algorithms alone. Data 
hiding techniques embed information into another medium making 
it imperceptible to others, except for those that are meant to receive 
the hidden information and are aware of it presence. It focuses 
on methods of encrypting hidden data in which cryptographic 
algorithms are combined with the information hiding techniques 
to increase the security of transmitted data. In such schemes, the 
secret data is first encrypted, then embedded into cover data to 
generate stego-data, which is then sent through a network or via 
the Internet. The unauthorized recovery of hidden encrypted data 
is very difficult because it needs the interceptor to first detect the 
existence of the hidden information, determine a way of extracting 
it from the host data and then decrypting it to recover the original 
information. The encrypted information hiding concept to reduce 
the risk of using cryptographic algorithms alone. Data hiding 
techniques embed information into another medium making it 
imperceptible to others, except for those that are meant to receive 
the hidden information and are aware of it presence. It focuses 
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on methods of encrypting hidden data in which cryptographic 
algorithms are combined with the information hiding techniques 
to increase the security of transmitted data. In such schemes, the 
secret data is first encrypted, then embedded into cover data to 
generate stego-data, which is then sent through a network or via 
the Internet.

Advantages
A stochastic field provides uniform diffusion;1. 
Stochastic fields can be computed using random number 2. 
generators that depend on a single initial value or seed which 
can be used as a private key for the encryption/decryption 
process.

IV. Conclusion
In this paper we have studieded an advanced encryption method 
using information hiding. The watermarking algorithm is only used 
for encryption purpose. But we have implemented the encoding 
technique of data hiding inside the image. The attacker will not 
able to decrypt the data until he extract it from image. It achieves 
security by hiding the encrypted data inside the host image. We 
have scaled the 8-bit image into 24-bit by using binarization and 
LSB property of the image. Which provides the high fidelity 
decrypt. The LSB compression method is use to avoid the full loss 
of the cipher bits. Because they are scattered along multiple bits. 
It will help to recover the original data hide inside the image.
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