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Abstract
The users who share a location simultaneously are linked by an 
encounter based social network and encounter based systems. 
Whereas the conventional social networks link users who are 
friends already. The problems posed by this kind of new networks 
are different from those handled by the earlier social; network 
designs.  In this paper, we study  the functional and security 
requirements for these new systems, such as availability, security, 
and privacy, and present several design options for building secure 
encounter-based social networks. To highlight these challenges we 
examine one recently proposed encounter-based social network 
design and compare it to a set of idealized security and functionality 
requirements. We show that it is vulnerable to several attacks, 
including impersonation, collusion, and privacy breaching, even 
though it was designed specifically for security. Mindful of the 
possible pitfalls, we construct a flexible framework for secure 
encounter-based social networks, which can be used to construct 
networks that offer different security, privacy, and availability 
guarantees. 
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I. Introduction
In the traditional model of social networks, users choose their 
contacts from a set of off-line relations. Regardless of their 
service,these usual networks support only a subset of social 
networking: two users will only be able to establish an association 
in the social network if they know each other, or are introduced 
to each other. Whereas, in an encounter-based social network, 
the only requirement for establishing a link is to be in the same 
place at the same time—similar to starting up a conversation at a 
public place. Encounter-based social networks would provide a 
computing infrastructure to allow for making of varied services 
such as a missed connections  virtual bulletin board, on-the-
fly introductions. Encounter-based social network is an online 
social network. Researchers from different sub-disciplines in 
computer science have identified some of the problems that 
arise in OSNs and projected a various range of privacy solutions. 
Privacy problems can be distinguished into three types. The first 
approach concentrates on the Supervision problem that arises 
when the personal information and social interactions of OSN 
users are leveraged by governments and service providers. The 
second approach deal with those problems that emerge through the 
necessary arbitration of boundaries of social interactions getting 
mediated by OSN services, in short called social privacy. The third 
approach deal with problems related to users losing control and 
lapse over the collection and processing of their information in 
OSNs, also known as institutional privacy. Although encounter-
based systems appear very analogous to existing social networks, 
they present a considerably different set of challenges, out of 
which are security and privacy of users and authenticity of the 
other party in a conversation are important. Assurances that are 
trivial in traditional social networks, such as authenticity, become 

unwrapped problems in encounter-based networks. Additionally, 
requirements like obscurity—a feature that is not needed in most 
usual online social networks based on prior face-to-face contact—
need to be considered in encounter-based networks. This is desirable 
because users would look forward for information about people 
they happen to meet to stay private. Also, since people do not 
automatically place their faith in others simply based on presence 
in the same location, it is also desirable to disclose the minimum 
amount of information required for future secure communication. 
Sharing complete personal information is not the primary goal of 
encounter-based networks, but can of-course be easily put into 
practice if both users agree upon the successful verified encounter. 
OSNs have acquired significance beyond the “social”, as a site for 
citizens to contest their ruling institutions. 2. Same institutions 
will attempt to instrumentalize OSNs to monitor and intervene 
in the lives of their citizens. These two uses, the nations’ use of 
OSNs for democratic liberation and state institutions’ reflex to 
monitor and influence those citizens, are in tension. In that sense, 
they render a very typical definition of privacy relevant in the 
context of OSNs: privacy as a right that citizens can invoke to 
protect themselves from an overbearing surveillant state. Social 
privacy relay to the concerns that users raise and to the harms that 
they experience when technologically reconciled communications 
disturb social boundaries. Several research studies show that OSN 
users struggle with a variety of related issues damaged reputations, 
interpersonal divergence, presentation anxiety, unwanted contacts, 
context collision, annoyance, peer pressure, blackmailing, and 
the list continues. Further, enabling privacy practices through 
design requires expanding the focus from individual actions to 
include collective dynamics, and provisioning with the online-
offline divide.

II. Functional Requirements
The following are nonspecific functional requirements in the 
context of large-scale distributed systems that are also desirable 
for an encounter-based social network.

A. Availability
As such, the infrastructure to exchange encounter information 
should be accessible most of the time. The unavailability of 
individual users should not affect the availability of other users. 
Since the time at which encounter parties check for potential 
encounters associated with their activities could be random, the 
encounter-based social network is more sensitive to availability 
than conventional social networks.

B. Scalability
With typical social networks being large in size, any potential 
social network design, including those based on encounters, 
should scale to support a large number of simultaneous users. 
This requires minimizing dependence on a centralized entity.
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Fig. 1: Encounter Key Distribution

Some of the above requirements are met by SMILE. SMILE is a 
mobile social service in which trust is established solely on the 
basis of shared encounters; the service provider is not trusted 
to access users’ location information and we assume no pre-
established trust relationships among users. In SMILE, users who 
want to communicate with each other must prove that an encounter 
occurred between them. The first device in the encounter generates 
and broadcasts the “encounter key” to other devices within its 
communication range. The system’s availability and scalability 
are limited, as the system depends on a centralized server that is 
easy to interrupt— a problem that is not unique to SMILE, but to 
a certain extent any design that uses a centralized online entity. 
Furthermore, the claimed security guarantees might not meet the 
requirements described above. As the confidentiality of encounter- 
related information is safeguarded by encryption, the privacy of 
users in SMILE can be infringed. In principle, while the problem 
exists in systems that rely on a centralized server, one can enhance 
the performance of SMILE and alleviate the problem by providing 
a server with high availability guarantees, which arrive at cost 
that need to be considered as part of the design.

III. Conclusion
We made attempts at identifying Surveillance, Social and 
institutional privacy problems. Then we outline several 
requirements that ideal encounter-based social networks need 
to satisfy. SMILE characterizes a decentralized system that uses 
anonymizing networks of re-mailers for communication, claiming 
to provide k-anonymity by requiring each user to have at least k 
identifiers. SMILE allows strangers who shared an encounter in 
the past to communicate at a later point in time. An encounter is 
defined as two people being in close physical proximity to each 
other for a period of time.We have provided an overview on the 
privacy guarantees and feasibility of SMILE and also its drawback 
in meeting certain requirements.
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