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Abstract 
Firewalls are extensively used in internet for providing security 
and privacy. A firewall basing on its policy checks every incoming 
packet and decide whether to accept or decline the packet. The 
firewall policy became major factor in improving the quality 
of the network performance. This paper studies interfirewall 
optimization across administrative domains for the first time. 
The important  technical challenge is that firewall policies cannot 
be shared across domains because a firewall policy contains 
confidential information and even potential security holes, 
which can be exploited by attackers. In this paper, we propose 
the first cross-domain privacy-preserving cooperative firewall 
policy optimization protocol. Specifically, for any two adjacent 
firewalls belonging to two different administrative domains, our 
protocol can identify in each firewall the rules that can be removed 
because of the other firewall. The optimization process involves 
cooperative computation between the two firewalls without any 
party disclosing its policy to the other. 
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I. Introduction
 A firewall is a system that acts  as an interface between a network 
and one or more external networks.   It helps implementing the 
security policy of any network by deciding which packets to 
let pass through and which to block, based on the set of rules 
defined by the network administrator. Any error in defining the 
rules may compromise the system security by letting undesired 
traffic pass through or blocking the desired traffic. The rules when 
defined manually often results in a set that contains conflicting, 
redundant or overshadowed rules, which creates anomalies in the 
firewall policy. A network firewall protects a computer network 
from unauthorized access. Network firewalls may be hardware 
devices, software programs, or they may be a combination of 
the two. Network firewalls guard an internal computer network 
(home, school, business intranet) against malicious access from 
the outside. Network firewall may also be configured to limit 
access to the outside network of internal users. The problems 
of collaborative firewall enforcement in VPNs and privacy-
preserving interfirewall optimization are fundamentally different. 
First, their purposes are different. The former focuses on enforcing 
a firewall policy over VPN tunnels in a privacypreserving manner, 
whereas the latter focuses on removing interfirewall redundant 
rules without disclosing their policies to each other. Second, their 
requirements are different. The former preserves the privacy of the 
remote network’s policy, whereas the latter preserves the privacy 
of both policies.

II. Existing System
Prior work on firewall optimization focuses on either intrafirewall 
optimization, or interfirewall optimization within one administrative 
domain where the privacy of firewall policies is not a concern. 
Firewall policy management is a challenging task due to the 
complexity and interdependency of policy rules. This is further 

exacerbated by the continuous evolution of network and system 
environments The process of configuring a firewall is tedious 
and error prone. Therefore, effective mechanisms and tools for 
policy

Fig. 1: Architecture of the Firewall System

management are crucial to the success of firewalls. Existing policy 
analysis tools, such as Firewall Policy Advisor and FIREMAN, 
with the goal of detecting policy anomalies have been introduced. 
Firewall Policy Advisor only has the capability of detecting pair 
wise anomalies in firewall rules. FIREMAN can detect anomalies 
among multiple rules by analyzing the relationships between one 
rule and the collections of packet spaces derived from all preceding 
rules.

Disadvantages of Existing System:
The number of rules in a firewall significantly affects its 
throughput.
Fireman can detect anomalies among multiple rules by analyzing 
the relationships between one rule and the collections of packet 
spaces derived from all preceding rules. For each firewall rule, 
FIREMAN only examines all preceding rules but ignores all 
subsequent rules when performing anomaly analysis.

III. Proposed System
In this paper, we represent a novel anomaly management framework 
for firewalls based on a rule-based segmentation technique to 
facilitate not only more accurate anomaly detection but also 
effective anomaly resolution. Based on this technique, a network 
packet space defined by a firewall policy can be divided into a set 
of disjoint packet space segments. Each segment associated with a 
unique set of firewall rules accurately indicates an overlap relation 
among those rules. We also study a flexible conflict resolution 
method to enable a fine-grained conflict resolution with the help 
of several effective resolution strategies with respect to the risk 
assessment of protected networks and the intention of policy 
definition. 
In our framework conflict detection and resolution, conflicting 
segments are identified in the first step. Each conflicting segment 
associates with a policy conflict and a set of conflicting rules. 
Also, the correlation relationships among conflicting segments 
are identified and conflict correlation groups are derived. Policy 
conflicts belonging to different conflict correlation groups can be 
resolved separately, thus the searching space for resolving conflicts 
is reduced by the correlation process.
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IV. Conclusion
In this paper, we identified an important problem, cross-
domainprivacy preserving interfirewall redundancy detection we. 
propose a novel privacy-preserving protocol for detecting such 
redundancy. We implemented our protocol in Java and conducted 
extensive evaluation. The results on real firewall policies show 
that our protocol can remove as many as 60% of the rules in a 
firewall whereas the average is 20.4%. Our protocol is applicable 
for identifying the interfirewall redundancy of firewalls with a few 
thousands of rules. However, it is still expensive to compare two 
firewalls with many thousands of rules,. Reducing the complexity 
of our protocol needs to be further studied. In our work, we have 
demonstrated rule optimization, from to , and we note that a similar 
rule optimization is possible in the opposite direction. All this is 
being achieved the without or revealing each other’s policies thus 
allowing for a proper administrative separation.
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