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Abstract
The broadcast nature and restricted usage of resources, made it 
difficult to provide security to Wireless sensor Networks.   In 
recent times Reactive Jamming attacks became a big threat to 
the Wireless sensor Networks. These attacks can produce a great 
damage to the legitimate Communications.
The reactive jammer attack is a light weight attack which is easy 
to launch but difficult to detect .This work suggest a new scheme 
to neutralize malicious reactive jammer nodes by changing the 
characteristic of trigger nodes to act as only receiver. Here the 
current approach attempts to identify the trigger nodes using the 
group testing technique, which enhances the identification speed 
and reduces the message complexity of the status report sent 
periodically between the sensor nodes and the base station.
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I. Introduction 
The resources such as energy, power memory usage, computation 
and communication capabilities in wireless sensor Networks 
are very much restricted in WSNs. Wireless sensor networks 
has limited resource constraints in terms of energy and range 
which leads to many challenging and intriguing security-sensitive 
problems that cannot be handled using conventional security 
solutions. The broadcast nature of the transmission medium makes 
it prone to attacks using jammers which use the method of injecting 
interference signals, which is why they can be considered as the 
most critical and fatally adversarial threat that can disrupt the 
networks. Jamming attacks do not have to modify communication 
packets or compromise any sensors in order to launch the attack.
This makes them difficult to detect and defend against. As a 
consequence, wireless sensor networks are further exposed to 
passive and active attacks. A malicious node initiates a passive 
attack through inert observation of the ongoing communication, 
whereas an active attacker is involved in transmission as well.
The purpose of a jamming detection scheme is to design an 
algorithm to minimize the impact of reactive jammer attacks in 
the neighbor. It is assume that at least a fraction of all deployed 
nodes runs our detection algorithm and participates in the jamming 
detection. Upon the detection of a jamming attack, the nodes raise 
a jamming alert which is then either locally stored or reported 
to the network authority regarding the all trigger nodes in the 
network. By evading these nodes from transmission path the effect 
of jammer nodes can be reduced.

II. Existing System
Reactive Jamming Attack has emerged as a great security threat to 
wireless sensor networks, due to its mass destruction to legitimate 
sensor communications and difficulty to be disclosed and defended. 
Among the various attacks, jamming attack where a jammer node 
disrupts the message delivery of its neighboring sensor nodes with 
interference signals, has become a critical threat to WSNs.

III. Proposed System
We present a simulation based trigger-identification service for 
reactive-jamming in wireless sensor networks, which promptly 
provides the list of trigger-nodes using a lightweight decentralized 
algorithm, without introducing neither new hardware devices, nor 
significant We consider a wireless sensor network consisting of n 
sensor nodes and one base station (larger networks with multiple 
base stations can be split into small ones to satisfy the model). 
Each sensor node is equipped with a globally synchronized time 
clock, omnidirectional antennas, m radios for in total k channels 
throughout the network, where k > m. For simplicity, the power 
strength in each direction is assumed to be uniform, so the 
transmission range of each sensor can be abstracted as a constant rs 
and the whole network as a Unit Disk Graph (UDG). Conventional 
reactive jammers  are defined as malicious devices, which keep 
idle until they sense any ongoing legitimate transmissions and 
then emit jamming signals to disrupt the sensed signal instead 
of the whole channel, which means once the sensor transmission 
finishes, the jamming attacks will be stopped. 

A. Attacker Model
We consider both a basic attacker model and several advanced 
attacker models in this paper. Specifically, we provide a solution 
framework toward the basic attacker model, and validate 
its performance toward multiple advanced attacker models 
theoretically and experimentally .

B. Jamming Range
R. Similar to the sensors, the jammers are equipped with 
omnidirectional antennas with uniform power strength on each 
direction. The jammed area can be regarded as a circle centered 
at the jammer node, with a radius R, where R is assumed greater 
than rs, for simulating a powerful and efficient jammer node. All 
the sensors within this range will be jammed during the jammer 
wake-up period. The value of R can be approximated based on the 
positions of the boundary sensors (whose neighbors are jammed 
but themselves not), and then further refined.

C. Triggering Range
On sensing an ongoing transmission, the decision whether or not 
to launch a jamming signal depends on the power of the sensor 
signal Ps, the arrived signal power at the jammer Pa with distance 
r from the sensor, and the power of the background noise Pn.

1. The Sensor Model
Each sensor in the network sends a status report message to the 
base station, which includes a header and a main message body 
containing the monitored results battery usage and other related 
content as shown in the fig. 1
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Fig 1. Sensor Periodical Status Report Message
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The header of the status report message contains 4 tuples
sensor_ID:•	  ID of the sensor node (which is unique for all 
sensor nodes).
Time_Stamp:	•	 the sending out time indicating the sequence 
number.
Label:	•	 this field refers to the current jamming status of the 
network.
TTL:	•	 time to live field which is initialized to2D, where D is 
the diameter of the network.

According to the jamming status all the sensor nodes in the network 
are classified into four types:
Trigger nodes (TN), Victim nodes (VN), Boundary  nodes (BN) 
and Unaffected nodes (UN). Trigger nodes refer to the sensor 
nodes whose signals awake the jammer. Victim nodes are those 
within a distance R from an activated jammer and distributed by 
the jamming signals.

IV. Conclusion
In this paper, we added a trigger node reuse concept to the trigger 
node identification service, to overcome the drawback present 
in the trigger node identification service. Our scheme reuses the 
identified trigger node in the actual application after deactivating 
the jammer node in the network. We can say that the proposed 
scheme efficiently make use of energy to deactivate the jammer 
node.
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