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Abstract
Cloud computing allows business customers to scale up and down 
their resource usage based on needs. Many of the touted gains 
in the cloud model come from resource multiplexing through 
virtualization technology. In this paper, we present a system that 
uses virtualization technology to allocate data center resources 
dynamically based on application demands and support green 
computing by optimizing the number of servers in use. We 
introduce the concept of “skewers” to measure the unevenness 
in the multidimensional resource utilization of a server. By 
minimizing skewers, we can combine different types of workloads 
nicely and improve the overall utilization of server resources. We 
develop a set of heuristics that prevent overload in the system 
effectively while saving energy used. Trace driven simulation and 
experiment results demonstrate that our algorithm achieves good 
performance. To validate the computation result, we further explore 
the fundamental duality theorem of LP computation and derive 
the necessary and sufficient conditions that correct result must 
satisfy. Such result verification mechanism is extremely efficient 
and incurs close-to-zero additional cost on both cloud server and 
customers. Extensive security analysis and experiment results 
show the immediate practicability of our mechanism design.
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I. Introduction
The Eelasticity and the lack of upfront capital investment offered 
by cloud computing is appealing to many businesses. There is a lot 
of discussion on the benefits and costs of the cloud model and on 
how to move legacy applications onto the cloud platform. Here we 
study a different problem: how can a cloud service provider best 
multiplex its virtual resources onto the physical hardware? This 
is important because much of the touted gains in the cloud model 
come from such multiplexing. Studies have found that servers in 
many existing data centers are often severely underutilized due 
to overprovisioning for the peak  demand. The cloud model is 
expected to make such practice unnecessary by offering automatic 
scale up and down in response to load variation. Besides reducing 
the hardware cost, it also saves on electricity which contributes 
to a significant portion of the operational expenses in large  data 
centers. Virtual machine monitors (VMMs) like Xen provide 
a mechanism for mapping virtual machines (VMs) to physical 
resources. This mapping is largely hidden from the cloud users. 
Users with the Amazon EC2 service  for example, do not know 
where their VM instances run. It is up to the cloud provider to 
make sure the underlying physical machines (PMs) have sufficient 
resources to meet their needs. VM live migration technology makes 
it possible to change the mapping between VMs and PMs while 
applications are running. However, a policy issue remains as how 
to decide the mapping adaptively so that the resource demands of 
VMs are met while the number of PMs used is minimized. This is 

challenging when the resource needs of VMs are heterogeneous 
due to the diverse set of applications they run and vary with time 
as the workloads grow and shrink. The capacity of PMs can also be 
heterogeneous because multiple enervation’s of hardware coexist 
in a data center. We aim to achieve two goals in our algorithm:
Overload Avoidance. The capacity of a PM should be sufficient 
to satisfy the resource needs of all VMs running on it. Otherwise, 
the PM is overloaded and can lead to degraded performance of 
its VMs.
Green Computing. The number of PMs used should be minimized 
as long as they can still satisfy the needs of all VMs. Idle PMs can 
be turned off to save energy. There is an inherent tradeoff between 
the two goals in the face of changing resource needs of VMs. For 
overload avoidance, we should keep the utilization of PMs low 
to reduce the possibility of overload in case the resource needs 
of VMs increase later. For green computing, we should keep the 
utilization of PMs reasonably high to make efficient use of their 
energy. In this paper, we present the design and implementation 
of an automated resource management system that achieves a 
good balance between the two goals. We make the following 
contributions:

We develop a resource allocation system that can avoid 1. 
overload in the system effectively while minimizing the 
number of servers used.
We introduce the concept of “skewness” to measure the 2. 
uneven utilization of a server. By minimizing skewness, we 
can improve the overall utilization of servers in the face of 
multidimensional resource constraints.
We design a load prediction algorithm that can capture the 3. 
future resource usages of applications accurately without 
looking inside the VMs. The algorithm can capture the rising 
trend of resource usage patterns and help reduce the placement 
churn significantly.

Fig. 1: System Architecture

The rest of the paper is organized as follows. Section II provides an 
overview of our system and Section III describes our algorithm to 
predict resource usage. The details of our algorithm are presented 
in Section IV. Sections V and VI present simulation and experiment 
results, respectively.Section VII discusses related work. Section 
VIII concludes.
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II. System Overview
The architecture of the system is presented in Fig. 1. Each PM 
runs the Xen hypervisor (VMM) which supports a privileged 
domain 0 and one or more domain U [3]. Each VM in domain 
U encapsulates one or more applications such as Web server, 
remote desktop, DNS, Mail, Map/Reduce, etc. We assume all 
PMs share a backend storage.The multiplexing of VMs to PMs 
is managed using the Usher framework [7]. The main logic of our 
system is implemented as a set of plug-ins to Usher. Each node 
runs an Usher local node manager (LNM) on domain 0 which 
collects the usage statistics of resources for each VM on that node. 
The CPU and network usage can be calculated by monitoring 
the scheduling events in Xen. The memory usage within a VM, 
however, is not visible to the hypervisor. One approach is to infer 
memory shortage of a VM by observing its swap activities [8]. 
Unfortunately, the guest OS is required to install a separate swap 
partition.Furthermore, it may be too late to adjust the memory 
allocation by the time swapping occurs. Instead we implemented 
a working set prober (WS Prober) on each hypervisor to estimate 
the working set sizes of VMs running on it. We use the random 
page sampling technique as in the VMware ESX Server [9]. The 
statistics collected at each PM are forwarded to the Usher central 
controller (Usher CTRL) where our VM scheduler runs. The VM 
Scheduler is invoked periodically and receives from the LNM the 
resource demand history of VMs, the capacity and the load history 
of PMs, and the current layout of VMs on PMs.
The scheduler has several components. The predictor predicts the 
future resource demands of VMs and the future load of PMs based 
on past statistics. We compute the load of a PM by aggregating 
the resource usage of its VMs.
The details of the load prediction algorithm will be described in 
the next section. The LNM at each node first attempts to satisfy 
the new demands locally by adjusting the resource allocation of 
VMs sharing the same VMM. Xencan change the CPU allocation 
among the VMs by adjusting their weights in its CPU scheduler. 
The MM Alloter on domain 0 of each node is responsible for 
adjusting the local memory allocation.
The hot spot solver in our VM Scheduler detects if the resource 
utilization of any PM is above the hot threshold (i.e., a hot spot). 
If so, some VMs running on them will be migrated away to reduce 
their load. The cold spot solver checks if the average utilization 
of actively used PMs (APMs) is below the green computing 
threshold. If so, some of those PMs could potentially be turned 
off to save energy. It identifies the set of PMs whose utilization 
is below the cold threshold (i.e., cold spots) and then attempts to 
migrate away all their VMs. It then compiles a migration list of 
VMs and passes it to the Usher CTRL for execution.

III. Predicting Future Resource Needs
We need to predict the future resource needs of VMs. As said 
earlier, our focus is on Internet applications. One solution is to 
look inside a VMfor application level statistics,e.g., by parsing 
logs of pending requests. Doing so requires modification of the 
VM which may not always be possible.Instead, we make our 
prediction based on the past external behaviors of VMs. 

A. Hot and Cold Spots
Our algorithm executes periodically to evaluate the resource 
allocation status based on the predicted future resource demands 
of VMs. We define a server as a hot spot if the utilization of 
any of its resources is above a hot threshold. This indicates that 
the server is overloaded and hence some VMs running on it 

should be migrated away. We define the temperature of a hot 
spot p as the square sum of its resource utilization beyond the 
hot threshold.We define a server as a cold spot if the utilizations 
of all its resources are below a cold threshold. This indicates that 
the server is mostly idle and a potential candidate to turn off to 
save energy. However, we do so only when the average resource 
utilization of all actively used servers (i.e., APMs) in the system 
is below a green computing threshold. A server is actively used if 
it has at least one VM running. Otherwise, it is inactive. Finally, 
we define the warm threshold to be a level of resource utilization 
that is sufficiently high to justify having the server running but 
not so high as to risk becoming a hot spot in the face of temporary 
fluctuation of application resource demands.Different types of 
resources can have different thresholds.For example, we can define 
the hot thresholds for CPU and memory resources to be 90 and 
80 percent, respectively.Thus a server is a hot spot if either its 
CPU usage is above 90 percent or its memory usage is above 80 
percent.

B. Hot Spot Mitigation
We sort the list of hot spots in the system in descending temperature 
(i.e., we handle the hottest one first). Our goal is to eliminate all 
hot spots if possible. Otherwise, keep their temperature as low as 
possible. For each server p, we first decide which of its VMs should 
be migrated away. We sort its list of VMs based on the resulting 
temperature of the server if that VM is migrated away. We aim 
to migrate away the VM that can reduce the server’s temperature 
the most. In case of ties, we select the VM whose removal can 
reduce the skewness of the server the most. For each VM in the 
list, we see if we can find a destination server to accommodate it. 
The server must not become a hot spot after accepting this VM. 
Among all such servers, we select one whose skewness can be 
reduced the most by accepting this VM. Note that this reduction 
can be negative which means we select the server whose skewness 
increases the least. If a destination server is found, we record 
the migration of the VM to that server and update the predicted 
load of related servers. Otherwise, we move onto the next VM 
in the list and try to find a destination server for it. As long as we 
can find a destination server for any of its VMs,we consider this 
run of the algorithm a success and then move onto the next hot 
spot. Note that each run of the algorithm migrates away at most 
one VM from the overloaded server. This does not necessarily 
eliminate the hot spot, but at least reduces its temperature. If it 
remains a hot spot in the next decision run, the algorithm will 
repeat this process. It is possible to design the algorithm so that 
it can migrate away multiple VMs during each run. But this can 
add more load on the related servers during a period when they 
are already overloaded. We decide to use this more conservative 
approach and leave the system some time to react before initiating 
additional migrations. 

C. Green Computing
When the resource utilization of active servers is too low,some of 
them can be turned off to save energy. This is handled in our green 
computing algorithm. The challenge here is to reduce the number 
of active servers during low load without sacrificing performance 
either now or in the future. We need to avoid oscillation in the 
system.Our green computing algorithm is invoked when the 
average utilizations of all resources on active servers are below 
the green computing threshold. We sort the list of cold spots in the 
system based on the ascending order of their memory size. Since 
we need to migrate away all its VMs before we can shut down an 
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underutilized server, we define the memory size of a cold spot as 
the aggregate memory size of all VMs running on it. Recall that 
our model assumes all VMs connect to a shared back-end storage. 
Hence, the cost of a VM live migration is determined mostly by its 
memory footprint. Section VII in the supplementary file explains 
why the memory is a good measure in depth. We try to eliminate 
the cold spot with the lowest cost first. For a cold spot p, we check 
if we can migrate all its VMs somewhere else. For each VM on p, 
we try to find a destination server to accommodate it. The resource 
utilizations of the server after accepting the VM must be below 
the warm threshold. While we can save energy by consolidating 
underutilized servers, overdoing it may create hot spots in the 
future. The warm threshold is designed to prevent that.If multiple 
servers satisfy the above criterion, we prefer one
that is not a current cold spot. This is because increasing load 
on a cold spot reduces the likelihood that it can be eliminated. 
However, we will accept a cold spot as the destination server if 
necessary. All things being equal, we select a destination server 
whose skewness can be reduced the most by accepting this VM. 
If we can find destination servers for all VMs on a cold spot, we 
record the sequence of migrations and update the predicted load of 
related servers. Otherwise, we do not migrate any of its VMs. The 
list of cold spots is also updated because some of them may
no longer be cold due to the proposed VM migrations in the above 
process.The above consolidation adds extra load onto the related 
servers. This is not as serious a problem as in the hot spot
mitigation case because green computing is initiated only when 
the load in the system is low. Nevertheless, we want to bound the 
extra load due to server consolidation. We restrict the number of 
cold spots that can be eliminated in each run of the algorithm to be 
no more than a certain percentage of active servers in the system. 
This is called the consolidation limit.

IV. Parameters in Our Simulation
We find that hot spot contributes more to the number of migrations. 
We also find that the number of migrations in the synthetic 
workload is higher than that in the real trace. With 140 PMs and 
1,400 VMs, on average each run of our algorithm incurs about 
three migrations in the whole system for the synthetic workload 
and only 1.3 migrations for the real trace. which computes the 
average number of migrations per VM in each decision. The 
figure indicates that each VM experiences a tiny, roughly constant 
number of migrations during a decision run, independent of the 
system size. 

A. Effect of Load Prediction
We compare the execution of our algorithm with and without 
load prediction in Fig. 6. When load prediction is disabled, the 
algorithm simply uses the last observed load in its decision making. 
Fig. 6a shows that load prediction significantly reduces the average 
number of hot spots in the system during a decision run. Notably, 
prediction prevents over 46 percent hot spots in the simulation with 
1,400 VMs.  This demonstrates its high effectiveness in preventing 
server overload proactively. Without prediction, the algorithm tries 
to consolidate a PM as soon as its load drops below the threshold. 
With prediction, the algorithm correctly foresees that the load of 
the PM will increase above the threshold shortly and hence takes 
no action. This leaves the PM in the “cold spot” state for a while.
However, it also reduces placement churns by avoiding unnecessary 
migrations due to temporary load fluctuation.Consequently. We 
can adjust the conservativeness of load prediction by tuning 
its parameters, but the current configuration largely serves our 

purpose (i.e., error on the side of caution). The only downside of 
having more cold spots in the system is that it may increase the 
number of APMs. 
We also find that the decision time for the synthetic workload is 
higher than that for the real trace due to the large variation in the 
synthetic workload. With 140 PMs and 1,400 VMs, the decision 
time is about 1.3 seconds for the synthetic workload and 0.2 second 
for the real trace.
The number of migrations is small and increases roughly linearly 
with the system size. We find that hot spot contributes more 
to the number of migrations. We also find that the number of 
migrations in the synthetic workload is higher than that in the 
real trace. With 140 PMs and 1,400 VMs, on average each run of 
our algorithm incurs about three migrations in the whole system 
for the synthetic workload and only 1.3 migrations for the real 
trace. which computes the average number of migrations per VM 
in each decision. The figure indicates that each VM experiences a 
tiny, roughly constant number of migrations during a decision run, 
independent of the system size. This number is about 0.0022 for 
the synthetic workload and 0.0009 for the real trace. This translates 
into roughly one migration per 456 or 1,174 decision intervals, 
respectively. The stability of our algorithm is very good.We also 
conduct simulations by varying the VM to PM ratio. With a higher 
VM to PM ratio, the load is distributed more evenly among the 
PMs. The results are presented in Section 4 of the supplementary 
file, which is available online.

B. Effect of Load Prediction
We compare the execution of our algorithm with and without 
load prediction in Fig. 6. When load prediction is disabled, the 
algorithm simply uses the last observed load in its decision making. 
Fig. 6a shows that load prediction significantly reduces the average 
number of hot spots in the system during a decision run. Notably, 
prediction prevents over 46 percent hot spots in the simulation with 
1,400 VMs.This demonstrates its high effectiveness in preventing 
server overload proactively. Without prediction, the algorithm tries 
to consolidate a PM as soon as its load drops below the threshold. 
With prediction, the algorithm correctly foresees that the load of 
the PM will increase above the threshold shortly and hence takes 
no action.This leaves the PM in the “cold spot” state for a while.
However, it also reduces placement churns by avoiding unnecessary 
migrations due to temporary load fluctuation.Consequently, the 
number of migrations in the system with load prediction is smaller 
than that without prediction as shown in Fig. 6c. We can adjust the 
conservativeness of load prediction by tuning its parameters, but 
the current configuration largely serves our purpose (i.e., error on 
the side of caution). The only downside of having more cold spots 
in the system is that it may increase the number of APMs. This 
is investigated in Fig. 6b which shows that the average numbers 
of APMs remain essentially the same with 

Fig. 2: Effect of Load Prediction

C. Resource Balance
Recall that the goal of the skewness algorithm is to mix workloads 
with different resource requirements together so that the overall 
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utilization of server capacity is improved. In this experiment, 
we see how our algorithm handles a mix of CPU, memory, and 
network intensive workloads. We vary the CPU load as before. We 
inject the network load by sending the VMs a series of network 
packets. The memory intensive applications are created by 
allocating memory on demand. Again we start with a small scale 
experiment consisting of two PMs and four VMs so that we can 
present the results for all servers in Fig. 11. The two rows represent 
the two PMs. The two columns represent the CPU and network 
dimensions, respectively. The memory consumption is kept low for 
this experiment.Initially, the two VMs on PM1 are CPU intensive 
while the two VMs on PM2 are network intensive. We increase 
the load of their bottleneck resources gradually. Around 500 
seconds, VM4 is migrated from PM2 to PM1 due to the network 
overload in PM2. Then around 600 seconds, VM1 is migrated from 
PM1 to PM2 due to the CPU overload in PM1. Now the system 
reaches a stable state with a balanced resource utilization for both 
PMs—each with a CPU intensive VM and a network intensive 
VM. Later we decrease the load of all VMs gradually so that both 
PMs become cold spots. We can see that the two VMs on PM1 
are consolidated to PM2 by green computing.

Fig. 3: Resource Balance for Mixed Workloads

V. Resource Allocation by Live VM Migration
VM live migration is a widely used technique for dynamicresource 
allocation in a virtualized environment. Our work also belongs 
to this category. Sandpiper combines multidimensional load 
information into a single Volume metric. It sorts the list of PMs 
based on their volumes and the VMs in each PM in their volume-
to-size ratio (VSR). This unfortunately abstracts away critical 
information needed when making the migration decision. It then 
considers the PMs and the VMs in the presorted order. We give a 
concrete example in Section 1 of the supplementary file, which is 
available online, where their algorithm selects the wrong VM to 
migrate away during overload and fails to mitigate the hot spot. 
We also compare our algorithm and theirs in real experiment. The 
results are analyzed in Section 5 of the supplementary file,which is 
available online, to show how they behave differently. In addition, 
their work has no support for green computing and differs from ours 
in many other aspects such as load prediction.The HARMONY 
system applies virtualization technology across multiple resource 
layers. It uses VM and data migration to mitigate hot spots not 
just on the servers, but also on network devices and the storage 
nodes as well. It introduces the Extended Vector Product (EVP) 
as an indicator of imbalance in resource utilization. Their load 
balancing algorithm is a variant of the Toyoda method [21] for 
multidimensional knapsack problem. Unlike our system, their 
system does not support green computing and load prediction is 
left as future work. In Section 6 of the supplementary file, which 
is available online, we analyze the phenomenon that V ectorDot 
behaves differently compared with our work and point out the 
reason why our algorithm can utilize residual resources better.
Dynamic placement of virtual servers to minimize SLA violations 
is studied in [12]. They model it as a bin packing problem and 
use the well-known first-fit approximation algorithm to calculate 

the VM to PM layout periodically. That algorithm, however, is 
designed mostly for offline use.It is likely to incur a large number 
of migrations when applied in online environment where the 
resource needs of VMs change dynamically.

VI. Green Computing 
Many efforts have been made to curtail energy consumption in 
data centers. Hardware-based approaches include novel thermal 
design for lower cooling power, or adopting powerproportional and 
low-power hardware. Work uses dynamic voltage and frequency 
scaling (DVFS) to adjust CPU power according to its load. We 
do not use DVFS for green computing, as explained in Section 
7 of the supplementary file. PowerNap] resorts to new hardware 
technologies such as solid state disk (SSD) and Self-Refresh 
DRAMto implement rapid transition(less than 1ms) between full 
operation and low power state, so that it can “take a nap” in short 
idle intervals. When a server goes to sleep,Somniloquy notifies an 
embedded system residing on special designed NIC to delegate 
the main operating system. It gives the illusion that the server is 
always active.Our work belongs to the category of pure-software 
lowcost solutions Similar to Somniloquy, SleepServer initiates 
virtual machines on a dedicated server as delegate, instead of 
depending on a special NIC. LiteGreen does not use a delegate. 
Instead it migrates the desktopOSaway so that the desktop can 
sleep. It requires that the desktop is virtualized with shared 
storage. XIAO ET AL.: DYNAMIC RESOURCE ALLOCATION 
USING VIRTUAL MACHINES FOR CLOUD COMPUTING 
ENVIRONMENT 1115 Jettison invents “partialVMmigration,” a 
variance of live VMmigration, which only migrates away necessary 
working set while leaving infrequently used data behind.

VII. Conclusion
We have presented the design, implementation, and evaluation
of a resource management system for cloud computingservices. 
Our system multiplexes virtual to physical resources adaptively 
based on the changing demand. We use the skewness metric to 
combine VMs with different resource characteristics appropriately 
so that the capacities of servers are well utilized. Our algorithm 
achieves both overload avoidance and green computing for 
systems with multiresource constraints.
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