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Abstract
A network is a system in which two or more than two computer 
systems are linked together with wires or without wires. Mobile 
Ad-Hoc networks (MANETs) are autonomous and decentralized 
networks. MANETs consists of mobile nodes that are free to 
move in and out of the network. Many routing protocols have 
been developed for MANETS, i.e. (Ad Hoc on Demand Distance 
Vector) AODV, (Dynamic Source Routing) DSR etc. Due to their 
dynamic topology, no infrastructure and no central management 
system MANETs are vulnerable to various security attacks. In 
this paper we have proposed a scheme to detect Black hole attack 
in a network.
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I. Introduction
Mobile Ad-Hoc Networks are self-directed and decentralized 
wireless systems. They consist of mobile nodes that are free to 
move in and out in the network. Nodes can be the systems or 
devices i.e. mobile phone, MP3 player, laptop, personal digital 
assistance, and personal computer that participate in the network 
and are mobile. These nodes can become host/router or both at 
a time. They can form arbitrary topologies that depend on their 
connectivity with each other in the network. Each node has the 
ability to organize them and they can be deployed at once without 
the need of any infrastructure.

Fig. 1: Example of Mobile Ad-Hoc Network [3]

Internet Engineering Task Force (IETF) has MANET working 
group (WG) that is committed for developing IP routing protocols. 
Routing protocols is one of the demanding and attractive research 
areas. There are many routing protocols that have been developed 
for MANETS, i.e. AODV, DSR etc. Security is very difficult to 
sustain in MANETs because of their vulnerability compared to 
wired networks. The use of wireless links makes an ad hoc network 
prone to various attacks.
The remainder of this paper is organized as follows. Section II 
reviews related work. Section III discusses the proposed protocol. 
Section IV presents the simulation and performance evaluation. 
Finally in section V we conclude our work.

II. Related Work
In [7] Lee et al. have proposed the route confirmation request 
(CREQ) and route confirmation reply (CREP) to circumvent the 
black hole attack. The midway node in addition to transferring 
RREPs to the source node furthermore sends CREQs to its next-hop 
node towards the destination node. The next-hop node on delivery 
of a CREQ looks up its reserve for a route to the destination. If a 
route is present, it sends the CREP to the source. On receiving the 
CREP, the source node compares the path in RREP and the one 
in CREP. If both are alike the source node broadcasts the route 
to be correct. Though in this proposal a black hole attack is not 
determined if two consecutive nodes work in agreement.
In [8], Shurman et al. have proposed the source node to hang 
around until the arrival of a RREP packet from above two nodes. 
On receipt of multiple RREPs, the source node checks about a 
common hop. If at least one hop is common, the source node 
declares that the route is secure. The drawback is the foreword of 
a time delay due to the wait until the arrival of multiple RREPs.
In [9] Tamilsevan et al. have proposed that the requesting node 
exclusive of sending the DATA packets to the reply node at just 
the once waits for other replies through next hop details from the 
further neighboring nodes. After getting the first request a timer 
is set in the ‘TimerExpiredTable’, for collecting the additional 
requests from dissimilar nodes. The ‘sequence number’, and the 
time at which the packet reach is stored in a ‘Collect Route Reply 
Table’ (CRRT). Now the ‘timeout’ value based on arriving time 
of the first route request are designed. Now CRRT is checked for 
any recurring next hop node which if establish, it is implicit the 
paths are exact or the possibility of malicious paths is restricted. 
If there is no duplication then any arbitrary route from CRRT is 
chosen.
In [10] K.S Sowmya et al. gave a method to detect and prevent 
black hole attacks by notifying other nodes in the network of 
the incident are discovered. To overcome the challenges, there 
is a need to build a multi fence security solution that achieves 
both broad protection and desirable network performance. It also 
provides explanation about ANT NET, where ACO system and 
pseudo code of it has been proposed.
Nisha P John, Ashly Thomas in [11] presented the existing solutions 
to black hole attacks on AODV protocol. The paper states that the 
ultimate goal of the security solutions for wireless networks is to 
achieve security goals that include Confidentiality, Availability, 
and Non-repudiation, integrity, authentication to mobile users. 
Black hole attack is among the severe security threats in ad-hoc 
networks which can be easily employed by exploiting vulnerability 
of on- demand routing protocols such as Ad-Hoc on Demand 
distance vector (AODV).
In [12] Ms Monika Y. Dangore, Mr Santosh S. Sambare proposes 
an attempt to understand the possible solutions to Black hole 
attack with various methodologies proposed earlier. The primary 
challenge in building a MANET is equipping each device to 
continuously maintain the information required to properly route 
traffic. AODV (Ad-hoc On-demand Distance Vector) is a loop-free 
routing protocol for ad-hoc networks. It is planned to be self-



IJCST  Vol. 5, ISSue 4, oCT - DeC 2014

w w w . i j c s t . c o m InternatIonal Journal of Computer SCIenCe and teChnology  279

 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

starting in an atmosphere of mobile nodes, considering a variety 
of network behaviors. 
In [13] Arnab Mitra et al. reports on Alive and Black Hole node 
detection if it exists in any Mobile ad hoc networks (MANETs). 
To deal with this routing mess, an Artificial Neural Network 
(ANN) based automated Black Hole node detection tactic has 
been proposed, which is capable of detecting the existence of 
Black hole node(s) in the MANET and thus helps to minimize 
the smash up in reliable routing procedure. 
In [14]  Puneet Kansal, Nishant Prabhat, Amit Rathee  describes 
that the black hole attack in wireless Ad Hoc traffic between 
victim node and the malicious node then network is major issue 
that needs competent solutions. The black hole attack creates 
misunderstanding in network by introducing fault in routing 
information that leads the node to select wrong path hence data 
lose occur. Ad Hoc network introduces regular error correction 
in routing information that leads the node to select correct path 
thus secure transmission will take place between source and 
destination. 

III. Clustering based DSR Protocol
In this section, we present our proposal for detecting black holes 
in mobile ad hoc networks (MANETs).

A. Protocol Description
We proposed the following procedures: Procedure 1 for cluster 
formation. Procedure 2 describes the sending and receiving of 
data by various nodes in the network and Procedure 3 helps in 
detecting the black hole attack at checkpoint node level.

Procedure 1: Cluster formation

Data: S0 {Random initiator} 
R {Number of nodes in the range of initiator} 

S0 broadcasts HELLO message to nodes in its range set 1. 
(R) 
for every node in R; Send reply message -> (speed) + 2. 
(location) 
Choose extreme node as the next initiator 3. 
Initiator choose least mobile node as the cluster head 4. 
GOTO step 1. Until all the nodes are covered. 5. 

The complete network is divided into clusters. For the first cluster, 
a random node is selected as an initiator. Every node sends reply 
about speed and location to its initiator. Speed is provided to 
the nodes with the help of Random way point mobility model. 
Then the extreme node is selected as the next initiator and least 
mobile node will be selected as its Cluster head and this procedure 
continues until whole network is covered.

Procedure 2: Sending and Receiving data 

Data: N {Total number of nodes} 
M {Number of clusters} 
K {Number of nodes per cluster} 
Mc {Mobile checkpoints} 
S {Set of nodes} 

for (i= 1 : M) // for every cluster 1. 
for (j= 1 : K) // for each node in the cluster 2. 
Sj -> CHith 3. 
Sj(msg) -> Sj (id) + Sj(data) 4. 

       // id: node number assigned during deployment 

        // data: any arbitrary data 
end for 5. 
end for 6. 
Receive (Sj(msg)) 7. 
for i= 1 : M 8. 
CHith -> Measure () 9. 
Measure() 10. 
Input : Sj(msg) 11. 
for j -> 1 : K 12. 
if ( Sj(id)) is the subset of K then 13. 
Compare the data received with average data 14. 
If data received < average data 15. 

Set node as malicious 
Else 
Node is the legitimate node 

Every node in the cluster sends message to its cluster head that 
contains its id and data where id is the node number that is 
assigned to each node during deployment and data is any arbitrary 
data. Cluster head on receiving message initiates the measure 
function. 
With the help of measure function, the comparison among the 
data received and the average data is computed. 
Average data is the amount of data that each node will be sending 
to its destination node and data received is the amount of data 
each node is actually sending during simulation. 
Then, on the basis of comparison node is decided to be malicious 
node or the legitimate node. If the data received is less than the 
average data node will be decided to be malicious otherwise the 
node will be legitimate node. 

Procedure 3: Comparison of data at checkpoint node 
 
Data: V {Set of heads that acknowledge the checkpoint nodes} 
W {Set of cluster head nodes} 
tack{ time to receive the acknowledgement from Cluster head} 
1. if V Intersection W is NULL 
there exists no suspected node 
else 
intimate the presence of black hole node 

E {set of faulty cluster heads} 
F {member of clusters with heads in E} 
call avoid() 
for i=1:F 
if wait_time > tack 
then 
nodes broadcast HELP message to checkpoint node 
Checkpoint node chooses a node from cluster as Cluster head 
if node pings to checkpoint node 
call Procedure 2  

After the detection of malicious node at cluster level is complete, 
detection procedure starts at Cluster head level. For the detection 
of malicious node at Cluster head level mobile checkpoint nodes 
are introduced. Each cluster head node needs to acknowledge 
the mobile checkpoint node and if there exists any node that 
does not acknowledge there is intimation about the presence 
of black hole node at this level. When the malicious node is 
detected; avoid function is initiated. Each node is provided with 
the wait_time i.e. the time for which each node needs to wait 
for the acknowledgement from its Cluster head. If the wait_time 
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exceeds the acknowledgement time then nodes will broadcast the 
HELP message to the checkpoint node and checkpoint node will 
randomly choose any node from the cluster as its cluster head and 
the data sending will start again.

IV. Simulations and Performance Evaluation
This technique is applied on NS2 (Network Simulator version 2) to 
validate the detection and efficiency of the proposed methodology 
against the black hole nodes. NS2 is an open-source event-
driven test system designed particularly for research in computer 
communication networks. Here, in an area of 1500*1500 m, 60 
normal nodes executing the Clustering based DSR protocol was 
randomly deployed, and a couple of malicious nodes performing 
the black hole attack are randomly located along with several 
mobile checkpoint nodes. All the nodes were moved in a Random 
way point model, with random speed ranging between 0 and 20 
m/s. 
The major parameters of all the experiments are listed in Table 1. 

Table 1: Simulation Parameters
Property   Value
Coverage area 1500*1500
Number of nodes 60
Simulation time 30 S
Transmission range 250 m
Mobility Random way point model
Load 256 bytes
Mobility speed 0-20 m/sec
Number of Black hole nodes 10
Traffic type UDP-CBR
Checkpoint nodes 8 Nodes (fixed)

A. Packet Drop Ratio 
Packet Drop Ratio (PDR) is the ratio of the total number of data 
packets dropped to the total number of data packets sent. 
 PDR= number of packets dropped
                         number of packets sent 

In our experiment, the proposed technique shows better results 
compared to the previous technique. Fig. 1 shows the graph that 
compares the results.

Fig. 2: Packet Drop Ratio

Table 2: Comparative Values for PDR
Approach Values
Clustering based DSR 
protocol 11 percent

MDSR protocol 15 percent

From Table 2 it can be concluded that after the implementation 
of proposed technique, the packet drop ratio has been dropped 
to 11% whereas in the case of existing technique the packet drop 
ratio is 15%. 
Thus the packet delivery ratio has been improved in the proposed 
technique. 

B. Detection Rate 
Detection Rate is defined as ratio of total number of defected 
nodes detected and total number of actual defected node present 
in a network. 

Detection Rate= Total number of nodes detected / Total number 
of actual defected node 

It is one of the important parameter when it comes to detect the 
presence of attack in a network.

Fig. 3: Detection Rate

Table 3: Comparative Values for Detection Rate
Approach Values
Clustering based DSR 
protocol 60 percent

MDSR protocol 10 percent

From Table 3. it can be easily analyzed that the detection rate was 
10% when the detection of black hole nodes was under MDSR 
protocol and it has been increased to 60% under the Clustering 
based DSR protocol. So the proposed approach is more efficiently 
detecting the black hole nodes which show that our technique is 
very efficient.

V. Conclusion
Black hole attack is immense hazard to the security of mobile 
ad hoc networks (MANETs). In this paper, we propose a scheme 



IJCST  Vol. 5, ISSue 4, oCT - DeC 2014

w w w . i j c s t . c o m InternatIonal Journal of Computer SCIenCe and teChnology  281

 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

for detecting black hole attack in MANETs namely clustering 
based DSR Protocol which is introducing clustering in the route 
discovery phase of DSR protocol. The proposed protocol is simple 
and efficient and also provides better values for packet drop ratio 
and detection rate as compared to existing scheme in simulation 
results.
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