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Abstract
Wireless sensor networks are vulnerable to the node clone, and 
several distributed protocols have been proposed to detect this 
attack. In this paper, it presents two novel, practical node clone 
detection protocols with different tradeoffs on network conditions 
and performance. 
The first proposal is based on a Distributed Hash Table (DHT) 
by which a fully decentralized, key-based caching and checking 
system is constructed to catch cloned nodes. The protocol’s 
performance on memory consumption and a critical security 
metric are theoretically deducted through a probability model, 
and the resulting equations, with necessary adjustment for real 
application, are supported by the simulations. In accordance with 
our analysis, the comprehensive simulation results show that the 
DHT-based protocol can detect node clone with high security level 
and holds strong resistance against adversary’s attacks. 
The second protocol, named Randomly Directed Exploration, is 
intended to provide highly efficient communication performance 
with adequate detection probability for dense sensor networks. In 
the protocol, initially nodes send claiming messages containing 
a neighbor-list along with a maximum hop limit to randomly 
selected neighbors; then, the subsequent message transmission is 
regulated by a probabilistic directed technique to approximately 
maintain a line property through the network as well as to incur 
sufficient randomness for better performance on communication 
and resilience against adversary. In addition, border determination 
mechanism is employed to further reduce communication 
payload. 
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I. Introduction
In general, counter measures against node clone can be categorized 
into three categories: prevention schemes that inherently forbid 
cloned nodes to join network centralized detection in which there 
exists a central, powerful party responsible for receiving reports 
and making judgement of node clone, and distributed detection 
where all nodes cooperatively process information and detect 
node clone in a distributed manner.

A. Prevention Schemes
The use of location-based keys to defend against several attacks, 
one of which is node clone attack. The identity-based cryptography 
is used in their protocol such that nodes’ private keys are bounded 
by both their identities and locations. Once nodes are deployed, 
some trusted mobile agents travel around the sensor network and 
issue the location-based keys to sensor nodes. Since those location-
based keys cannot be used in nodes at other locations, node clone 
attack is inherently frustrated. By similar arguments, it reviews key 
distribution protocols for sensor networks, and it can be claimed 
that some of them prevent node clone as well.

B. Centralized Detection
In a simplest centralized detection approach, each node sends a list 
of its neighbor nodes and their locations to a base station, which 
then can find cloned nodes. The SET protocol manages to reduce 
the communication cost of the approach above by constructing 
exclusive subsets such that each node belongs to one and only one 
disjointed subset, and the subset nodes information is reported to 
the base station by a subset leader. However, in order to prevent 
malicious nodes, an authenticated subset covering protocol has to 
be performed, which consider- ably increases the communication 
burden and complicates the detection procedure. Clone detection 
protocol in the context of random key pre distribution. Technically, 
it is detecting compromised keys rather than cloned nodes. The 
basic idea is that the keys employed in random key pre distribution 
scheme should follow a certain pattern, and those keys whose 
usage exceeds a threshold can be thought to be suspicious.

C. Distributed Detection
The straightforward node-to-network broad casting  is a quite 
practical way to distributively detect the node clone, in which 
every node collects all of its neighbors identities along with their 
locations and broadcasts to the network. The main problem in this 
approach is its extremely high communication overhead. Let’s 
provide two probabilistic detection protocols in a completely 
distributed, balanced manner. Randomized multicast scheme 
distributes node location information to randomly selected nodes 
as inspectors, exploiting the birth day paradox to detect cloned 
nodes, while line-selected multicast scheme uses the topology of 
the network to improve detection that is, in addition to inspector 
nodes, the nodes along the multicast path check the node clone 
as well. Unfortunately,to obtain acceptable detection probability 
,nodes have to buffer a great many of messages.  

1. Distributed Detection of Node Replication Attacks in 
Sensor Networks
The low-cost, off-the-shelf hardware components in unshielded 
sensor-network nodes leave them vulnerable to compromise. 
With little effort, an adversary may capture nodes, analyze 
and replicate them, and surreptitiously insert these replicas at 
strategic locations within the network. Such attacks may have 
severe consequences; they may allow the adversary to corrupt 
network data or even disconnect significant parts of the network. 
Previous node replication detection schemes depend primarily 
on centralized mechanisms with single points of failure, or on 
neighborhood voting protocols that fail to detect distributed 
replications. To address these fundamental limitations, it proposed 
two new algorithms based on emergent properties (Gligor (2004)), 
i.e., properties that arise only through the collective action of 
multiple nodes. 
Both algorithms provide globally-aware, distributed node-replica 
detection, and line-selected multicast displays particularly strong 
performance characteristics. It seems that emergent algorithms 
represent a promising new approach to sensor network security; 
moreover, our results naturally extend to other classes of networks 



IJCST  Vol. 6, ISSue 1, Jan - MarCh 2015  ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m 18   InternatIonal Journal of Computer SCIenCe and teChnology

in which nodes can be captured, replicated and re-inserted by an 
adversary.

2. Looking Up Data in P2P Systems
The main challenge in P2P computing is to design and implement 
a robust and scalable distributed system composed of inexpensive, 
individually unreliable computers in unrelated administrative 
domains. The participants in a typical P2P system might include 
computers at homes, schools, and businesses, and can grow to 
several million concurrent participants.

II. System Architecture

Fig. 1:

Modules:
Setting up Network Model• 
Initialization Process• 
Claiming Neighbor’s information• 
Processing Claiming Message• 
Sink Module• 
Performance Analysis• 

III. Modules Description

A. Settingup Network Model
The first module is setting up the network model. Let’s consider a 
large-scale, homogeneous sensor network consisting of resource-
constrained sensor nodes. Analogous to previous distributed 
detection approaches; its assume that an identity-based public-
key cryptography facility is available in the sensor network. Prior 
to deployment, each legitimate node is allocated a unique ID and 
a corresponding private key by a trusted third party. The public 
key of a node is its ID, which is the essence of an identity-based 
cryptosystem. Consequently, no node can lie to others about its 
identity. Moreover, anyone is able to verify messages signed by a 
node using the identity-based key. The source nodes in our problem 
formulation serve as storage points which cache the data gathered 
by other nodes and periodically transmit to the sink, in response 
to user queries. Such network architecture is consistent with the 
design of storage centric sensor networks.

B. Intialization Process
To activate all nodes starting a new round of node clone detection, 
the initiator uses a broadcast authentication scheme to release 
an action message including a monotonously increasing nonce, 

a random round seed, and an action time. The nonce is intended 
to prevent adversaries from launching a DoS attack by repeating 
broadcasting action messages.

C. Claimingneighbor’s Information
Upon receiving an action message, a node verifies if the message 
nonce is greater than last nonce and if the message signature is 
valid. If both pass, the node updates the nonce and stores the seed. 
At the designated action time, the node operates as an observer 
that generates a claiming message for each neighbor (examinee) 
and transmits the message through the overlay network with 
respect to the claiming probability. Nodes can start transmitting 
claiming messages at the same time, but then huge traffic may 
cause serious interference and degrade the network capacity. To 
relieve this problem, it may specify a sending period, during which 
nodes randomly pick up a transmission time for every claiming 
message

D. Processingclaiming Messages
A claiming message will be forwarded to its destination node via 
several Chord intermediate nodes. Only those nodes in the overlay 
network layer (i.e., the source node, Chord intermediate nodes, 
and the destination node) need to process a message, whereas 
other nodes along the path simply route the message to temporary 
targets. Algorithm 1 for handling a message is the kernel of the 
DHT-based detection protocol. If the algorithm returns NIL, then 
the message has arrived at its destination. Otherwise, the message 
will be subsequently forwarded to the next node with the ID that 
is returned.

E. Sink Module
The sink is the point of contact for users of the sensor network. 
Each time the sink receives a question from a user, it first translates 
the question into multiple queries and then disseminates the queries 
to the corresponding mobile relay, which process the queries based 
on their data and return the query results to the sink. The sink 
unifies the query results from multiple storage nodes into the final 
answer and sends it back to the user. 

F. Performance Analysis
For the DHT-based detection protocol, its  use the following 
specific measurements to evaluate its performance:

Average number of transmitted messages, representing the • 
protocol’s communication cost;
Average size of node cache tables, standing for the protocol’s • 
storage consumption;
Average number of witnesses, serving as the protocol’s • 
security level because the detection protocol is deterministic 
and symmetric.

ALGORITHM1:dht_handle message(Mα4β):Handle a message 
in the DHT-based detection,where y is the current node’s Chord 
coordinate,finger[i] is the first node on thering that succeeds 
key((y+2b-i)mod 2b),i €[1,t],successors[j] is the next jth successor,j 
€[1,g]
OUTPUT:NIL if the message arrives at is destination;otherwisw,it 
is the ID of thenext node that receives the message in the Chord 
overlay network
1:key    H( seed || idβ)
2:if key €(predecessor,y) then {has reached destination}
3:inspect(Mα4β) {act as an inspector,see Algorithm 2}
4:return Nil
5:for i=1 to g do
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6:if key € (y,successors[i]) then {destination is in the next Chord 
hop}
7:inspect(Mα4β) {act as an inspector,see Algorithm 2}
8:return successors[i]
9:for j=1 to t do {for normal DHT routing process}
10:if key €[(y+2b-i)mod 2b,y) then
11:return finger[j]
12:return successors[g]
ALGORITHM 2:inspect(Mα4β):Inspect a message to check for 
clone detection in the DHT-based detection protocol
OUTPUT:
1:verify the signature of Mα4β
2:if idβ found in cache table then
3:if idβ has two distinct locations {found clone, become a 
witness}
4:broadcast the evidence
5:else
6:buffer Mα4β into cache table
ALGORITHM3:rde_processmessage(Mα):An intermediate node 
processes a message
OUTPUT:
1:verify the signature of Mα
2.compare its own neighbor-list with the neighbor-list in Mα
3:if found clone then
4:Broadcast the evidence;
5:ttl    ttl-1
6:if ttl <=0 then
7:discard Mα
8:else
9:nextnode    getnextnode(Mα){See Algorithm 4}
10:if nextnode = NIL then
11:discard Mα  
12:else
13:forward Mα to nextnode
ALGORITHM4:getnextnode(Mα):Tdetermine the next node that 
receives the message
OUTPUT: 
1:determine ideal angle,target zone,and priority zone
2:ifno neighbors within the target zone then
3:return NIL
4:if no neighbors within the priority zone then
5:nextnode   the node closest to ideal angle
6:else
7:nextnode   a probabilistic node in the priority zone, with respect 
to its probability to angle distance from priority zone border
8:return nextnode

IV. Conclusion
Sensor nodes lack tamper-resistant hardware and are subject to 
the node clone attack. In this work, it   presents  two distributed 
detection protocols: One is based on a distributed hash table, 
which forms a Chord overlay network and provides the key-based 
routing, caching, and checking facilities for clone detection, and 
the other uses probabilistic directed technique to achieve efficient 
communication overhead for satisfactory detection probability. 
While the DHT-based protocol provides high security level for 
all kinds of sensor networks by one deterministic witness and 
additional memory-efficient, probabilistic witnesses, the randomly 
directed exploration presents outstanding communication 
performance and minimal storage consumption for dense sensor 
networks. 

VI. Future Work
In this project, we have shown that on the node clone detection 
in wireless sensor networks for one chord network, in future we 
can do for multiple chord networks.

VII. Screen Shots:

A. IP Verified

B. Routing Process

C. Clone Node Detection Process
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D. File and Node Details

E. Network Model

F. Randomly Directed Exploration Process

G. Entering Number of Nodes

H. View Clone Detection Process

I. Clone Node Detection Found
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