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Abstract
Cloud computing takes the technology, services and applications 
that are close to those on the internet and turns them into a self-
service utility. Hence, cloud management and security has become 
an important and growing area of technology. However, Clouds 
introduce security challenges which need to be addressed to 
facilitate widespread adoption. This paper underpins the efforts 
to address one of the important and significant issue of cloud 
security i.e. intrusion detection and severity analysis in cloud. 
An integrated intrusion detection and severity analysis model has 
been presented which is expected to facilitate minimal intrusion 
response time while preserving the overall security of cloud 
infrastructure. Moreover, a novel method to address this challenge 
in accordance with specific requirements for clouds for intrusion 
severity analysis has been presented.
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I. Introduction
Cloud computing is an internet based computing which abstracts 
the details of system implementation from developers and users 
.Applications run on physical systems that aren’t specified, data 
are stored in locations that are unknown, administration of system 
is outsourced to others and access by users is ubiquitous. Hence, it 
is an abstraction based on the notion of pooling physical resources 
and presenting them as a virtual resource. Dependent user 
access to services where virtual shared servers provide software, 
infrastructure, platform, devices and other resources and hosting 
to customer as a service on pay-as you-use basis. 
Fig. 1. Shows the concept [7]. All the information that a digital 
system has to offer is provided as a service in the cloud computing 
model. Users access these services available on the “internet cloud” 
without having any knowledge about how these resources will be 
managed. Physical infrastructure is not owned by the cloud users; 
rather they rent the usage from a third- party provider. Resources 
are consumed as a service by the user and paid in accordance 
with the use. What they only need is a personal computer and 
internet connection.

Fig. 1: A Cloud Computing System

Security mechanisms of a system should be designed in such a 
way so as to prevent unauthorized access to system resources and 
data. But, completely preventing breaches of security appear, at 
present, unrealistic. However, attempts to detect intrusion can be 
tried in order to perform certain actions to repair the damage later. 
This field of research is called Intrusion Detection.
According to Anderson’s definition of intrusion in 1980 [1], 
intrusion can be defined as an attempt or a threat to be the 
potential possibility of a deliberate unauthorized attempt to 
access information, manipulate information, or render a system 
unreliable or unusable. Since then many techniques and methods 
for analyzing and detecting intrusions have been studied. This 
paper discusses why intrusion detection and severity analysis 
systems are needed, the main techniques, present research in the 
field, and possible future directions of research.

II. Need For Intrusion Detection
Intrusion detection system is a specialized tool that knows how to 
read and interpret the contents of log files from routers, firewalls, 
servers, and other network devices. It stores a database of known 
attack signatures and can compare patterns of activity, traffic or 
behavior it sees in the logs it’s monitoring against those signatures 
to recognize when a close match between a signature and current 
or recent behavior occurs. At that point IDS can issue alarms or 
alerts and take various kinds of automatic actions.
A computer system should provide confidentiality, integrity and 
assurance against denial of service. However, due to increased 
connectivity (especially on the Internet), and the vast spectrum of 
financial possibilities that are opening up, more and more systems 
are subject to attack by intruders. There are two ways to handle 
subversion attempts. One way is to prevent subversion itself by 
building a completely secure system. We could, for example, 
require all users to identify and authenticate themselves; we could 
protect data by various cryptographic methods and very tight 
access control mechanisms. However this is not really feasible 
because:

1. In practice, it is not possible to build a completely secure 1. 
system. Miller [10] gives a compelling report on bugs in 
popular programs and operating systems that seems to 
indicate that 
(a) bug free software is still a dream and • 
(b) no-one seems to want to make the effort to try to develop • 
such software. 

Apart from the fact that we do not seem to be getting our money’s 
worth when we buy software, there are also security implications 
when our E-mail software, for example, can be attacked. Designing 
and implementing a totally secure system is thus an extremely 
difficult task.

The vast installed base of systems worldwide guarantees that 2. 
any transition to a secure system, (if it is ever developed) will 
be long in coming.
Cryptographic methods have their own problems. Passwords 3. 
can be cracked, users can lose their passwords, and entire 
crypto-systems can be broken.
Even a truly secure system is vulnerable to abuse by insiders 4. 
who abuse their privileges.
It has been seen that that the relationship between the level 5. 
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of access control and user efficiency is an inverse one, 
which means that the stricter the mechanisms, the lower the 
efficiency becomes.

We thus see that we are stuck with systems that have vulnerabilities 
for a while to come. If there are attacks on a system, we would 
like to detect them as soon as possible (preferably in real-time) 
and take appropriate action. This is essentially what an Intrusion 
Detection System (IDS) does. An ID does not usually take 
preventive measures when an attack is detected; it is a reactive 
rather than pro-active agent. Hence, intrusion detection system 
is used to detect intruders which are unwanted, unexpected or 
unauthorized. It plays the role of an informant rather than a police 
officer. The definitions from the pioneering work in intrusion 
detection [1].
Risk: Accidental or unpredictable exposure of information, or 
violation of operations integrity due to the malfunction of hardware 
or incomplete or incorrect software design.
Vulnerability: A known or suspected flaw in the hardware or 
software or operation of a system that exposes the system to 
penetration or its information to accidental disclosure.
Attack: A specific formulation or execution of a plan to carry 
out a threat.
Penetration: A successful attack -- the ability to obtain 
unauthorized (undetected) access to files
And programs or the control state of a computer system.

III. Related Work
The research to be presented in this paper is considered to be 
related to severity analysis in general and cloud computing in 
particular.
With respect to use of intrusion severity to select optimal response 
intrusion response systems use different metrics to achieve the 
objective. Previously two such approaches which use a severity 
metrics were proposed, however this metrics was proposed in 
order to conclude by human administrator through an offline 
analysis at the policy definition stage. In this case severity is 
usually calculated based on the administrators, experience and 
other resources such as community emergency response team.
More formal methods to evaluate the severity or impact of 
intrusions for different applications have been proposed. This 
has limitations 

It assumes manual execution of whole process that is a 1. 
representative of a user has to decide on the values of different 
metrics.
The metrics are overly abstract which impede a human’s 2. 
ability to clearly specify the application specific metrics.

Stephen Northcutt, Judy Novak present more formal methods 
to evaluate the severity or impact of intrusions for different 
applications. The severity evaluation is proposed to be a function of 
Criticality, Lethality, Counter- measures and Net Countermeasures. 
As can be inferred from their names, the subjective nature of 
these terms hampers their applicability in a flexible, diverse and 
user-driven system such as Clouds. Furthermore, the analysis 
is assumed to be performed by a human administrator which 
leads to manifold problems. First, metrics such as criticality and 
lethality are relative rather than absolute. Therefore, these require 
an in-depth knowledge of the system under attack, the attack 
itself and also the parameters defining the current status of the 
victim. Second, the metrics such as Countermeasures and Net 
Countermeasures are only applicable for well-known intrusions. 
Finally, manual analysis also deteriorates the response time for 
an intrusion. Common Vulnerability Scoring System (CVSS) 

defines three metric groups and a formula to calculate the impact 
of vulnerability. The objective of this method is to facilitate a 
system administrator to perform manual analysis 
So as to designate the impact factor of vulnerability before it is 
exploited. It does take into account custom security requirements 
by the notion of Environmental Metrics, but these are optional and 
do not affect the score unless explicitly included by the user. 
This approach has several limitations. First, it assumes manual 
execution of the whole process i.e. a representative of a user has 
to decide on the values of different metrics such as the availability, 
confidentiality and integrity impacts. These metrics then contribute 
to the resultant impact metric. Second, the metrics are overly 
abstract which impede a human’s ability to clearly specify the 
application specific metrics. For instance, availability, integrity 
and confidentiality are proposed to have three levels of impact i.e. 
none, partial or complete. These terms are too vague to accurately 
express the impact of vulnerability on a particular attribute of 
security. Therefore, it has been concluded that a more fine-grained 
analysis is required, facilitated by comprehensive representation 
of user requirements.
Junaid Arshad, Paul Townend The focus of this research is to 
investigate issues raised by the unique characteristics of virtual 
machine. In this paper, effort to identify and address one such 
problem: evaluating the level of attack severity for different virtual 
machines on the same physical machine has been presented. As 
described in the paper, the use of machine learning technologies 
facilitated by service level agreements has been proposed to 
achieve the objectives of this research. The evaluation conducted 
as part of this research reveals challenges and opportunities for 
further research in this domain. In particular, the data problem, 
i.e., the unavailability of appropriate datasets to conduct effective 
research has been highlighted. Although the results of the research 
were marred by lack of appropriate data, these are considered 
encouraging. The efforts presented in the paper also demonstrate 
the challenges involved in taming machine learning techniques 
and highlight opportunities for their use in related research. The 
research presented in the paper is envisaged to be extended to 
implementation with real cloud environments. In particular, it has 
been planned to contribute the research for improving the security 
of iVIC cloud infrastructure. In relation to this, efforts are underway 
to implement the proposed system with Xen hypervisor.

IV. Intrusion Detection and Severity System Model
Intrusion detection system are used to detect intrusion but why 
analysis? 
Severity analysis supports the fact that a particular malicious 
attempt can have a different degree of impact on different 
applications. It has been defined as the Level of Severity (LoS) 
of a security breach for a particular application. There can be 
different implications of this concept such as the invoking of an 
appropriate recovery mechanism based on the LoS of a particular 
attack.
As part of the methodology to address the severity analysis 
problem, it is believed that the severity problem can be treated 
as a special case of the traditional classification problem as it 
essentially involves segregating intrusion trails into different 
categories. Furthermore, machine learning techniques have been 
used to perform the intrusion severity analysis. The parameters 
used for the analysis include security requirements for guest virtual 
machines along with SLA state and the frequency of attack on a 
particular security requirement.
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The system proposed in [1] represents a method which can be 
used to tackle the problem. The practical implementation of the 
system is possible as per our study of problem definition.
As per the system implementation the output is obtained basically 
of 2 answers “valid or “invalid”. We also need the idea of two 
models of compute deterministic and non-deterministic.

P Type of Problem
These refer to how long it takes a program to run. Problems in class 
P can be solved with algorithms that run in polynomial time.

Fig. 2: Diagram for P, NP, NP-Complete and NP-Hard Problem

Say you have an algorithm that finds the smallest integer in an 
array. One way to do this is by iterating over all the integers of 
the array and keeping track of the smallest number you’ve seen 
up to that point. Every time you look at an element, you compare 
it to the current minimum, and if it’s smaller, you update the 
minimum.
How long does this take? Let’s say there are n elements in the 
array. For every element the algorithm has to perform a constant 
number of operations. Therefore we can say that the algorithm runs 
in O (n) time, or that the runtime is a linear function of how many 
elements are in the array. So this algorithm runs in linear time.
You can also have algorithms that run in quadratic time (O (n^2)), 
exponential time (O (2^n)), or even logarithmic time (O (log n)). 
Binary search (on a balanced tree) runs in logarithmic time because 
the height of the binary search tree is a logarithmic function of 
the number of elements in the tree. If the running time is some 
polynomial function of the size of the input, for instance if the 
algorithm runs in linear time or quadratic time or cubic time, then 
we say the algorithm runs in polynomial time and the problem it 
solves is in class P.
A decision problem is in P if there is a known polynomial- time 
algorithm to get that answer. The collection of all problems that 
can be solved in polynomial time is called P. That is, a decision 
question is in P if there exist an exponent k and an algorithm for 
the question that runs in time O (n^k) where n is the length of 
the input.

NP Type of Problem
Now there are a lot of programs that don’t (necessarily) run in 
polynomial time on a regular computer, but do run in polynomial 
time on a nondeterministic Turing machine. These programs solve 
problems in NP, which stands for nondeterministic polynomial 
time. A nondeterministic Turing machine can do everything a 
regular computer can and more. This means all problems in P 
are also in NP.

An equivalent way to define NP is by pointing to the problems 
that can be verified in polynomial time. This means there is not 
necessarily a polynomial-time way to find a solution, but once 
you have a solution it only takes polynomial time to verify that 
it is correct.
A decision problem is NP if there is a known polynomial-time 
algorithm for a Non-deterministic machine to get the answer. The 
collection of all problems that can be solved in polynomial time 
using non-deterministic is called NP. That is, a decision question 
is in NP if there exists an exponent k and a nondeterministic 
algorithm for the question that for all hints runs in time O(n^k) 
where n is length of the input. Problems known to be in P are 
trivially in NP –the nondeterministic machine just never troubles 
itself to fork another process, and acts just like a deterministic one. 
There are problems that are known to be neither in P nor NP.

NP-Complete Type of Problem
A problem is NP-Complete if you can prove that 

If it is in NP.1. 
Show that it’s poly-time reducible to a problem already known 2. 
to NP-complete.

NP-hard Type of Problem
What does NP-hard mean? A lot of times you can solve a problem 
by reducing it to a different problem. I can reduce Problem B to 
Problem A if, given a solution to Problem A, I can easily construct a 
solution to Problem B. (In this case, “easily” means “in polynomial 
time.”) . If a problem is NP-hard, this means I can reduce any 
problem in NP to that problem. This means if I can solve that 
problem, I can easily solve any problem in NP.
A problem is NP-hard if and only if it’s “at least as” hard as an 
NP-complete problem.

V. NPH AND NPC For System
In system proposed in [2] the problem arises when the system 
doesn’t show any output. When the system does not know what 
exactly is happening into the system. Like if Intrusion Detected 
may or may not affect the system’s security or it may create any un-
decidable problem then we can consider it as a NPH i.e. NP-Hard 
problem. Where one can’t decide what exactly is happening. 
But if we apply Severity Analysis technique by using Decision 
Tree or K-means algorithm which is a method which tries to 
classify objects based on attributes features the problem can be 
minimized. Hence, the problem falls under NP Complete.

VI. Conclusion
Cloud computing presents exciting opportunities to establish large 
scale computing infrastructures which are available on demand to 
fulfil customized user requirements. However, as with any other 
emerging paradigm, security underpins extensive adoption of 
Clouds. In addition to the contemporary security issues, Clouds 
present many security challenges which require dedicated efforts 
for their solution. This paper has focused on one such challenge 
i.e. intrusion detection and severity analysis problem for Clouds. 
In an effort to address this challenge, machine learning based 
approach can be used, which makes use of virtual machine specific 
parameters such as security requirements, SLA state and frequency 
of attack
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