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Abstract 
Privacy is one of the major concerns when publishing or sharing 
social network data for social science research and business 
analysis. Recently, researchers have developed privacy models 
similar to k-anonymity to prevent node re-identification through 
structure information. However, even when these privacy models 
are enforced, an attacker may still be able to infer one’s private 
information if a group of nodes largely share the same sensitive 
labels (i.e., attributes). In other words, the label-node relationship 
is not well protected by pure structure anonymization methods. 
Furthermore, existing approaches, which rely on edge editing or 
node clustering, may significantly alter key graph properties. In 
this paper, k-degree-l-diversity anonymity model that considers the 
protection of structural information as well as sensitive labels of 
individuals A novel anonymization methodology based on adding 
noise nodes has proposed. New algorithm by adding noise nodes 
into the original graph with the consideration of introducing the 
least distortion to graph properties most importantly completed the 
rigorous analysis of the theoretical bounds on the number of noise 
nodes added and their impacts on an important graph property. 
Extensive experiments used to evaluate the effectiveness of the 
proposed technique.
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I. Introduction 
With the rapid growth of social networks, such as Face book 
and Linked in, more and more researchers found that it is a great 
opportunity to obtain useful information from these social network 
data, such as the user behavior, community growth, disease 
spreading, etc. However, it is paramount that published social 
network data should not reveal private information of individuals. 
Thus, how to protect individual’s privacy and at the same time 
preserve the utility of social network data becomes a challenging 
topic. In this paper, a graph model where each vertex in the graph 
is associated with a sensitive label. Recently, much work has been 
done on anonym zing tabular micro data. A variety of privacy 
models as well as anonymization algorithms have been developed. 
In tabular micro data, some of the no sensitive attributes, called 
quasi identifiers, can be used to re-identify [1] individuals and 
their sensitive attributes. When publishing social network data, 
graph structures are also published with corresponding social 
relationships. As a result, it may be exploited as a new means to 
compromise privacy. A structure attack refers to an attack that uses 
the structure information, such as the degree and the sub graph of a 
node, to identify the node. To prevent structure attacks, a published 
graph should satisfy k-anonymity. The goal is to publish a social 
graph, which always has at least k candidates in different attack 
scenarios in order to protect privacy. Liu and Terzi did pioneer 
work in this direction that defined a k-degree anonymity model to 
prevent degree attacks (Attacks use the degree of a node).

A graph is k-degree anonymous if and only if for any node in 
this graph, there exist [4-5] at least k - 1 other node with the 
same degree. If an adversary knows that one person has three 
friends in the graph, he can immediately know that node 2 is that 
person and the related attributes of node 2 are revealed. K-degree 
anonymity can be used to prevent such structure attacks. However, 
in many applications, a social network where each node has 
sensitive attributes should be published. [2-3] For example, a 
graph may contain the user salaries which are sensitive. In this 
case, k-degree alone is not sufficient to prevent the inference of 
sensitive attributes of individuals. A graph that satisfies 2-degree 
anonymity but node labels is not considered. In it, nodes 2 and 3 
have the same degree 3, but they both have the label “80K.” If an 
attacker knows someone has three friends in the social network, 
he can conclude that this person’s salary is 80K without exactly 
re-identifying the node. Therefore, when sensitive labels are 
considered, the l-diversity should be adopted for graphs. Again, 
the l-diversity concept here has the same meaning as that defined 
over tabular data. For example, if the distinct l-diversity, for the 
nodes with the same degree, their associated sensitive labels must 
have l distinct values. For each distinct degree appearing in this 
graph, there exist at least two nodes. Moreover, for those nodes 
with the same degree, they contain at least two distinct sensitive 
labels. Thus, the attacker cannot re-identify a node or find the 
node-label relation with degree knowledge. In this paper, select the 
degree-attack, one of the popular attacks methods, to show design 
mechanisms to protect both identities and sensitive labels. 
With respect to other types of attacks, such as sub graph query 
attacks or hub node query attacks, that the key ideas proposed in 
this work can be adopted to handle them as well, though more 
complicated extensions may be needed Current approaches for 
protecting graph privacy can be classified into two categories: 
clustering and edge editing. Clustering is to merge a sub graph to 
one super node, which is unsuitable for sensitive labeled graphs, 
since when a group of nodes are merged into one super node, the 
node-label relations have been lost. Edge-editing methods keep the 
nodes in the original graph unchanged and only add/delete/swap 
edges. For example, to protect privacy, and convert it to satisfy 
3-degree anonymous and 3-diversity by adding edges.
However, edge editing may largely destroy the properties of 
a graph. The edge editing method sometimes may change the 
distance properties substantially by connecting two faraway nodes 
together or deleting the bridge link between two communities. In 
the distance between nodes 6 and 12 is changed from 5 to 1 hop. 
This phenomenon is not preferred. Mining over these data might 
get the wrong conclusion about how the salaries are distributed in 
the society. Therefore, solely relying on edge editing may not be a 
good solution to preserve data utility. To address this issue, A novel 
idea to preserve important graph properties, such as distances 
between nodes by adding certain “noise” nodes into a graph. 
This idea is based on the following key observation. Most social 
networks satisfy the Power Law distribution i.e., there exist a 
large number of low degree vertices in the graph which could 
be used to hide added noise nodes from being re-identified. By 
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carefully inserting noise nodes, some graph properties could be 
better preserved than a pure edge-editing method. 
 The distances between the original nodes are mostly preserved. 
Our privacy preserving goal is to prevent an attacker from re-
identifying a user and finding the fact that a certain user has a 
specific sensitive value. To achieve this goal, to define a k-degree-
l-diversity (KDLD) model for safely publishing a labeled graph, 
and then develop corresponding graph anonymization algorithms 
with the least distortion to the properties of the original graph, 
such as degrees and distances between nodes. 
 Analytical results to show the relationship between the number 
of noise nodes added and their impacts on an important graph 
property. Further conduct comprehensive experiments for both 
distinct l-diversity and recursive (c,l)-diversity to show our 
technique’s effectiveness.

II. Vertex Anonymization Methods
As mentioned earlier, an adversary can breach the privacy of 
a victim by locating the vertex of the victim and observing the 
information associated with that vertex. To prevent privacy 
breach, the published social graphs must be transformed from the 
original graph carefully to guarantee the privacy yet to preserve 
the utility, satisfying two requirements that are often conflict with 
each other.

A. Privacy Attacks on Vertex
Depending on the information associated with the vertices in a 
social graph, there are two types of privacy attacks on vertex: 
vertex re-identification and information re-association.

1. Vertex Re-identification Attacks
A simple requirement to hide private information in a social 
network graph is to remove personal identity, so that the link 
between people and their vertices is hidden. We call this type 
of social network graphs trivially anonym zed. Studies (Backs 
term et al., 2007; Hay et al., 2008; Zhou & Pei, 2008) show that 
a trivially anonym zed graph does not sufficiently protect privacy 
against a vertex re-identification attack whereby an adversary 
uses some background knowledge about a victim to determine 
the vertex of that person. Two types of background knowledge 
has been used in vertex re-identification attacks: vertex attributes 
and topological graph features.
Using vertex attributes to re-identify the vertex of a victim is 
similar to finding the tulle of a victim in a published data table 
(Agrawal & Srikant, 2000; Samarati & Sweeney, 1998), where 
the labels of vertices are viewed as topples in a data table. Some 
attributes of the table, such as age, gender, or zip code, can be 
used to identify individuals and are called the quasi identifier 
(QI). Other attributes of the table, such as disease or salary, are 
considered the sensitive attribute (SA). Although no personal 
identity is included in the table, an adversary can still re-identify 
a victim in the table using the quasi-identifier, and observe the 
values in sensitive attributes.
Wondracek et al. (Wondracek et al., 2010) described an attack 
using group membership of a social network (as a QI) to re-identify 
the vertex of a victim in a social graph. The group membership of 
a member is a list of the public groups that the member participates 
in the social network site. The adversary can obtain the list of 
group memberships of a victim by hijacking the victim’s browsing 
history through a security attack towards the victim’s web browser. 
The stolen group membership listing is used to build a fingerprint 
of the victim. The public group membership listing of each vertex 

in a published trivially anonymized social graph is used to build 
a fingerprint for that vertex. By comparing the fingerprint of the 
victim with the fingerprints of vertices, the victim’s vertex is re-
identified, and other information about the victim is completely 
disclosed.
Topological graph feature is another type of background knowledge 
often used in the vertex re-identification attack (Back storm 
et al., 2007; Hay et al., 2008; Liu & Terzi, 2008; Zhou & Pei, 
2008; Narayanan & Shmatikov, 2009), such as, vertex degree 
(Liu & Terzi, 2008), vertex neighborhood (Zhou & Pei, 2008), 
or some other structural features (Hay et al., 2008). In this case, 
the adversary can use her knowledge about the victim, such as 
how many friends the victim has on a social network, to infer a 
structural feature of the person’s vertex. The adversary can then use 
this structural feature to partition the vertices of a trivially anonym 
zed graph into equivalence classes, so that each equivalence class 
contains vertices that have the same graph feature. The victim’s 
vertex is identified if the equivalence class with the graph feature of 
the victim has a single vertex. The adversary may obtain the graph 
feature of a victim by actively participating in a social network 
site (Back storm et al., 2007), or by scrapping another network 
site to explore the overlapping structure among graphs of several 
social network sites (Narayanan & Shmatikov, 2009).

2. Information Re-Association Attacks
Instead of publishing a trivially anonymized social graph, one may 
want to publish a social graph in which each vertex is associated 
with a pseudo-identity and no private information. There has been 
a number of attacks to this type of social graphs using various 
statistics models, data mining techniques, and security attacks to 
discover the hidden private information of a victim.

(i). Using Statistics Models
Zheleva and Getoor (Zheleva & Getoor, 2009) presented a set of 
inference models that can infer sensitive attribute values of users 
in a social graph. The social graph contains various types of data 
about users, such as links between users, group memberships, 
locations, and gender. They show that the sensitive attribute value 
of a user not published in the social graph could be estimated from 
the published graph. For example, using a friend-aggregate model, 
the probability of the (unpublished) location of the victim can be 
estimated from the frequencies of the locations of the victim’s 
friends who do not consider their locations sensitive.

(ii). Using Data Mining Techniques
Mao et al. (Huina Mao, 2011) noticed that Twitter or Face book 
users unwittingly disclose their private information in tweets or 
comments. They analyzed the disclosure of three types of private 
tweets on Twitter.com, namely, those divulging vacation plans, 
tweeting under the influence of alcohol, and revealing medical 
conditions. They built classifiers to automatically detect tweets 
of these three topics in real time and demonstrated a real threat 
to the privacy of users. The private tweets are publicly accessed 
from vertices in a published social graph, thus their automatic 
private information detection is a privacy attack on the vertices 
of the graph.

(iii). Using Computer Security Attack
Traditional computer security attacks can also be used to breach 
people’s privacy. For example, the Sybilattack (Fong, 2011) can 
be used to view a victim’s hidden profile on a social network. A 
social networking site could grant a user the right to view other 
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user’s profile according to the user’s reputation, so that a person 
with higher reputation is allowed to view information of more 
people (or equivalently a larger portion of the graph of the social 
network). Using a Sybil attack an adversary with a low reputation 
will create a large number of pseudonymous entities and use these 
entities to inflate her reputation disproportionately. As a result, 
she can gain access to victim’s information that would otherwise 
be forbidden.

B. Vertex Anonymization Methods
Many tabular data anonymization methods (Wang et al., 2004; 
Aggarwal et al., 2005; Lefebvre et al., 2005; Aggarwal, 2005; 
Aggarwal & Yu, 2004) were developed in the past ten years 
based on k-anonymity (Sama-rati & Sweeney, 1998). Although 
those methods were not initially designed for graph data, they 
can be applied easily to anonymize vertex labels in social graphs 
so that vertex re-identification attacks based on vertex attributes 
can be prevented. To use these k-anonymity methods, we view 
vertex labels as topples in a data table and determine the QI and 
SA attributes. These methods can then be used to generalize QI 
values in the data and to group tuples by their generalized QI 
values. Each QI group will contain at least tuples. As a result, for 
each generalized vertex label, there are at least k vertices with 
that label, and vertex re-identification is prevented. However, as 
Machanavajjhala et al. (Machanavajjhala et al., 2006) has pointed 
out, sensitive information can still be disclosed if all tuples in a QI 
group have the same sensitive value. To solve this problem, they 
propose dl-diversity as a privacy measure, which requires each 
QI group to contain at least l well-represented sensitive values. 
Following this work, many l-diversity based methods (Wong et 
al., 2006; Xiao & Tao, 2006; Li & Li, 2007; Xiao & Tao, 2007) 
were proposed to improve both the privacy and the utility. These 
methods can also be applied to anonymize vertex labels.
Recently, many vertex anonymization methods (Liu & Terzi, 
2008; Zhou & Pei, 2008; Hay et al 2008; Zou et al., 2009) were 
proposed to prevent vertex re-identification attacks that use only 
graph features. Many of these methods are inspired by thek-
anonymity concept (Wang et al., 2004; Aggarwal et al., 2005; 
LeFevre et al., 2005; Aggarwal, 2005; Aggarwal & Yu, 2004). In 
the context of social graphs, these methods partition the vertices in 
the graph according to a given graph feature. The partition consists 
of a set of vertex equivalence classes (VECs) so that all vertices 
in a VEC have the equivalent graph feature, say the identical 
degree or isomorphic neighborhood. Based on the concept of the 
k-anonymity, these vertex anonymization methods guarantee that 
each VEC contains at least k vertices. By using different graph 
features, these methods obtain an anonymized social graph by 
altering the structure of the original social graph, resulting in 
different level of privacy guarantees and graph quality. In the 
following, we briefly discuss a number of vertex anonymization 
methods in terms of the graph features they use.

1. Vertex Degree
Liu and Terzi (Liu & Terzi, 2008) considers a vertex re-identification 
attack that uses vertex degree to partition a social graph. Their 
anonymization method uses edge deletion or edge addition to 
construct k-anonymity graph that preserves the vertex degree 
distribution of the original graph.

2. Neighborhood
Zhou and Pei (Zhou & Pei, 2008) considers a vertex re-
identification attack that partitions a social graph according to 

the neighborhoods of vertices. The neighborhood of a vertex will 
include direct neighbors of the vertex and the edges among these 
neighbors Their anonymization method also uses edge addition/
deletion to construct a graph in which every vertex has the same 
neighborhood (In terms of structural isomorphism) as at least k 
1 other vertices This method uses the number of edges changed 
during anonymization as a measure of utility loss, and tries to 
make as little edge change as possible.

3. Hub Connections
Hay et al. (Hay et al., 2008) considers a variety of vertex re-
identification attacks that partition social graphs using vertex degree 
and various sub-graph structures, including the neighborhood 
of vertex (Zhou & Pei, 2008). In addition, they also consider 
attacks that make use of a hub fingerprint of a vertex. A hub is a 
node in a network that has a high degree and high centrality (i.e., 
passed through by many shortest paths) and the hub fingerprint 
of a vertex is the set of lengths of the shortest paths from the 
vertex to hub nodes in graph. Their method partitions the graph 
via a simulated annealing, which repeatedly modifies the graph 
partition to satisfy k-anonymity (to have at least k vertices in 
each group) and to maximize a special likelihood that measures 
how well the anonym zed graph fits the original graph. Once the 
partition is done, each vertex group is replaced by a supernode 
and each edge group by a super edge. Since the graph topology 
of vertices in a supernode is hidden, the vertex re-identification 
attack is prevented. Thus, the graph partition is not based on any 
specific graph feature. However, the privacy guaranteed is weaker 
than the method based on the graph auto Orphism

III. Related Work 

A. Project Overview 
To secure sensitive Information in social network data 
anonymization using k-degree-l-diversity anonymity model 

B. Scope of Project 
Privacy is one of the major concerns when publishing or 1. 
sharing social network data for social science research and 
business analysis. 
The label-node relationship is not well protected by pure 2. 
structure anonymization methods. 
k-degree-l-diversity anonymity model that considers the 3. 
protection of structural information as well as sensitive labels 
of individuals. 
Adding noise nodes into the original graph with the 4. 
consideration of introducing the least distortion to graph 
properties. 

C. Edge-Editing –Based Model 
The edge editing- based model is to add or delete edges to make 
the graph satisfy certain properties according to the privacy 
requirements. Most edge-editing-based graph protection models 
implement k-anonymity of nodes on different background 
knowledge of the attacker. 
Liu and Terzi defined and implemented k-degree-anonymous 
model on network structure that is for published network, for 
any node, there exists at least other k-1 nodes have the same 
degree as this node. 
Zhou and Pei considered k-neighborhood anonymous model: for 
every node, there exist at least other k-1 nodes sharing isomorphic 
neighborhoods. 
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D. Clustering-Based Model 
Clustering-based model is to cluster “similar” nodes together 
to form super nodes. Each super node represents several nodes 
which are also called a “cluster.” Then, the links between nodes 
are represented as the edges between super nodes which is called 
“super edges.” Each super edge may represent more than one edge 
in the original graph. The graph that only contains super nodes 
and super edges are called as clustered graph. 

Disadvantages 
Simply removing the identifiers in social networks does not • 
guarantee privacy 

IV. Proposed System 
A. Stalin Irudhaya Raj et al, International Journal of Computer 
Science and Mobile Applications, k-degree anonymity with 
l-diversity to prevent not only the re-identification of individual 
nodes but also the revelation of a sensitive attribute associated 
with each node. If the k-degree-l-diversity constraint satisfies 
create KDLD graph. A KDLD graph protects two aspects of each 
user when an attacker uses degree information to attack a novel 
graph construction technique which makes use of noise nodes 
to preserve utilities of the original graph. Two key properties 
are considered: Add as few noise edges as possible. Change the 
distance between nodes as less as possible. The noise edges/
nodes added should connect nodes that are close with respect 
to the social distance. There exist a large number of low degree 
vertices in the graph which could be used to hide added noise 
nodes from being re-identified. By carefully inserting noise nodes, 
some graph properties could be better preserved than a pure edge-
editing method.

Advantages 
It helps publishers publish a unified data together to guarantee • 
the privacy. 
Low overhead. • 
Preserve social Distance.• 

V. Conclusion 
In this paper, k-degree-l-diversity model has implemented for 
privacy preserving social network data publishing. Implementation 
of both distinct l-diversity and recursive (c, l)-diversity also 
happened. In order to achieve the requirement of k-degree-l-
diversity, a noise node adding algorithm to construct a new 
graph from the original graph with the constraint of introducing 
fewer distortions to the original graph. Rigorous analysis of the 
theoretical bounds on the number of noise nodes added and their 
impacts on an important graph property. Extensive experimental 
results demonstrate that the noise node adding algorithms can 
achieve a better result than the previous work using edge editing 
only. It is an interesting direction to study clever algorithms 
which can reduce the number of noise nodes if the noise nodes 
contribute to both anonymization and diversity. Another interesting 
direction is to consider how to implement this protection model in 
a distributed environment, where different publishers publish their 
data independently and their data are overlapping. In a distributed 
environment, although the data published by each publisher satisfy 
certain privacy requirements, an attacker can still break user’s 
privacy by combining the data published by different publishers 
together. Protocols should be designed to help these publishers 
publish a unified data together to guarantee the privacy.
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