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Abstract 
Internet is moving from IPv4 to IPv6. Due to increasing number to 
users every day, IPv4 is facing the problem of address exhaustion. 
IPv4 Internet is handling more number of people than it was 
designed to handle. IPv4 has outgrown.  So now we need to 
make a transition to IPv6 as it has become a necessity. But due 
to some reasons, the deployment of IPv6 has been happening at 
a slow rate. This paper explains and provides information about 
the transitioning to IPv6 from IPv4. The paper also explains about 
IPv4 and IPv6 with their features and also explains the short 
comings or the reasons due to which this transition became a 
necessity. It also discusses the advantages of IPv6. In the end, 
it explains the different mechanisms that are specified by IETF 
for transition of IPv4 to IPv6 and the merits and demerits for the 
same.
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I. Introduction
Internet is a global computer network which connects millions 
of computer networks and devices to each another so that they 
can communicate with each other and can exchange information 
in form of messages or computer files. Internet provides 
communication facilities globally to business, government, 
universities, schools and homes. Internet is a network of millions 
of computer networks. 
The invention of internet can be traced back to 1950s which 
began with the development of electronic computers. The major 
development took place in USA, Great Britain and France which 
provided the initial concepts of Packet Networking.  US Department 
of Defence developed ARPANET, which would become the first 
network to use Internet Protocol. The first message in history of 
Internet was sent over ARPANET. 
Interconnected computers on different networks transmit data 
through IP or the internet protocol. Internet Protocol is a special 
type of Packet switching technique. IP was developed in 1970s 
and is the main network protocol which is used on the Internet. 
IP supports unique addressing for computers on a network. Most 
networks use the Internet Protocol version 4 (IPv4) standards that 
features IP addresses four bytes (32 bits) in length. The newer 
Internet Protocol version 6 (IPv6) standard features addresses 16 
bytes (128 bits) in length [1].  The main reason for development 
of IPv6 was that IPv4 had a major problem of address exhaustion 
which is its major limitation. 

II. Internet Protocol Version 4(IPv4)
Internet Protocol version 4 (IPv4) is the fourth version of the 
Internet Protocol (IP) and is currently majorly used version of 
IP.  It is one of the most important internet protocols and routes 
most of the internet traffic. IPv4 is a connectionless protocol and 
is used on packet-switched networks. IPv4 operates on best effort 

delivery model, and does not guarantee packet delivery, nor does 
it assures avoidance of duplicate delivery or proper sequencing 
of data. These are addressed by Transmission Control Protocol 
(TCP). 

A. Important Features of IPv4

1. Addressing
IPv4 uses 32 bits addresses. So the total address space is limited 
to 4294967296 (2^32) addresses. This number was not enough, 
and as the number of users increased, the number of unassigned 
addresses decreased. It led to IPv4 address exhaustion.

B. Classes of IPv4
IPv4 has 5 types of classes, namely A, B, C, D, and E. 

Class A :  2^31 = 2,147,483,647 addresses, 50%• 
Class B :  2^30 = 1,073,741,824 addresses, 25%• 
Class C : 2^29 =  536,870,912 addresses, 12.5%• 
Class D : 2^28 = 268,435,456 addresses, 6.25%• 
Class E : 2^28 = 268,435,456 addresses, 6.25%• 

Fig. 1: Types of IPv4 Classes and Their Address Allocation

1. Security
No authentication or encryption is done. So the security in IPv4 
is limited. Due to this, it gets exposed and has higher chances for 
address deception and denial of service attacks.

2. Packet Header
Ipv4 packet header contains 20 bytes of information and is 32 
bit in size. It contains total of 14 fields, out of which 13 fields 
are required and the last one named ‘options’ is optional. Hence 
packet header can be said to be of variable length. The packet 
header for IPv4 is shown below. 
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Fig. 2: IPv4 Packet Header

III. Internet Protocol Version 6 (IPv6)
IPv6 is the latest version of Internet Protocol. It was developed 
by IETF to tackle the problem of address exhaustion. IPv6 is the 
next generation protocol for the Internet.  IPv6 addresses are 16 
bytes long, in contrast to IPv4’s 4 byte addresses.
Important Features of IPv6:

Addressing
IPv6 uses 128-bit address. So the total address space can 
accommodate 2^128 or around 3.4 ×10^38 addresses. It is to be 
believed that this number of addresses might never get exhausted 
as it is a very large number.  

Security
This version of Internet protocol involves security authentication 
as well as encryption. 

Packet Header
The IPv6 Packet Header is found at the start of every IPv6 Packet. 
It is always 40 bytes in length. It is twice the size of the IPv4 Packet 
Header (which results in 20 bytes of additional overhead in every 
IPv6 packet, compared to IPv4), yet has fewer fields. This is due to 
the far larger (4X) Source Address and Destination Address fields. 
It not only has fewer fields, it is actually much simpler. [2] 

Fig. 3: IPv6 Packet Header
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IV. Advantages of IPv6 OVER IPv4
With IPv6, everything from appliances to automobiles can be 
interconnected. But an increased number of IT addresses isn’t 
the only advantage of IPv6 over IPv4. 

A. More Efficient Routing
IPv6 reduces the size of routing tables and makes routing more 
efficient and hierarchical. IPv6 allows ISPs to aggregate the 
prefixes of their customers’ networks into a single prefix and 
announce this one prefix to the IPv6 Internet. In addition, in 
IPv6 networks, fragmentation is handled by the source device, 
rather than the router, using a protocol for discovery of the path’s 
Maximum Transmission Unit (MTU).

B. More Efficient Packet Processing
IPv6’s simplified packet header makes packet processing more 
efficient. Compared with IPv4, IPv6 contains no IP-level checksum, 
so the checksum does not need to be recalculated at every router 
hop. Getting rid of the IP-level checksum was possible because 
most link-layer technologies already contain checksum and error-
control capabilities. In addition, most transport layers, which 
handle end-to-end connectivity, have a checksum that enables 
error detection.

C. Directed Data Flows
IPv6 supports multicast rather than broadcast. Multicast allows 
bandwidth-intensive packet flows (like multimedia streams) to 
be sent to multiple destinations simultaneously, saving network 
bandwidth. Disinterested hosts no longer must process broadcast 
packets. In addition, the IPv6 header has a new field, named Flow 
Label, that can identify packets belonging to the same flow.

D. Simplified Network Configuration
Address auto-configuration (address assignment) is built in to 
IPv6. A router will send the prefix of the local link in its router 
advertisements. A host can generate its own IP address by 
appending its link-layer (MAC) address, converted into Extended 
Universal Identifier (EUI) 64-bit format, to the 64 bits of the local 
link prefix.

E. Support for New Services
By eliminating Network Address Translation (NAT), true end-
to-end connectivity at the IP layer is restored, enabling new and 
valuable services. Peer-to-peer networks are easier to create and 
maintain, and services such as VoIP and Quality of Service (QoS) 
become more robust.

F. Security
IPSec, which provides confidentiality, authentication and data 
integrity, is baked into in IPv6. Because of their potential to carry 
malware, IPv4 ICMP packets are often blocked by corporate 
firewalls, but ICMPv6, the implementation of the Internet Control 
Message Protocol for IPv6, may be permitted because IPSec can 
be applied to the ICMPv6 packets [3].

V. Transition From IPv4 to IPv6

The most important criteria for an easy and successful progression 
from Internet Protocol Version 4 to Internet Protocol Version 6 is 
the compatibility between the two protocols. It is very difficult 
for a router to make a complete shift from IPv4 to IPv6 in less 
time. This is because as greater number of routers and other 

networking devices are currently using IPv4. The techniques for 
proper transition from IPv4 to IPv6 are mentioned below:

A. Dual Stack Transition Mechanism
Dual-stack is among the most widely used techniques for IPv6 
transition. It makes a communication connection between an 
IPv6 network and IPv4 hosts and routers. It provides supports 
to both protocols: IPv4 and IPv6. Their nodes might consist of 
‘configuration switch’. Configuration switch is a component used 
which is used to enable or disable any one of the stacks. It can 
have 3 modes of operation:

IPv4 only - IPv4 stack gets enabled and IPv6 stack gets • 
disabled.
IPv6 only - IPv6 stack gets enabled and IPv4 stack gets • 
disabled.
Both IPv4 and IPv6 stacks enabled.• 

How does DSTM work?
The DSTM architecture consists of three major parts:

DSTM Client - dual-stack node running the DSTM client • 
software which requests the IPv4 address from the DSTM 
server; allows host on the IPv6 network to communicate with 
IPv4 applications or hosts.
DSTM Server - a dual-stack node running the DSTM server • 
software which provides IPv4 address allocation along with 
the IPv6 address of the DSTM Gateway / TEP.
DSTM Gateway or Tunnel End Point (TEP) - performs the • 
encapsulation and decapsulation of tunnelled packets. 

When a host in the IPv6-only domain needs to communicate in 
IPv4, it queries the DSTM server for a temporary IPv4 address. 
The DSTM server provides a temporary IPv4 address for the 
host from the address pool, including its validity time, along with 
the IPv6 TEP address. Following this, the host (DSTM client) 
builds its IPv4 packet with the allocated address information and 
forwards to the TEP. The TEP then decapsulates the packet and 
forwards it to the destination. All the IPv4 packets coming from 
the client are tunnelled to the TEP to perform encapsulation and 
decapsulation of the IPv4 packets. The TEP stores the mappings 
between the IPv4 and IPv6 addresses [4].

Fig. 4: Dual Stack Mechanism

Advantages of DSTM:
Easy to understand and implement.1. 
Direct method for a smooth transition.2. 
Based on standard protocols.3. 

Disadvantages of DSTM
Decreases the performance of devices.1. 
Network complexity and cost increased.2. 
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B. Tunnelling Mechanism
The term “tunnelling” refers to a method of wrapping one of the 
versions of IP in the other version so transmission of data can take 
place over a network that initially did not allowed/supported the 
wrapped IP version. We can also say that tunnelling is translation 
mechanism which is used to make establish connection between 
the confined IPv4 networks distributed in an IPv6 network or 
vice-versa. In short, tunnelling mechanism is used to bridge 
incompatible networks in the system. It is usually applied in a 
point-to-point or sequential manner.
In this technique, if two IPv6 networks want to communicate with 
each other over an IPv4 network, then a tunnel is set up with the 
help of Dual Stack device. Now another header is added to the 
packet. The added header is of IPv4. This allows IPv6 networks to 
communicate with each other over IPv4 network. Thus, tunnelling 
facilitates internetworking between IPv6 networks without the 
up-gradation of the entire IPv4 network.

Fig. 5: Tunnelling of IPv6 over IPv4 Network

Fig. 6: Insertion of IPv4 Header into IPv6 Packet

The Tunnels Can be of Two Types:
Automatic Tunnels: In automatic tunnels, the tunnels are • 
created by the devices on their own to end point routers so 
that IPv6 packets can be shipped over IPv4 network.
Configured Tunnel: In configured tunnels, the tunnel is • 
manually configured by network administrators within the 
endpoint routers at each end.

Advantages:
Easy to implement over existing IP4 network.1. 
Best technique for older legacy equipment. 2. 
Easy to use at the early stage of transition.3. 

Disadvantages:
Breakdown of tunnel will fail the network. 1. 
Creation of tunnel can be costly.2. 

C. Translational Mechanism
Translational Mechanism is a technique for translating the IP 
packets from one protocol to another i.e. from IPv6 to IPv4 and 
IPv4 to IPv6. The devices used in translational mechanism are 
always located on the corner points of two networks. 

There are two types of Translational mechanism based upon SIIT 
(Stateless IP/ICMP Translation algorithm) algorithm:

1. Bump in the Stack(BIS) Mechanism
Bump in the stack mechanism is a translational mechanism. It 
consists of translator module and TCP Protocol. It also contains 
3 bump components namely: 

Extension name resolver:  It examines DNS lookups to • 
determine whether the peer node is IPv6-only.
Address Mapper: It allocates a temporary IPv4 address to the • 
IPv6 peer and caches the address mapping.
Translator: It translates packets between IPv4 and IPv6 • 
protocol.

Packets from IPv4 applications flow into the TCP/IPv4 protocol 
module. The identified packets are translated into IPv6 packets 
and then forwarded to the IPv6 protocol module.

2. NAT
NAT stands for Network Address Translation Protocol. It is a 
translation mechanism which is used as an IPv4 to IPv6 translator. 
The NAT-PT Nodes are at the boundaries between IPv6 and IPv4. 
Each node maintains a pool of globally routable IPv4 addresses, 
which are dynamically assigned to IPv6 nodes when sessions are 
initiated across the IPv6/IPv4 boundary. This mechanism allows 
native IPv6 nodes and applications to communicate with native 
IPv4 nodes and applications, and vice versa. NAT-PT architecture 
includes an Application Layer Gateway (ALG) functionality 
that translates Domain Name System (DNS) mappings between 
protocols. but due to numerous problems, it has been obsolete 
by RFC 4966 and deprecated to historic status. The translation from 
IPv4 to IPv6 using NAT-PT router is shown in figure below.

Fig. 7: NAT-PT Translation Mechanism

Advantages
Provides translation at lower cost.1. 
Provides a hassle free migration to IPv6.2. 
IPv4 Network infrastructure need not be changed substantially 3. 
to provide services to IPv6 networks.

Disadvantages
Not supported on end-to-end basis.1. 
Single point of failure.2. 
Due to ALG functionality, hindrances are caused and the 3. 
deployment of NAT-PT becomes difficult. 

VI. Problems in Implementing IPv6
Deployment of IPv6 is not easy and considered to be a challenge 
for service providers. IPv6 and IPv4 are incompatible with each 
other for their deployment at the packet level. There are various 
practical issues due to which Translation services are disrupted. 
So, we have to consider IPv4 and IPv6 as separate networks. 



IJCST  Vol. 6, ISSue 1, Jan - MarCh 2015

w w w . i j c s t . c o m InternatIonal Journal of Computer SCIenCe and teChnology  187

 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

Each network has hosts and routers which have two different 
protocol stacks in case devices need to access both networks. 
During implementation, we also encounter one more challenge, 
that is, 32 to 128 bit jump or jump from 32 bit IPv4 to 128 bit IPv6. 
Implementing IPv6 is almost similar to implementing a brand new 
technology including project risk. If one is planning to deploy 
IPv6, vast experience with targeted protocol is also required. 
Hence, judicious use of time would be required for facing the 
complexities faced during proper transition from IPv4 to IPv6.

VII. Conclusion
Even though IPv4 had an incredible durability, but exhaustion of 
address space is its major limitation which made is necessary to 
develop IPv6. IPv6 provides solution to the problem of exhaustion 
of address space as it has a very large address space. In the future, 
as the number of internet users will increase across the globe, the 
number of internet based devices will increase, IPv6 will be very 
beneficial. But presently a very large number of internet users 
are using IPv4. So a complete transition from IPv4 to IPv6 is not 
possible at this instant. The paper provides transition mechanism 
along with information about IPv4 and IPv6, and also states the 
advantages of IPv6 over IPv4. 
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