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Abstract
Privacy is one of the friction points that emerge when 
communications get mediated in Online Social Networks 
(OSNs). Different communities of computer science researchers 
have framed the ‘OSN privacy problem’ as one of surveillance, 
institutional or social privacy. In tackling these problems they 
have also treated them as if they were independent. We argue that 
the different privacy problems are entangled and that research on 
privacy in OSNs would benefit from a more holistic approach. In 
this article, we first provide an introduction to the surveillance and 
social privacy perspectives emphasizing the narratives that inform 
them, as well as their assumptions, goals and methods. We then 
juxtapose the differences between these two approaches in order 
to understand their complementarily, and to identify potential 
integration challenges as well as research questions that so far 
have been left unanswered.
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I. Introduction
We distinguish three types of privacy problems that researchers 
in computer science tackle. The first approach addresses the 
“surveillance problem” that arises when the personal information 
and social interactions of OSN users are leveraged by governments 
and service providers. 
The second approach addresses those problems that emerge through 
the necessary renegotiation of boundaries as social interactions 
get mediated by OSN services, in short called “social privacy”. 
The third approach addresses problems related to users losing 
control and oversight over the collection and processing of their 
information in OSNs, also known as “institutional privacy”. 

II. Advantages of Proposed System
In this article, we argue that these different privacy problems are 
entangled, and that OSN users may benefit from a better integration 
of the three approaches.
The goal of PETs in the context of OSNs is to enable individuals to 
engage with others, share, access and publish information online, 
free from surveillance and interference. Ideally, only information 
that a user explicitly shares is available to her intended recipients, 
while the disclosure of any other information to any other parties 
is prevented.

 III. Implimentation
Implementation is the stage of the project when the theoretical 
design is turned out into a working system. Thus it can be 
considered to be the most critical stage in achieving a successful 
new system and in giving the user, confidence that the new system 
will work and be effective. The implementation stage involves 
careful planning, investigation of the existing system and it’s 
constraints on implementation, designing of methods to achieve 
changeover and evaluation of changeover methods.

Fig. 2: Example of Social Network Visualization

A. Modules     
After careful analysis the system has been identified to have the 
following modules:

The Social Privacy Module• 
Surveillance Module• 
Institutional Privacy Module• 
Approach To Privacy As Protection Module• 

1. The Social Privacy Module 
Social privacy relates to the concerns that users raise and to 
the harms that they experience when technologically mediated 
communications disrupt social boundaries. The users are thus 
“consumers” of these services.
 They spend time in these (semi-)public spaces in order to socialize 
with family and friends, get access to information and discussions, 
and to expand matters of the heart as well as those of belonging. 
That these activities are made public to ‘friends’ or a greater 
audience is seen as a crucial component of OSNs.
In Access Control, solutions that employ methods from user 
modeling aim to develop “meaningful” privacy settings that are 
intuitive to use, and that cater to users’ information management 
needs.

2. Surveillance Module
With respect to surveillance, the design of PETs starts from the 
premise that potentially adversarial entities operate or monitor 
OSNs. 
These have an interest in getting hold of as much user information 
as possible, including user-generated content (e.g., posts, pictures, 
private messages) as well as interaction and behavioral data (e.g., 
list of friends, pages browsed, ‘likes’).
Once an adversarial entity has acquired user information, it may 
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use it in unforeseen ways – and possibly to the disadvantage of 
the individuals associated with the data.

3. Institutional Privacy Module
The way in which personal control and institutional transparency 
requirements, as defined through legislation, are implemented 
has an impact on both surveillance and social privacy problems, 
and vice versa.
Institutional privacy studies ways of improving organizational 
data management practices for compliance, e.g., by developing 
mechanisms for information flow control and accountability in 
the back end.
 The challenges identified in this paper with integrating surveillance 
and social privacy are also likely to occur in relation to institutional 
privacy, given fundamental differences in assumptions and 
research methods.

4. Approach to Privacy as Protection Module: 
The goal of PETs (“Privacy Enhancing Technologies”) in the 
context of OSNs is to enable individuals to engage with others, 
share, access and publish information online, free from surveillance 
and interference. Ideally, only information that a user explicitly 
shares is available to her intended recipients, while the disclosure 
of any other information to any other parties is prevented. 
Furthermore, PETs aim to enhance the ability of a user to publish 
and access information on OSNs by providing her with means to 
circumvent censorship.

IV. Objective of Project

A. Approaches to Privacy in Computer Science
In the previous section we showed that both in media discourse, as 
well as in research, the Surveillance and social privacy perspectives 
are treated as separate problems. Next, we turn our attention to the 
corresponding privacy research traditions in computer science. We 
give a short overview of some of their assumptions, definition of the 
privacy problem, methods, objectives, and proposed solutions.

B. Privacy as Protection From Surveillance and 
Interference
The set of technologies that we refer to as “Privacy Enhancing 
Technologies” (PETs) grew out of cryptography and computer 
security research, and are thus designed following security 
engineering principles, such as threat modeling and security 
analysis. Classical security technologies were developed for 
national security purposes, and later, for securing commercial 
information and transactions. They were meant to protect state 
and corporate secrets, and to shield organizational operations from 
disruptions. The privacy problems addressed by PETs are in many 
ways a reformulation of old security threats, such as confidentiality 
breaches or denial of service attacks. This time however, ordinary 
citizens are the intendedusers of the technologies, and surveillant 
assemblages are the threatening entities from which they need 
protection.
Unsurprisingly, the quintessential user and use of PETs is the 
‘activist’ engaged in political dissent.
The goal of PETs in the context of OSNs is to enable individuals to 
engage with others, share, access and publish information online, 
free from surveillance and interference.Ideally, only information 
that a user explicitly shares is available to her intended recipients, 
while the disclosure of any other information to any other parties is 
prevented. Furthermore,PETs aim to enhance the ability of a user 

to publish and access information on OSNs by providing her with 
meansto circumvent censorship. With respect to surveillance, the 
design of PETs starts from the premise that potentially adversarial 
entities operate or monitor OSNs. These have an interest in getting 
hold of as much user information as possible, including user-
generated content.
The emphasis of PETs is thus on preventing (or at least limiting) 
the disclosure of user information, with the assumption that 
controlling how information is used after disclosure is impossible. 
The difficulty of control after disclosure is best illustrated by 
OSN “privacy settings”. Privacy settings allow users to express 
their preferences with respect to the revelation and concealment 
of their data. These settings, however, typically do not contain 
options for hiding the information from the OSN provider itself, 
who by design has access to the information of all users. Further, 
users rely on the OSN provider for enforcing their settings, which 
introduces additional risks. For example, in the last years, Facebook 
introduced multiple changes to the privacy settings interface and 
added new features (e.g., Newsfeed) that increased the availability 
of user information irrespective of their settings. These incidents 
underscore that, in practice, configuring the privacy settings is a 
symbolic act that does not provide users with effective control 
over the visibility of their information.
Instead of relying on the provider to enforce privacy settings, 
PETs leverage cryptography so that users themselves have the 
ability to prevent unwanted disclosures. Solutions in this space 
include browser plug-ins such as Scramble!  Scramble! allows 
users to specify the set of friends designated as the “intended 
audience” of a status update or comment. The content is encrypted 
prior to being shared in the OSN, so that only friends who are 
part of the “intended audience” are able to decrypt it. The use 
of cryptography ensures that the content isnot disclosed to OSN 
providers or other third parties, curtailing their ability to perform 
surveillance. Furthermore, if the OSN provider fails to respect the 
user’s settings, only encrypted  information is revealed to other 
(unauthorized) OSN users.

C. Privacy as Expectations, Decision Making, and 
Practic
Scholars in Human Computer Interaction (HCI) and Access 
Control (we restrict ourselves to research on user-centric access 
control at the intersection of HCI and User Modeling  there is 
greater body of work on OSN access control models that focuses 
on the formal properties of these rather than on user needs) have 
taken up the challenge of tackling social privacy in OSNs. In 
this research, the privacy problems users face are investigated 
through qualitative and quantitative studies. The users are 
consumers of OSN services whose concerns may show variety 
depending on demographics like gender, age, education, urbanity 
and technical skills. The results of these studies help to explore 
design mechanisms and principles that enable users to establish 
appropriate privacy practices.
In HCI research it is assumed that technical solutions that equate 
privacy with concealment are too rigid to accommodate the 
users’ practices. Information concealment does not necessarily 
imply privacy, and disclosure is not inevitably associated with 
(undesirable) accessibility. Daily practices, such as making 
explicit that you do not want to be disturbed, illustrate that a 
disclosure can be used to negotiate privacy boundaries. Further, 
studies show that users develop their own strategies to maintain 
their privacy and manage their identity while benefiting from 
participating in OSNs. For example, some users create multiple 
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accounts at a given service. These may be pseudonymous, 
obscured or transparent accounts. While these ‘obscured’ 
profiles may notconceal the users’ profile effectively, users find 
that the protections they offer are sufficient for their daily needs.

Fig. 1: Privacy-Preserving-Distributed-Profile-Matching-in-
Proximity Based Social-Networks

What is in the scope of the privacy problem? The two • 
approaches have a fundamentally different take on censorship. 
In PETs research, privacy technologies are often instrumental 
for free speech and eluding censorship. They can enhance the 
user’s ability to express themselves shielded from pressure 
by peers and authorities. PETs can conceal who is speaking 
and what is being said in a content-agnostic manner. On the 
other hand, in social privacy self-censorship is explored as 
a strategy.
Social privacy relates to the concerns that users raise and to • 
the harms that they experience when technologically mediated 
communications disrupt social boundaries. The users are thus 
“consumers” of these services. They spend time in these 
(semi-)public spaces in order to socialize with family and 
friends, get access to information and discussions, and to 
expand matters of the heart as well as those of belonging. 

D. Use Case Diagram
Use case diagrams are a set of use cases, actors and their 
relationships. They represent the use case view of a system. A 
use case represents a particular functionality of a system.  So 
use case diagram is used to describe the relationships among 
the functionalities and their internal/external controllers. These 
controllers are known as actors

Fig. 5: Usecase Diagram

V. Conclusion
By juxtaposing their differences, we were able to identify how the 
surveillance and social privacy researchers ask complementary 
questions. We also made some first attempts at identifying questions 
we may want to ask in a world where the entanglement of the two 
privacy problems is the point of departure. We leave as a topic 
of future research a more thorough comparative analysis of all 
three approaches. We believe that such reflection may help us 
better address the privacy problems we experience as OSN users, 
regardless of whether we do so as activists or consumers.

VI. Future Work
Further works can be done in the following directions: 
We leave as a topic of future research a more thorough comparative 
analysis of all three approaches. We believe that such reflection 
may help us better address the privacy problems we experience 
as OSN users, regardless of whether we do so as activists or 
consumers.
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