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Abstract 
As wireless communication obtain popularity, significant research 
has been dedicated to supporting real-time transmission with 
stringent Quality of Service (QoS) requirements for wireless 
applications. At the equivalent instant, a wireless hybrid network 
that integrates a mobile wireless ad hoc network (MANET) and 
a wireless infrastructure network has been proven to be a better 
alternative for the next generation wireless networks. By directly 
agree to resource reservation-based QoS steering for MANETs, 
hybrids networks accede to illogical reservation and race condition 
exertion in MANETs. How to secure the QoS in hybrid set of 
connections remains an unwrap predicament. With this we insinuate 
a QoS-Oriented Distributed routing protocol (QOD) to augment 
the QoS support capacity of hybrid networks. gripping advantage 
of less transmission hops and any cast transmission features of the 
hybrid networks, QOD transforms the sachet routing predicament 
to a resource development problem. QOD incorporates five 
algorithms: (1) a QoS-guaranteed neighbor selection algorithm 
to meet the diffusion delay obligation, (2) a distributed packet 
scheduling algorithm to further reduce communication delay, 
(3) a mobility-based fragment resizing algorithm that adaptively 
adjusts segment size according to node mobility in order to reduce 
transmission time, (4) a traffic outmoded elimination algorithm 
to increase the transmission throughput (5) a data redundancy 
exclusion-based transmission algorithm to eliminate the redundant 
data to further improve the transmission QoS. 
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I. Introduction 
A Mobile Ad Hoc Network (MANET) is a collection of mobile 
nodes consistent by wireless media. Various protocols proposed 
to control multiple accesses to the mutual wireless middling in 
MANETs, with the IEEE 802.11 being the most instigate etiquette. 
convenient is the wireless ―boom‖, i.e., the development of mobile 
wireless devices that is more and more powerful and cheaper at the 
invariable instant. The convergence between these two realities 
(new applications, mostly real-time multimedia applications and 
the wireless world) are the focus of many researchers. Differently 
from infrastructure wireless networks, where a fixed network access 
point is responsible for intermediating every communication that 
takes place in the network, an Ad-hoc Wireless Networks node 
should somehow dynamically discover to which nodes it is able 
to communicate directly (its neighbors) and how to reach nodes 
to which it cannot communicate directly (nodes that are not in its 
transmission range). Nodes in such a network should cooperate in 
order to allow communication to take place. They should act as 
hosts and routers at the same time, so that whenever a node is not 
able to directly reach another one, data flows through intermediate 
nodes until it reaches the destination. 
A small number examples of its applications are: 

A group of friends may establish a short duration network 1. 
for exchanging data. 

A team of fire fighters may deploy a network for communicating 2. 
to each other on an area that was completely destroyed (where 
no infrastructure was left). 
Sensors may be spread by plane over a forest or a farm 3. 
and they may spontaneously determine a network, so that 
dimensions may be obtained from every sensor. 
A military unit might arrange such a network in the battlefield, 4. 
because they are not proficient to rely on the enemy‘s 
telecommunication infrastructure. 
Space operations, undersea operations etc. 5. 

II. Problem Definition
The problem in the existing system is defined in the terms of 
reliable data delivery of data transmission in highly dynamic 
mobile hybrid networks [20]. Continuously changing network 
topology makes conventional wireless routing protocols incapable 
of providing satisfactory performance in the data transaction 
environment. In the face of frequent link break because of the node 
mobility, major data packets would either get lost, or knowledge 
long latency before reinstatement of connectivity. In Dynamic 
network topology the problems were

Frequent link break• 
Latency and Data loss• 
High mobility• 

Hybrid wireless network topologies usually expose high link 
density. Low-end commodity switches are commonly used in 
most HWNs designs for economic and scalability considerations. 
Mobile destinations (nodes) create a challenging problem for QOS 
protocols. Several protocols dealt the above problem by applying 
region based throughput and delay [21-22]. But those systems 
failed to deal with the high mobility in HWN environment.

III. Network And Service Models 
We consider a hybrid wireless network with an arbitrary number 
of base stations spreading over the network. N mobile nodes 
are moving around in network. Each node ni (1≤ i ≤ N) uses 
IEEE 802.11 interface with the Carrier Sense Multiple Access 
with Collision Avoidance (CSMA/CA) protocol [28]. Since a 
hybrid network where nodes are equipped with multiinterfaces 
that transmit packets through multichannels generate much less 
interference than a hybrid network where nodes are equipped with 
a single Wi-Fi interface, we assume that each node is equipped 
with a single Wi-Fi interface in order to deal with a more difficult 
problem. Therefore, the base stations considered in this paper 
are access points (APs). The Wi-Fi interface enables nodes to 
communicate with both APs and mobile nodes. For example, in a 
University campus, normally only buildings have APs. Therefore, 
people that do not have Wi-Fi access but close to buildings can use 
two-hop relay transmissions to connect to the APs in the buildings. 
Feeney et al. [29] considered the similar scenario in his work.
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Fig. 1: Hybrid Wireless Network Model

The QoS requirements mainly include end-to-end delay bound, 
which is essential for many applications with stringent real-time 
requirement. While throughput guarantee is also important, it is 
automatically guaranteed by bounding the transmission delay 
for a certain amount of packets [31]. The source node conducts 
admission control to check whether there are enough resources 
to satisfy the requirements of QoS of the packet stream. Fig. 
4 shows the network model of a hybrid network. For example, 
when a source node n1 wants to upload files to an Internet server 
through APs, it can choose to send packets to the APs directly 
by itself or require its neighbor nodes n2, n3, or n4 to assist the 
packet transmission. 
We assume that queuing occurs only at the output ports of the 
mobile nodes [32]. After a mobile node generates the packets, it 
first tries to transmit the packets to its nearby APs that can guarantee 
the QoS requirements. If it fails (e.g., out of the transmission range 
of APs or in a hot/dead spot), it relies on its neighbors that can 
guarantee the QoS requirements for relaying packets to APs.

IV. Proposed Techniques 
In order to avoid an increase in the number of transmitted RREQs 
over the network, we propose that every node keeps track not only 
of their 1-hop neighborhood (what is already done by most of the 
existing ad-hoc routing protocols through the periodic exchange 
of HELLO messages), but also of the topology of these neighbors. 
That means that a node should know the links that exist between 
its neighbors. Once a node is aware of the topology of its 1-hop 
neighborhood, the RREQ/RREP procedure can take place with 
minor changes. 

The route discovery procedure: 
The route discovery procedure works as follows: 

The source node broadcasts a RREQ message to its 1-hop 1. 
neighbors. 
Each node that receives the RREQ message computes the 2. 
maximum throughput (minimum cost) path to the last node 
through which the RREQ passed. 
The node includes the maximum throughput path it computed 3. 
in the RREQ message by introducing the IP address of the 
nodes between the current node and the previous one together 
with the link cost to go from one node to another. 
Finally, when the RREQ reaches the destination node, it 4. 
replies with a RREP that should follow the path included in 
the RREQ, which represents the maximum throughput path 
from the source to the destination.

This procedure significantly reduce the number of RREQs in the 
network, avoiding even more the probability of collisions among 
copies of the same RREQ and, therefore, enhancing the overall 
performance of the system. 

A. Reservation-based Mechanism 
Over the last years, Ad-hoc Wireless Networks (AWNs) have 
captured the attention of the research community. The flexibility 
and cost savings they provide, due to the fact that no infrastructure 
is needed to deploy a AWN, is one of the most attractive possibilities 
of this technology. However, along with the flexibility, lots of 
problems arise due to the bad quality of transmission media, the 
scarcity of resources, etc. 
Since real-time communications will be common in AWNs, there 
has been an increasing motivation on the introduction of Quality 
of Service (QoS) in such networks. However, many characteristics 
of AWNs make QoS provisioning a difficult problem. 

B. Goal of our Mechanism 
First reserving the network path that has sufficient resources 1. 
to satisfy the QoS requirements. 
Achieving global efficiency in resource utilization. 2. 

With the help of our mechanism we propose a simple, yet effective 
method to compute the available bandwidth at a node in AWNs. We 
use this method to propose a reservation based QoS mechanisms. 
Our proposal not only guarantees certain QoS levels, but also 
naturally distributes the traffic more evenly among network nodes 
(i.e. load balancing). 

C. Available Bandwidth for Reservation 
The available bandwidth estimation is a fundamental operation 
for a QoS offer [12]. This operation is very difficult because 
of the approximate acknowledge of the network state and 
the random mobility of nodes. For AHNs, this mechanism 
is generally placed in the MAC layer to allow the source to 
estimate the available bandwidth quantities. This estimation 
must to take into account node‘s mobility, interferences caused 
by the different transmissions and the hidden stations problem. 
The available bandwidth quantities must be permanently up to 
date especially after congestion, establishment or a reception of a 
duplicate acquittement (DUPACK). Available bandwidth can be 
defined as the maximum throughput with which we can transmit 
(between two nodes) without interrupt flows transmitted on the 
Ad Hoc networks. This term must not to be confused with the 
‗link capacity‘ representing the maximum throughput which 
can attempt on this link, or with the ‗unusable link capacity‘. 
Knowledge of the available bandwidth quantity is required for 
admission control; QoS based routing, flow management and 
resources reservation [13]. 
Quantitatively, we define the available bandwidth in our 
mechanism, as: 
Let assume that BW (in bps) is the total bandwidth quantity on a 
node. The maximum available bandwidth quantity on a node can 
be defined by this function (1): 

MAB(i) = BW(i) – x(i) – SUM(j) € Ni x(j)  (1)
 
Where: BW (i) = Total bandwidth on the node i, 
x (i) = Used Bandwidth on the node i, 
x (j) = Used Bandwidth by the node j 
neighbour of the node i, 
Node j = neighbour of node i and 
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Ni = set of node i. 
On a link (i, j), the available bandwidth is expressed by the 
following expression (2): 

AB (i,j) = MIN { MAB(i), MAB(j)}  (2) 

For a path p= (S, i, j…k, D), where S: Source, D: Destination and 
i, j…k the intermediate nodes; we have the Maximum Available 
Bandwidth guaranteed on the path is done by the formula (3):

MAB(p) = MIN { MAB(S.i), MAB(i,j), MAB(k,D)} (3)

Due to the shared media and multihop characteristics of AWNs, it 
is known that its capacity can be surprisingly low. Consequently, 
congestion may easily occur, provoking losses and high end-to-
end delays. In order to avoid congestion, a reservation mechanism 
that works together with a Connection Admission Control (CAC) 
seems to be a reasonable solution.

V. Scheme Description 
In this paper, we propose a Secure Quality of Service Oriented 
Distributed routing protocol (SQOD). SQOD contain two 
contrivances: 1. QoS-Oriented Distributed Routing Protocol 
(QOD). 2. Enhanced Adaptive ACKnowledgment (EAACK). We 
use first a QoS-Oriented Distributed routing protocol (QOD)[1]. 
Usually, a hybrid network has widespread base stations. The data 
transmission in hybrid networks has two features. 1. An AP can be 
a source or a destination to any mobile node. Second, the number 
of transmission hops between a mobile node and an AP is small. 
The first feature allows a stream to have anycast transmission 
along multiple transmission paths to its destination through base 
stations. 2. Enables a source node to connect to an AP through an 
intermediate node. Taking full advantage of the two features, QOD 
transforms the packet routing problem into a dynamic resource 
scheduling problem. QOD is the first work for QoS routing in hybrid 
networks. This QOD makes five contributions: Earliest Deadline 
First scheduling algorithm: The algorithm selects qualified 
neighbors and employs deadline-driven scheduling mechanism to 
guarantee QoS routing. Distributed packet scheduling algorithm: 
After qualified neighbors are identified, this algorithm schedules 
packet routing. It assigns earlier generated packets to forwarders 
with higher queuing delays, while assigns more recently generated 
packets to forwarders with lower queuing delays to reduce total 
transmission delay. Mobility-based segment resizing algorithm: 
The source node adaptively resizes each packet in its packet stream 
for each neighbor node according to the neighbor’s mobility in 
order to increase the scheduling feasibility of the packets from 
the source node.
Least Slack First (LSF) scheduling algorithm: In this algorithm, 
an intermediate node first forwards the packet with the least 
time allowed to wait before being forwarded out to achieve 
fairness in packet forwarding. Data redundancy elimination 
based transmission: Due to the broadcasting feature of the 
wireless networks, the APs and mobile nodes can overhear and 
cache packets. This algorithm eliminates the redundant data to 
improve the QoS of the packet transmission. Specifically, above 
the algorithms used in QOD, if a source node is not within the 
transmission range of the AP, a source node selects nearby 
neighbors that can provide QoS services to forward its packets 
to base stations in a distributed manner. The source node schedules 
the packet streams to neighbors based on their queuing condition, 
channel condition, and mobility, aiming to reduce transmission 

time and increase network capacity. The neighbors then forward 
packets to base stations, which further forward packets to the 
destination. If any intermediate node cannot send the packets to 
destination. Check the node if it is affected from any attacker or 
malicious used Enhanced Adaptive ACKnowledgment (EAACK) 
scheme. EAACK is consisted of three major parts, namely, ACK, 
secure ACK (S-ACK), and misbehavior report authentication 
(MRA). In order to distinguish different packet types in different 
schemes, we included a 2-b packet header in EAACK. According 
to the Internet draft of DSR [42], there is 6 b reserved in the DSR 
header. In EAACK, we use 2 b of the 6 b to flag different types 
of packets.
Packet delivery ratio with Different Mobility Speeds In this 
experiment, a node’s mobility speed was randomly selected from 
(1; 10; 20; 30; 40). Fig. 8 plots the QoS packet delivery ratio of 
all systems versus the node mobility speed. It shows that the QoS 
packet delivery ratio of all systems decrease as node mobility 
increases. This is because higher mobility causes higher frequent 
link breakages, which leads to more packet drops. Reestablishing 
the broken links results in a long transmission delay for subsequent 
packets. In each experiment, during 50 s, we continually selected 
a certain number of random nodes to transmit packets to their 
randomly selected destinations for a time period randomly chosen 
from [1 to 5]s. As the number of source nodes in the system 
increases, the percentage of the packet delivery ratio increases. 
This is because as more packets are generated, every packet in 
the scheduling queue needs to wait for more time to be forwarded 
out, which leads to higher packet delivery ratio and hence more 
delivery packets. We also see that the percentage of the packet 
delivery ration in SQOD is higher than that of QOD.

Fig. 2: Packet Delivery Ratio With Different Mobility Speeds

Delay with Different Mobility Speeds In this section, we compare 
SQOD with QOD for delay. This experiment, a node’s mobility 
speed was randomly selected from (1; 10; 20; 30; 40). Fig. 9 plots 
the QoS delay of all systems versus the node mobility speed. We let 
the forwarding nodes receive as many packets from neighbor nodes 
as possible without admission control to show the performance of 
SQOD and QOD when the packets are scheduling infeasible. In 
each experiment, during 50 s, we continually selected a certain 
number of random nodes to transmit packets to their randomly 
selected destinations for a time period randomly chosen from [1 
to 5]s. As the number of source nodes in the system increases, the 
percentage of the delayed packets increases. This is because as 
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more packets are generated, every packet in the scheduling queue 
needs to wait for more time to be forwarded out, which leads to 
higher delay and hence more delayed packets. We also see that the 
percentage of the delayed packets in QOD is higher than that of 
SQOD. This is because SQOD always tries to meet the deadlines 
of packets with the earliest deadlines, while SQOD tries to balance 
the delay among the packets. Therefore, QOD is able to meet more 
deadlines than SQOD support the QoS routing due to lower queue 
delay, while QoD makes full use of the resources of the nodes 
around a source node, and distributively forwards the packets to 
the APs, improving the QoS throughput of the system.

Fig. 3: Delay with Different Mobility Speeds

VI. Conclusion & Future Prospectives 
The main contribution of the paper is the reactive routing 
mechanism for ad-hoc wireless networks. This mechanism 
provides a great enhancement on the overall performance of 
reactive routing mechanisms on ad-hoc networks. On such a 
network, traditional routing mechanisms usually minimize the 
number of hops, resulting on routes composed by long range, 
and consequently low throughput, links. Our reservation based 
mechanism provides a simple and very effective way of using the 
transmission rate as a routing metric without a significant increase 
of the signaling message overhead. Previous proposals were very 
inefficient, hugely increasing the number of signaling messages, 
what sometimes could even lead to a performance decrease when 
compared to traditional routing protocols. Although we used 
transmission rates as the routing metric, our mechanism could also 
work with many other metrics, such as mean delay, link stability, 
mobility or available bandwidth. Future work is oriented to study 
a reservation recovery mechanism and a mechanism to free the 
existing reservation, when link is broken and set of connection 
loose.
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