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Abstract
Wireless networks are using enormously, for the reason of its 
mobility, scalable features. Of all the available wireless networks, 
Mobile Ad-hoc NETworks (MANET) is the most important and 
typical application. MANET does not require a fixed network 
infrastructure; every single node works as both a transmitter and 
a receiver. MANET has the changing topology and it does not 
have the fixed network infrastructure. Each node act both as the 
transmitter and receiver and node configuration is done on its 
own. Nodes communicate among themselves either directly or 
with the help of neighbors. The open medium allows MANET 
vulnerable to attacks. In existing system Enhanced Adaptive 
Acknowledgment(EAACK) method is imposed, in this digital 
signature method is used which cause network overhead. Thus 
proposed system specifies the Hybrid Cryptography technique is 
used to reduce network overhead.
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I. Introduction 
By definition, Mobile Ad-hoc Network (MANET) is a collection 
of mobile nodes equipped with both a wireless transmitter and 
a receiver that communicate with each other via bidirectional 
wireless links refer in straight or reverse orders. Unfortunately, 
the open medium and remote distribution of MANET make 
it vulnerable to different kinds of molest. MANET intends to 
swap over data towards source, destination nodes. These Nodes 
transforms like routers to send sachet form each and other . 
MANET is widespread amongst military applications, feeler 
group of connections, mechanized application etc. MANETs 
susceptible to malicious assailant for the reason it is having unwrap 
medium , broad distribution. Because of these circumstances 
malicious assailant’s are effortlessly attacked. Since to progress 
safety they build up IDS. In ad hoc networks IDS perceive and 
account the spiteful activity. IDSs typically operates as second 
layer inside MANETs. Routing etiquette are usually required for 
maintaining helpful communication between dissimilar nodes. 
Routing etiquette not only setup topology but also fabricate the 
forwarding data sachet’s and vigorously sustain path between the 
communicating nodes. Routing etiquette’s intended to acclimatize 
numerous changes in network owed for mobility of connections. 
various ad hoc routing protocols have been projected in literature 
and categorize keen on hybrid protocols, proactive along with 
reactive.

II. Related Work 
EAACK-A Secure Intrusion Detection System for MANETS, 1. 
Elhadi M.Shakshuki, Nan Kang, Tarek R.Sheltami, explains 
various IDS in MANET and its disadvantages, EAACK its 
support in solving false misbheaviour report problem.
A Survey on Intrusion Detection in Mobile Ad-hoc Networks 2. 
in wireless/mobile security, T.Anantvalee J.Wu, provides 

survey of various Intrusion Detection implementation in 
mobile ad-hoc networks. 
Ad-hoc mobile wireless networks routing protocol-A review, 3. 
G.Jayakumar G.Gopinath, explains different routing protocols 
like reactive and proactive protocols and its importance in 
MANET. 
Detecting misbehaving nodes in MANETS, N.Kang 4. 
M.Shakshuki T.Sheltami, clarifies the methods in identifying 
malicious nodes caused by attacks, and some ways to prevent 
the network from intruders.
Detecting Forged acknowledgments in MANETS, 5. 
N.Kang E.Shakshuki, specifies the security is based on 
acknowledgement packets, how to safeguard those packets 
from attacks. 
Enhanced intrusion detection system for discovering malicious 6. 
nodes in mobile ad-hoc network, N.Nasser Y.Chen, provides 
an improved technique Enhanced Adaptive Acknowledgement 
for detecting malicious nodes in network. 
A method of obtaining digital signatures and public-key 7. 
cryptosystems, R.Rivest A.Shamir L.Adleman, significant 
ways of enveloping packets with digital signature and public-
key cryptosystems. 8.Industrial wireless sensor networks: 
challenges, principles and technical approach, V.C.Gungor 
G.Hanke, provides the various applications of wireless 
networks in industries.

III. Intrusion Detection in MANET 
Many Intrusion Detection Systems has been proposed in traditional 
wired networks, where all traffic must go through switches, routers, 
or gateways. Hence, Intrusion Detection Systems can be added 
to and implemented in these devices easily on the other hand; 
Mobile Adhoc NETworks do not have such devices. Moreover, 
the medium is wide open, so both legitimate and malicious users 
can access it. Furthermore, there is no clear separation between 
normal and unusual activities in a mobile environment. Since 
nodes can move arbitrarily, false routing information could be 
from a compromised node or a node that has outdated information. 
Thus, the current Intrusion Detection Systems techniques on wired 
networks cannot be applied directly to Mobile Adhoc NETworks. 
Many Intrusion Detection Systems have been proposed to suit 
the characteristics of MANETs. B. Watchdog The main of the 
watchdog mechanism is to improve the throughput of the network 
with the presence of malicious nodes. The watchdog scheme is 
of two types namely watchdog and pathrater.watchdog serve as 
intrusion detection for Mobile Adhoc Network and responsible for 
detecting malicious node misbehavior in the network. Watchdog 
detects malicious node misbehaviors by promiscuously listening 
to its next hop’s transmission. If a Watchdog node overhears that 
its next node fails to forward the packet within a predefined time 
period, it increases its failure counter. Whenever a node’s failure 
counter exceeds a predefined threshold, the Watchdog node reports 
it as misbehaving. At the same time, watchdog maintaining a 
buffer of recently sent packets and comparing each overheard 
packet With the packet in the buffer. A data packet is cleared from 
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the buffer when the watchdog overhears the same packet being 
forwarded by the next-hop node over the medium. If a data packet 
remains in the buffer for too long, the watchdog scheme accuses 
the next-hop neighbor to be misbehaving.

Fig. 1: Working Mechanism of Watchdog

When B forwards a packet from S toward D through C, Node A 
cannot transmit all the way to node C, but it can listen in on node 
B’s traffic.A can overhear B’s transmission and can verify that B 
has attempted to pass the packet to C. The solid line represents 
the intended direction of the packet sent by B to C, while the 
dashed line indicates that A is within transmission range of B 
and can overhear the packet transfer. The path rater technique 
allows nodes to avoid the use of the misbehaving nodes in any 
future route selections.The routing information can be passed 
with the message. The Watchdog scheme fails to detect malicious 
misbehaviors with the presence of the following:

Ambiguous collisions;1. 
Receiver collisions;2. 
Limited transmission power;3. 
False misbehavior report;4. 
Collusion; and5. 
Partial dropping.6. 

C. AACK A new scheme called AACK. Similar to TWOACK, 
AACK is an acknowledgment-based network layer scheme Which 
can be considered as a combination of a scheme called TACK 
(identical to TWOACK) and an end-to-end acknowledgment 
scheme called ACKnowledge (ACK). Compared to TWOACK, 
AACK significantly reduced network overhead while still capable 
of maintaining or even surpassing the same network throughput 

Fig. 2: Two ACKnowledgement

IV. Scheme Description
EAACK is consisted of two major parts, namely, secure ACK 
(S-ACK), and Misbehavior Report Authentication (MRA).

Fig. 3:

Introduction of digital signature in the EAACK to prevent the 
attacker from forging acknowledgment packets.

A. ACK
 ACK is basically an end-to-end acknowledgement scheme. It 
acts as a part of the hybrid scheme in RRACK, aiming to reduce 
network overhead when no network misbehavior is detected. If 
ACK scheme fails the node will switch to SACK mode by sending 
out an S-ACK data packet to detect the misbehaving nodes in 
the route.

B. S-ACK
S-ACK scheme is an improved version of TWOACK scheme. 
The principle is to let each three consecutive nodes work in a 
group to detect misbehaving nodes. For each three consecutive 
nodes in the route, the third node is required to send an S-ACK 
acknowledgement packet to the first node .The intention of 
introducing S- ACK mode is to detect misbehaving nodes in the 
presence of receiver collision.

Fig. 4: Secure ACKnowledgement

1. Digital Signature
Digital Signature is used in EAACK to prevent the nodes from 
attacks. EAACK requires all acknowledgment packets to be 
digitally signed before sending out. We implement DSA and RSA 
digital signature Algorithm

V. Performance Evaluation
In order to measure and compare the performance of our proposed 
scheme, we adopt the following performance metrics: 

A. Packet Delivery Ratio
Packet delivery ratio is defined as the ratio of data packets received 
by the destinations to those generated by the sources. 

B. Delay
Network delay is an important design and performance 
characteristic. The delay of a network specifies how long ittakes 
for a bit of data to travel across the network from one node or 
endpoint to another. 

C. Routing Overhead
Routing overhead refers to the ratio of routing related 
transmissions. 

VI. Performance Analysis and Result Conclusion 
In this module, the performance of the proposed EAACK is 
analyzed. Based on the analyzed results X-graphs are plotted. 
Throughput, delay, energy consumption are the basic parameters 
considered here and X-graphs are plotted for these parameters. 
Finally, the results obtained from this module is compared with 
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third module results and comparison X-graphs are plotted. Form 
the comparison result, final RESULT is concluded. 8. EXPECTED 
RESULTS ANALYSIS The simulation results were conducted 
with the help of the Network Simulator. The simulation results 
and makes it easier to compare the results. The moving speed of 
mobile node is up to 30 m/s and a pause time of 1000 seconds. 
User Datagram Protocol with constant bit rate is implemented with 
a 512 B packet size of. To measure and compare the performance 
of proposed scheme, consider the following two parameters.Packet 
delivery ratio (PDR) and Routing overhead (RO). The comparison 
graph has been plotted between the malicious nodes and Packet 
DeliveryRatio.

Fig. 5: Performance Analysis on PDR

Fig. 6: Performance Analysis on RO

VII. Problem Definition 
The existing system has EAACK scheme which involves digital 
signature for safer exchange of packets. This is implemented by 
both Digital Signature Algorithm (DSA) and RSA algorithms. 
Comparing both algorithms, DSA produces lesser network 
overhead than RSA, because the signature size of DSA is smaller 
when compare to RSA. Routing Overhead (RO) will be more 
if the number of malicious nodes increases in RSA, than DSA.
Because more malicious nodes involves more acknowledgment 
packets, thus increasing the usage of digital signature in network. 
Thus EAACK scheme depends on acknowledged packets. So, 
its necessary to reduce the network overhead caused by digital 
signature. Our research work, focus on providing an IDS for 
MANETS, which reduces network overhead and provides security 
to network. 

VII. Proposed System
In this paper, we propose a hybrid key cryptography technique 
that reduce the network overhead. Network overhead increases 

when number of malicious node in network increases, because the 
count of acknowledged packet increases. Thus to reduce network 
overhead Hybrid key cryptography technique is used.

Fig. 7: System Architecture

The proposed system uses RSA and AES (Advanced Encryption 
Standard). First, it is required to find the route between source 
and destination this is possible by ZRP (Zone Routing Protocol).
It is a hybrid protocol. This protocol divides the entire network 
into zones. It makes use of any of reactive or proactive protocols 
within and between the zones. Size of the zone is given by 
parameter r. Intra-zone routing is provided mostly by proactive 
protocol, thereby reduces delay to communicate to nodes within 
network. Inter-zone routing uses reactive protocol, this avoids 
the need to keep proactive fresh state of the entire network. ZRP 
also defines a technique called Bordercast Resolution Protocol 
(BRP) to control the traffic between the zones. If a node has no 
route to its destination by proactive inter-zone routing, BRP is 
used to spread the reactive route request.

VIII. Conclusion and Future Work 
The newly proposed scheme called EAACK, and it provides 
better performances comparing to all other existing approaches. 
The EAACK scheme implements digital signature which causes 
network overhead which can be further reduced by hybrid key 
cryptography. This cryptography technique uses RSA, AES for 
providing security and Zone Routing Protocol (ZRP) to find the 
route between source and destination.

Results demonstrate positive performance against existing • 
scheme such as watchdog, TWOACK. 
Digital signatures were incorporated which caused more • 
ROs but vastly improves PDR when attackers are smart to 
entre forge acknowledgement packet. In proposed system 
we implemented both DSA and RSA but DSA scheme is 
more suitable.

The future work : 
To allow the execution of EAACK scheme in real time environment 
to obtain accurate results for testing.
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