
IJCST  Vol. 6, ISSue 2, AprIl - June 2015

w w w . i j c s t . c o m InternatIonal Journal of Computer SCIenCe and teChnology  85

 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

Review of Cloud Security for E-Learning System
1Piyushika, 2Prof. Kedar Nath Singh

1,2Dept. of Computer Science & Engineering, Technocrats Institute of Tech. & Sc., Bhopal, MP, India

Abstract
Cloud computing is spreading around the world and causing the 
researchers to focus on it. These are first, making it possible to 
communicate between two or more clouds and second, security 
of communication. With emergence of cloud computing, the 
term Hybrid Deployment” is becoming more and more common. 
Definition of “Hybrid Deployment” is when you join different 
cloud deployments into one connected cluster. Hybrid Cloud 
computing mainly deals with working of data centers where 
different software are installed with huge growing data to provide 
information to the users of the system. The techniques which can 
be used in hybrid cloud securities are to share the challenge text 
between the clouds before actual communication should start for 
authentication. The various works done in this area till date are 
oriented on other techniques of security between the two or more 
clouds in a hybrid cloud.

Keywords
Cloud Computing, Hybrid Cloud, Challenge Text, Security

I. Introduction
“A Cloud is a type of parallel and distributed system consisting 
of a collection of interconnected and virtualized computers 
that are dynamically provisioned and presented as one or more 
unified computing resources based on service-level agreements 
established through negotiation between the service provider and 
consumers.” 

Fig. 1: Cloud Computing Building Block

Cloud computing is becoming a buzz word in computer industry 
and everyone is looking to associate in one way or other with this 
brand new concept. Cloud computing is a very current topic and the 
term has gained a lot of traction being sported on advertisements 
all over the Internet from web space hosting providers, through 
data centers to virtualization software providers [1]. 
Such complex technology and business models setting entails an 
extensive research and provides the motivation towards writing 
this paper. The main goal is to “clear the air on hybrid cloud 
computing security” and provide an unbiased and independent, 
albeit critical outlook of the technology.
Special emphasis is put on the critical examination of each strategy 
as now more than ever in the face of the global economic crisis, 
companies face higher refinancing and investment costs and 
as any company thinking about adopting or moving to cloud 
computing technology would do in practice; short-to-medium 
term disadvantages of the technology have to be pragmatically 
and carefully weighted out against any hyped long-term potential 
efficiency achievements, be it strategic, technical or cost related 
[1].
In order to understand the vision, goals and strategy behind cloud 
computing, two key concepts that form its foundations need to 
be explained first.

Autonomic Computing• 
Utility Computing• 

A. Hybrid Cloud Computing
1. A hybrid cloud is a composition of at least one private cloud and 
at least one public cloud. A hybrid cloud is typically offered in one 
of two ways: a vendor has a private cloud and forms a partnership 
with a public cloud provider, or a public cloud provider forms a 
partnership with a vendor that provides private cloud platforms. 
2. A hybrid cloud is a cloud computing environment in which 
an organization provides and manages some resources in-house 
and has others provided externally. For example, an organization 
might use a public cloud service, such as Amazon Simple Storage 
Service (Amazon S3) for archived data but continue to maintain 
in-house storage for operational customer data. Ideally, the hybrid 
approach allows a business to take advantage of the scalability 
and cost-effectiveness that a public cloud computing environment 
offers without exposing mission-critical applications and data 
to third-party vulnerabilities.  This type of hybrid cloud is also 
referred to as hybrid IT [2].

B. Challenges in Hybrid Cloud Computing
Here are some challenges to consider when setting up hybrid 
clouds:

1. On Demand Startup and Shutdown:
Your infrastructure must be able to start up and shutdown 
cloud nodes on demand. Usually you should have some 
policy implemented which listens to some of your application 
characteristics and reacts to them by starting or stopping cloud 
nodes. In simplest case, you can react to CPU utilization and start 
up new nodes if main cloud gets overloaded and stop nodes if it 
gets under loaded.



IJCST  Vol. 6, ISSue 2, AprIl - June 2015  ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m 86   InternatIonal Journal of Computer SCIenCe and teChnology

2. Cloud-based Node Discovery
The main challenge in setting up regular discovery protocols on 
clouds is that IP Multicast is not enabled on most of the cloud 
vendors (including Amazon and GoGrid). Your node discovery 
protocol would have to work over TCP. However, you do not 
know the IP addresses of the new nodes started on the cloud 
either. To mitigate that, you should utilize some of the cloud 
storage infrastructure, like S3 or SimpleDB on Amazon, to store 
IP addresses of new nodes for automatic node detection.

3. One-Directional Communication
One of the challenges in big enterprises is opening up new ports in 
Firewalls for connectivity with clouds. Quite often you will only 
be allowed to make only outgoing connections to a cloud. Your 
middleware should support such cases. On top of that, sometimes 
you may run into scenario of disconnected clouds, where cloud 
A can talk to cloud B, and cloud B can talk to cloud C, however 
cloud A cannot talk to cloud C directly. Ideally in such case cloud 
A should be allowed to talk to cloud C through cloud B.

4. Latency
Communication between clouds may take longer than 
communication between nodes within the same cloud. Often, 
communication within the same cloud is significantly slower than 
communication within local data center. Your middleware layer 
should properly react to and handle such delays without breaking 
up the cluster into pieces.

5. Reliability and Atomicity
Many operations on the cloud are unreliable and non-transactional. 
For example, if you store something on Amazon S3 storage, there is 
no guarantee that another application can read the stored data right 
away. There is also no way to ensure that data is not overwritten 
or implement some sort of file locking. The only way to provide 
such functionality is at application or middleware layers [2].

C. Creating a Cloud and Applying in industry
From small start-ups to major corporations, companies of all sizes 
have embraced cloud computing for the scalability, reliability, 
and cost benefits it can provide. It has even been said that cloud 
computing may have a greater effect on our lives than the PC and 
dot-com revolutions combined [3].
Filled with comparative charts and decision trees, Implementing 
and Developing Cloud Computing Applications explains exactly 
what it takes to build robust and highly scalable cloud computing 
applications in any organization. Covering the major commercial 
offerings available, it provides authoritative guidance through 
the implementation process [3]. It puts cloud computing into 
historical context and considers how cloud computing affects 
project management, budgeting, and lifecycle management in 
your organization. It also explains how to:

Choose the best combination of platforms, tools, and • 
services
Develop new cloud applications from scratch• 
Migrate legacy software• 
Prevent lock-in to a single vendor• 
Estimate costs and benefits• 
Address reliability, availability, and security concerns• 
Use interclouding, Cloud Brokers, and other techniques • 
for safe deployment in public, private, and hybrid clouds
Take advantage of the latest developments• 

From software and testing tools to best practices and service 
providers, this book considers the entire cloud application 
environment. It details the platforms available, tools that facilitate 
development, as well as the costs involved. 

II. Existing System
Cloud computing is setting off great changes in the IT industry. 
There are more and more researches on cloud computing. And 
this paper focuses on cloud computing too. At the beginning 
this paper describes the characteristics and definitions of cloud 
computing, and then introduced its services patterns (including 
SaaS, PaaS and IaaS) and deployment patterns (including public 
cloud, private cloud and hybrid cloud), at the end lists the cloud 
security challenges that cloud computing faces [4].
Security problems faced by the cloud system about in the following 
five aspects:

First, 1. face more security attacks: due to the vast amounts of 
user data stored in the cloud system, for attackers there has 
greater allure. If the attacker in some way successfully attack 
cloud systems, it will bring devastating disaster for both cloud 
providers and users; On the other hand, in order to ensure 
flexibility and versatility services of the cloud, cloud systems 
provide users with more open access interfaces, which also 
bring greater security threats.
Second, 2. virtualization technology: it not only brings cloud 
computing platform flexibly resources configured, but also 
brings new security challenges. There is a need to solve the 
problem that secure deployment of cloud platform based on 
the virtual machine architecture. In a virtualized environment, 
the server is like a file which is taken away easily, so the risk 
of disclosure increases. When many virtual machines running 
on physical servers, the administrator’s work often goes 
over the management of the virtual network environment. 
In that case, the administrators’ privileges increase, so it 
is necessary to regulate the administrator’s privileges [5]. 
The introduction of the virtualization platform has become 
new security vulnerabilities. Once be hacked, all the virtual 
machines running on the virtualization platform will be under 
control of attackers. By that time, the cloud providers and 
users will suffer huge loss.
Third, 3. ensure continuity of the cloud platform services and 
high availability of user data and business: Amazon data 
center downtime event, Google’s Gmail failing to use event 
and so on are associated with cloud computing availability. To 
a certain extent, the events above discourage the enthusiasm 
of the enterprise to use public cloud. Cloud computing service 
need to provide a fault tolerant mechanism to backup user data 
to reduce the impact in application when the original data is 
destroyed. In addition, the software itself may have loopholes 
and a large number of malicious attacks happen, all these 
above greatly increase the possibility of service interruption. 
How to protect the high availability of software services and 
user application and how to provide convenience security 
management to the thin-client user have become one of the 
biggest challenges of cloud security [6].
Fourth, 4. ensure the safety and privacy of user data: user data 
stored in the cloud system, for malicious attacks, the primary 
purpose is to get user privacy, and then to obtain economic 
benefits. In this case, laws, regulations and processes are the 
problems that are the most urgent to be solved, and relevant 
laws and regulations should be established and improved to 
protect third-party security, to meet requirements listed by 
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companies, especially to clear responsibility division when 
problems arise and to provide protection mechanisms as cloud 
service providers exit. In the domestic, most businesses are 
reluctant to store sensitive information in third-party, and they 
still focus on building private cloud. Only Security system and 
regulations gradually be perfected and security technology 
continues to progress, the future of public cloud services will 
get a sustainable evolution [7].
Fifth, 5. perfect the cloud standards: Interest-oriented 
IT development process leads to cloud standards exist 
everywhere. Many manufacturers have defined their own 
application standards and data formats, forcing the user 
deploying IT system and their own business in accordance with 
the framework set by different service provider. Ultimately, 
all of this leads to business fragmented and chaotic system 
which are adverse to users’ application. In cloud computing, 
cloud computing security standards and evaluation system 
provides an important technical and management support. 

[8] It is well-known that cloud computing has many potential 
advantages and many enterprise applications and data are migrating 
to public or hybrid cloud. But regarding some business-critical 
applications, the organizations, especially large enterprises, still 
wouldn’t move them to cloud. 
According to service delivery models, deployment models and 
essential features of the cloud computing, data security and privacy 
protection issues are the primary problems that need to be solved 
as soon as possible. Data security and privacy issues stages of 
data life cycle.

Fig. 2: Cloud Computing Security Architecture

The challenges in privacy protection are sharing data while 
protecting personal information. The typical systems that require 
privacy protection are e-commerce systems that store credit cards 
and health care systems with health data. The ability to control 
what information to reveal and who can access that information 
over the Internet has become a growing concern. These concerns 
include whether personal information can be stored or read by 
third parties without consent, or whether third parties can track the 
web sites someone has visited. Another concern is whether web 
sites which are visited collect, store, and possibly share personal 
information about users. The key to privacy protection in the cloud 
environment is the strict separation of sensitive data from non-
sensitive data followed by the encryption of sensitive elements.
[9] The use of cloud computing has increased rapidly in many 
organizations. Cloud computing provides many benefits in terms 
of low cost and accessibility of data. Ensuring the security of cloud 
computing is a major factor in the cloud computing environment, 
as users often store sensitive information with cloud storage 
providers but these providers may be untrusted. 

The purpose of this work is to survey the recent research on single 
clouds and multi-clouds to address the security risks and solutions. 
We have found that much research has been done to ensure the 
security of the single cloud and cloud storage whereas multiclouds 
have received less attention in the area of security. We support the 
migration to multi-clouds due to its ability to decrease security 
risks that affect the cloud computing user [10].

Hatman: Intra-cloud Trust Management for Hadoop
Data and computation integrity and security are major concerns for 
users of cloud computing facilities. Many production-level clouds 
optimistically assume that all cloud nodes are equally trustworthy 
when dispatching jobs; jobs are dispatched based on node load, 
not reputation. 

Implementation of Cloud Computing for e-Leaming 
System
[15] E-learning systems provide processes of delivering the 
learning contents to learners who have different backgrounds, 
interests, and locations away from a classroom in order to 
maximize the effectiveness of learning. Usually, the classical 
e-learning system is based on client/server architecture thus they 
lack of the scalability, flexibility and interoperability. It makes the 
learning resources cannot share, and the system improvement is 
not easily. This paper proposes the cloud computing architecture 
in the e-learning system that the architecture separate into three 
layers includes infrastructure, platform and application. 

Fig. 3: Cloud Service Architecture for e-Learning System

According to the implementation components as shown in Figure, 
the results comprise of two processes; CMS and AMS. The CMS 
processes start at the student access to the WBI application, then 
the WBI application requests the content to CSM, and later CSM 
selects the best content from content cloud database and return 
to WBI to display [16].

Fig. 4: The Implementation Components of the Cloud on 
E-Learning System
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The processes work properly. Likewise, The AMS processes start 
at the student access to the CAT web application, then the CAT web 
application requests the items to ISM, and later ICM classifies the 
optimal item-set from the item bank in cloud database and return 
to CAT web application to test the student. The processes work 
correctly. In order to illustrate an interconnection of heterogeneous 
systems, the different platforms are set up, i.e., the learning 
resources, ISM, CSM, CAT web application; WBI applications 
are stored in the cloud server [17].  
Mingwei Wang, Jingtao Zhoul, Shikai Jing, 
In order to obtain an advantageous position in the protean global 
market, the modern manufacturing enterprises require a flexible 
and self-adaptive foundation which is capable of dynamically 
exploiting manufacturing resources and services distributed 
across the network. In this paper, the cloud manufacturing vision 
(GetCM) is introduced to provide the on demand architecture with 
reliability, flexibility and reliability based on cloud computing. In 
contrast to the conventional networked manufacturing paradigm, 
the paper analyzes from technological, functional and economic 
aspects to provide the evidences of the benefits from GetCM. 
A primary architecture for GetCM is introduced based on the 
analysis of key criteria in realizing the vision of a function for 
cloud manufacturing.
Focuses of this paper are placed on the vision and the outline of 
GetCM architecture.
Keywords- cloud manufacturing; cloud computing; service 
oriented architecture; networked manufacturing
[18] Software as a Service is becoming a popular research field 
in software development for its feature of low costing entry, easy 
implementation and zero infrastructures.
SaaS is a multi tenant model which is different from traditional 
software in user data security, software development and 
deployment. This paper firstly analyses SaaS architecture, secondly 
introduces key technology of SaaS system from user data security, 
configurability user application and maturity model. Finally, this 
paper gives the future research directions.

III. Proposed Algorithm
Cloud computing offers many benefits, but it also is vulnerable 
to threats. As the uses of cloud computing increase, it is highly 
likely that more criminals will try to find new ways to exploit 
vulnerabilities in the system. There are many underlying 
challenges and risks in cloud computing that increase the threat 
of data being compromised. To help mitigate the threat, cloud 
computing stakeholders should invest heavily in risk assessment 
to ensure that the system encrypts to protect data; establishes 
trusted foundation to secure the platform and infrastructure; and 
builds higher assurance into auditing to strengthen compliance. 
Security concerns must be addressed in order to establish trust in 
cloud computing technology [19].
The relative security of cloud computing services is a contentious 
issue that may be delaying its adoption. Physical control of the 
Private Cloud equipment is more secure than having the equipment 
off site and under someone else’s control. Physical control and 
the ability to visually inspect the data links and access ports is 
required in order to ensure data links are not compromised. Issues 
barring the adoption of cloud computing are due in large part to 
the private and public sectors’ unease surrounding the external 
management of security-based services. It is the very nature of cloud 
computing-based services, private or public, that promote external 
management of provided services. This delivers great incentive 
to cloud computing service providers to prioritize building and 

maintaining strong management of secure services. Security issues 
have been categorized into sensitive data access, data segregation, 
privacy, bug exploitation, recovery, accountability, malicious 
insiders, management console security, account control, and multi-
tenancy issues. Solutions to various cloud security issues vary, 
from cryptography, particularly Public Key Infrastructure (PKI), 
to use of multiple cloud providers, standardization of APIs, and 
improving virtual machine support and legal support [20].  
Cloud computing is a buzz word today and it allows to provide 
interruption free services to the customers. In one hand public 
clouds, provides services for external customers, on the other hand 
private clouds provide services for specific group of customers 
who are interconnected with one another.

Fig. 1: Working of the Proposed Algorithm

The main advantages of such a Cloud Computing are:
Load on data centres is distributed• 
Server fail occurrences do not affect to the users• 
Communication is available to the users irrespective of the • 
state of the inter cloud hardware
Fast communication• 
Secured Communication• 

Various steps in proposed algorithm are as follows:
Step 1: User A Write an e-Learning message on server ‘A’ and 
User ‘B’ reads it on Server ‘B’ on the cloud.
Step 2: Server ‘A’ will use the cloud application to send information 
to all the servers on the Cloud in secured way.

 
Start 

Stop 

User Inputs Login Details 

Access / Send Data  
From / to Server 

Is Correct 
Login 

Store Data on Server 

USER PROCESS 

Start 

Stop 

Server A Wants to Send Data 
To Server B 

Server B obtains a key from 
AS for it and sends ACK to 

Server A 

If Key is 
verified by 

AS? 

A Receives the ACK verifies B 
and starts Communication 

SERVER PROCESS ON CLOUD 

Server A obtains a key from 
AS and sends request to B 

B Received the request and 
gets it verified by AS 

No 

Yes 

Fig. 2: Flow Chart of Proposed Algorithm
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Step 3: Server ‘A’ first takes a Key from the Authentication Server, 
which provides the key after full confidence on Server ‘A’.
Step 4: Server ‘A’ connects to Server ‘B’ and specifies the key 
obtained from AS to Server ‘B’
Step 5: Server ‘B’ verifies the key from the AS and obtains a 
key for itself.
Step 6: Server ‘B’ sends the acknowledgement to Server ‘A’ and 
key obtained to Server ‘A’
Step 5: Server ‘A’ verifies the key from AS and starts communication 
with Server ‘B’; Server ‘A’ sends the user and e-Learning data 
to Server ‘B’.
Step 6: Server ‘B’ stores the data in its database.
Step 7: All communication happens with encrypted text.

Backup Plan
The proposed work is expected to be working upto the mark but 
in case if the proposed work is not working as expected then I the 
use of symmetric key cryptography shall be providing security 
of the data so that it will not be hacked during the transfers and 
hence the system will not fail completely.

IV. Conclusion and Future Work
The proposed work is expected to provide a good security 
infrastructure over cloud. Cloud Computing is facilitating users 
around the world for the best of the services available across the 
world on their machines through web. It is beneficial for both the 
service providers (they get huge clientele) and clients (they get all 
available services). For data security and privacy protection issues, 
the fundamental challenges. This proposed algorithm will have 
two fold securities and will involve verification of the users over 
the cloud. The work will require the users to provide the security 
code then it will make them access the services. The internal 
processing of the inter server communication is done as in the 
proposed work. The proposed algorithm is expected to provide 
high performance with high security and it is going to be providing 
the stable and rigid system for the users of e-learning.
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